XGS-4526/4528F/4728F

Intelligent Layer 3+ Switch

Default Login Details

IP Address  http://192.168.0.1
(Out-of-band
MGMT port)

http://192.168.1.1
(In-band ports)

User Name admin
Password 1234

Firmware Version 4.00
Edition 1, 12/2010

www.zyxel.com

ZyXEL

Copyright © 2010

ZyXEL Communications Corporation







About This User's Guide

About This User's Guide

Intended Audience

This manual is intended for people who want to configure the Switch using the
web configurator.

Related Documentation
= Web Configurator Online Help

The embedded Web Help contains descriptions of individual screens and
supplementary information.

= Command Reference Guide
The Command Reference Guide explains how to use the Command-Line
Interface (CLI) and CLI commands to configure the Switch.

Note: It is recommended you use the web configurator to configure the Switch.

e Support Disc

Refer to the included CD for support documents.

Documentation Feedback
Send your comments, questions or suggestions to: techwriters@zyxel.com.tw
Thank you!

The Technical Writing Team, ZyXEL Communications Corp.,
6 Innovation Road Il, Science-Based Industrial Park, Hsinchu, 30099, Taiwan.

Need More Help?

More help is available at www.zyxel.com.
surronmavownsonos. [ pame |

Download Library ¥ Firmware

Knowledge Base Software

Glossary Driver

Support & Feedback Datasheet

Warranty Information Tech Doc Overview

ZyXEL Windows Vista Support User's Guide

Forum Quick start guide

ICLI Reference Guide
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About This User's Guide

Download Library

Search for the latest product updates and documentation from this link. Read
the Tech Doc Overview to find out how to efficiently use the User Guide, Quick
Start Guide and Command Line Interface Reference Guide in order to better
understand how to use your product.

Knowledge Base

If you have a specific question about your product, the answer may be here.
This is a collection of answers to previously asked questions about ZyXEL
products.

Forum

This contains discussions on ZyXEL products. Learn from others who use ZyXEL
products and share your experiences as well.

Customer Support

Should problems arise that cannot be solved by the methods listed above, you
should contact your vendor. If you cannot contact your vendor, then contact a
ZyXEL office for the region in which you bought the device.

See http://www.zyxel.com/web/contact_us.php for contact information. Please
have the following information ready when you contact an office.

Product model and serial number.
Warranty Information.
Date that you received your device.

Brief description of the problem and the steps you took to solve it.
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Document Conventions

Document Conventions

Warnings and Notes

These are how warnings and notes are shown in this User’s Guide.

Warnings tell you about things that could harm you or your device.

Note: Notes tell you other important information (for example, other things you may

need to configure or helpful tips) or recommendations.

Syntax Conventions

The XGS-4526/4528F/4728F may be referred to as the “Switch”, the “device”,
the “system” or the “product” in this User’s Guide.

Product labels, screen names, field labels and field choices are all in bold font.

A key stroke is denoted by square brackets and uppercase text, for example,
[ENTER] means the “enter” or “return” key on your keyboard.

“Enter” means for you to type one or more characters and then press the
[ENTER] key. “Select” or “choose” means for you to use one of the predefined
choices.

A right angle bracket ( = ) within a screen name denotes a mouse click. For
example, Maintenance > Log > Log Setting means you first click
Maintenance in the navigation panel, then the Log sub menu and finally the
Log Setting tab to get to that screen.

Units of measurement may denote the “metric” value or the “scientific” value.
For example, “k” for kilo may denote “1000” or “1024”, “M” for mega may
denote “1000000” or “1048576” and so on.
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Document Conventions

Icons Used in Figures

Figures in this User’s Guide may use the following generic icons. The Switch icon is
not an exact representation of your device.

The Switch Computer Notebook computer
EEEEEEH EEEEEEEH \
Server Firewall

— % 1

— N )

L] § ﬂ

Q J

[l \Ee— =

Telephone Router
I
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Safety Warnings

Safety Warnings

= Do NOT use this product near water, for example, in a wet basement or near a swimming
pool.

= Do NOT expose your device to dampness, dust or corrosive liquids.
= Do NOT store things on the device.

= Do NOT install, use, or service this device during a thunderstorm. There is a remote risk
of electric shock from lightning.

= Connect ONLY suitable accessories to the device.

= Do NOT open the device or unit. Opening or removing covers can expose you to
dangerous high voltage points or other risks. ONLY qualified service personnel should
service or disassemble this device. Please contact your vendor for further information.

= For continued protection against risk of fire replace only with same type and rating of
fuse.

= Make sure to connect the cables to the correct ports.

= Place connecting cables carefully so that no one will step on them or stumble over them.

= Always disconnect all cables from this device before servicing or disassembling.

= Use ONLY an appropriate power adaptor or cord for your device. Connect it to the right
supply voltage (for example, 110V AC in North America or 230V AC in Europe).

= Do NOT allow anything to rest on the power adaptor or cord and do NOT place the
product where anyone can walk on the power adaptor or cord.

= Do NOT use the device if the power adaptor or cord is damaged as it might cause
electrocution.

= If the power adaptor or cord is damaged, remove it from the device and the power
source.

= Do NOT attempt to repair the power adaptor or cord. Contact your local vendor to order a
new one.

< Do not use the device outside, and make sure all the connections are indoors. There is a
remote risk of electric shock from lightning.

= Do NOT obstruct the device ventilation slots, as insufficient airflow may harm your
device.

stands for Waste Electronics and Electrical Equipment. It means that used electrical
and electronic products should not be mixed with general waste. Used electrical
and electronic equipment should be treated separately. I

Your product is marked with this symbol, which is known as the WEEE mark. WEEE ﬁ
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Getting to Know Your Switch

This chapter introduces the main features and applications of the Switch.

1.1 Introduction

Your Switch is a stand-alone, layer-3, Gigabit Ethernet (GbE) switch with support
for an optional 2-port 10 Gigabit uplink module. The XGS-4528F or XGS-4728F
also provides two 12 Gigabit stacking ports. By integrating router functions, the
Switch performs wire-speed layer-3 routing in addition to layer-2 switching.

The XGS-4526 comes with 20 100/1000 Mbps Ethernet ports and 4 GbE dual
personality interfaces. The XGS-4528F or XGS-4728F comes with 24 GbE dual
personality interfaces. A dual personality interface includes one Gigabit port and
one slot for a mini-GBIC transceiver (SFP module) with one port active at a time.

The XGS-4526 requires 100 VAC to 240 VAC, 0.8 A power.

There are two XGS-4528F or XGS-4728F models. The XGS-4528F or XGS-4728F
DC model requires DC power supply input of -36 VDC to -72 VDC, 1.5 A Max ho
tolerance. The XGS-4528F or XGS-4728F AC model requires 100 VAC to 240 VAC,
0.8 A power.

With its built-in web configurator, managing and configuring the Switch is easy. In
addition, the Switch can also be managed via Telnet, any terminal emulator
program on the console port, or third-party SNMP management.

See Chapter 56 on page 463 for a full list of software features available on the
Switch.

1.1.1 Bridging Example

In this example the Switch connects different company departments (RD and
Sales) to the corporate backbone. It can alleviate bandwidth contention and
eliminate server and network bottlenecks. All users that need high bandwidth can
connect to high-speed department servers via the Switch. You can provide a
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super-fast uplink connection by using the optional 10 Gigabit uplink module on the
Switch.

Figure 1 Bridging Application

Backbone '

1.1.2 High Performance Switching Example

28

The Switch is ideal for connecting two geographically dispersed networks that
need high bandwidth. In the following example, a company uses the optional 10
Gigabit uplink modules to connect the headquarters to a branch office network.
Within the headquarters network, a company can use trunking to group several
physical ports into one logical higher-capacity link. Trunking can be used if for
example, it is cheaper to use multiple lower-speed links than to under-utilize a
high-speed, but more costly, single-port link.

Figure 2 High Performance Switching
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1.1.3 Gigabit Ethernet to the Desktop

The Switch is an ideal solution for small networks which demand high bandwidth
for a group of heavy traffic users. You can connect computers and servers directly
to the Switch’s port or connect other switches to the Switch. Use the optional 10
Gigabit uplink module to provide high speed access to a data server and the
Internet. The uplink module supports a fiber-optic connection which alleviates the
distance limitations of copper cabling.

In this example, all computers can share high-speed applications on the server
and access the Internet. To expand the network, simply add more networking

devices such as switches, routers, computers, print servers and so on.

Figure 3 Gigabit to the Desktop
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1.1.4 IEEE 802.1Q VLAN Application Example

A VLAN (Virtual Local Area Network) allows a physical network to be partitioned
into multiple logical networks. Stations on a logical network belong to one or more
groups. With VLAN, a station cannot directly talk to or hear from stations that are
not in the same group(s) unless such traffic first goes through a router.

For more information on VLANSs, refer to Chapter 9 on page 117.

1.1.4.1 Tag-based VLAN Example

Ports in the same VLAN group share the same frame broadcast domain, thus
increasing network performance by reducing broadcast traffic. VLAN groups can

be modified at any time by adding, moving or changing ports without any re-
cabling.
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Shared resources such as a server can be used by all ports in the same VLAN as
the server. In the following figure only ports that need access to the server need
to be part of VLAN 1. Ports can belong to other VLAN groups too.

Figure 4 Shared Server Using VLAN Example

'l

1.1.5 IPv6 Support

IPv6 (Internet Protocol version 6), is designed to enhance IP address size and
features. The increase in IPv6 address size to 128 bits (from the 32-bit IPv4
address) allows up to 3.4 x 1038 IP addresses. At the time of writing, the Switch
supports the following features.

» Static address assignment and stateless auto-configuration

= Neighbor Discovery Protocol (a protocol used to discover other IPv6 devices in a
network)

< Remote Management using ping SNMP, telnet, HTTP and FTP services

« ICMPvV6 to report errors encountered in packet processing and perform
diagnostic functions, such as "ping”

« IPv4/1Pv6 dual stack; the Switch can run IPv4 and IPv6 at the same time
« DHCPvV6 client and relay

= Multicast Listener Discovery (MLD) snooping and proxy

For more information on IPv6, refer to the CLI Reference Guide.

1.2 Ways to Manage the Switch

30

Use any of the following methods to manage the Switch.
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< Web Configurator. This is recommended for everyday management of the Switch
using a (supported) web browser. See Chapter 4 on page 47.

e Command Line Interface. Line commands offer an alternative to the Web
Configurator and may be necessary to configure advanced features. See the CLI
Reference Guide.

e FTP. Use File Transfer Protocol for firmware upgrades and configuration backup/
restore. See Section 45.8 on page 393.

< SNMP. The device can be monitored and/or managed by an SNMP manager. See
Section 46.3 on page 398.

1.3 Good Habits for Managing the Switch

Do the following things regularly to make the Switch more secure and to manage
the Switch more effectively.

e Change the password. Use a password that’s not easy to guess and that consists
of different types of characters, such as numbers and letters.

- Write down the password and put it in a safe place.

- Back up the configuration (and make sure you know how to restore it).
Restoring an earlier working configuration may be useful if the device becomes
unstable or even crashes. If you forget your password, you will have to reset the
Switch to its factory default settings. If you backed up an earlier configuration
file, you would not have to totally re-configure the Switch. You could simply
restore your last configuration.
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Hardware Installation and
Connection

This chapter shows you how to install and connect the Switch.

2.1 Freestanding Installation

1

2

Make sure the Switch is clean and dry.

Set the Switch on a smooth, level surface strong enough to support the weight of
the Switch and the connected cables. Make sure there is a power outlet nearby.

Make sure there is enough clearance around the Switch to allow air circulation and
the attachment of cables and the power cord.

Remove the adhesive backing from the rubber feet.

Attach the rubber feet to each corner on the bottom of the Switch. These rubber
feet help protect the Switch from shock or vibration and ensure space between
devices when stacking.

Figure 5 Attaching Rubber Feet
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Note: Do NOT block the ventilation holes. Leave space between devices when
stacking.

Note: For proper ventilation, allow at least 4 inches (10 cm) of clearance at the front
and 3.4 inches (8 cm) at the back of the Switch. This is especially important for
enclosed rack installations.

2.2 Mounting the Switch on a Rack

This section lists the rack mounting requirements and precautions and describes
the installation steps.

2.2.1 Rack-mounted Installation Requirements

< Two mounting brackets.
- Eight M3 flat head screws and a #2 Philips screwdriver.

« Four M5 flat head screws and a #2 Philips screwdriver.

Failure to use the proper screws may damage the unit.

2.2.1.1 Precautions

- Make sure the rack will safely support the combined weight of all the equipment
it contains.

< Make sure the position of the Switch does not make the rack unstable or top-
heavy. Take all necessary precautions to anchor the rack securely before
installing the unit.

2.2.2 Attaching the Mounting Brackets to the Switch

1 Position a mounting bracket on one side of the Switch, lining up the four screw
holes on the bracket with the screw holes on the side of the Switch.

Figure 6 Attaching the Mounting Brackets

=
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2 Using a #2 Philips screwdriver, install the M3 flat head screws through the
mounting bracket holes into the Switch.

3 Repeat steps 1 and 2 to install the second mounting bracket on the other side of
the Switch.

4  You may now mount the Switch on a rack. Proceed to the next section.

2.2.3 Mounting the Switch on a Rack

1 Position a mounting bracket (that is already attached to the Switch) on one side of
the rack, lining up the two screw holes on the bracket with the screw holes on the
side of the rack.

Figure 7 Mounting the Switch on a Rack
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2 Using a #2 Philips screwdriver, install the M5 flat head screws through the
mounting bracket holes into the rack.

3 Repeat steps 1 and 2 to attach the second mounting bracket on the other side of
the rack.
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Hardware Overview

This chapter describes the front panel and rear panel of the Switch and shows you

how to make the hardware connections.

3.1 Front Panel Connections

The figure below shows the front panel of the Switch.

Figure 8 Front Panel: XGS-4526
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The following table describes the ports.

Table 1 Panel Connections

CONNECTO
R

DESCRIPTION

20 100/1000
Mbps RJ-45
Ethernet
Ports (XGS-
4526 only)

Connect these ports to a computer, a hub, an Ethernet switch or router.

4 or 24 Dual
Personality

Each interface has one 1000Base-T copper RJ-45 port and one mini-GBIC
(Gigabit Interface Converter) fiber port, with one port active at a time.

Interfaces

e 4 or 24 1000Base-T Ports:

Connect these ports to high-bandwidth backbone network Ethernet
switches using Category 5/5e/6 1000Base-T Ethernet cables.

Use an 8-wire Ethernet cable for Gigabit connections. Using a 4-wire
Ethernet cable limits your connection to 100 Mbps. Note that the
connection speed also depends on what the Ethernet device at the
other end can support.

e 4 or 24 Mini-GBIC Ports:

Use Small Form-Factor Pluggable (SFP) transceivers in these ports for
1000Base-X fiber-optic connections to backbone Ethernet switches.

3.1.1 Dual Personality Interfaces

There are 4 or 24 Dual Personality interfaces, comprising 4 or 24 1000Base-T/
mini-GBIC combo ports. For each interface you can connect either to the
1000Base-T port or the mini-GBIC port. The mini-GBIC ports have priority over
the 1000Base-T ports. This means that if a mini-GBIC port and the corresponding
1000Base-T port are connected at the same time, the 1000Base-T port will be

disabled.

3.1.2 1000Base-T Ports

38

The Switch has 24 1000Base-T auto-negotiating, auto-crossover Ethernet ports.
In 100/1000 Mbps Gigabit Ethernet, the speed can be 100 Mbps or 1000 Mbps.
The duplex mode can be both half or full duplex at 100 Mbps and full duplex only

at 1000 Mbps.

An auto-negotiating port can detect and adjust to the optimum Ethernet speed
(100/1000 Mbps) and duplex mode (full duplex or half duplex) of the connected

device.

An auto-crossover (auto-MDI/MDI-X) port automatically works with a straight-
through or crossover Ethernet cable.
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3.1.2.1 Default Ethernet Settings

The factory default negotiation settings for the Ethernet ports on the Switch are:

e Speed: Auto
e Duplex: Auto

* Flow control: Off

3.1.3 Mini-GBIC Slots

These are 4 or 24 slots for Small Form-Factor Pluggable (SFP) transceivers. A
transceiver is a single unit that houses a transmitter and a receiver. Use a
transceiver to connect a fiber-optic cable to the Switch. The Switch does not come
with transceivers. You must use transceivers that comply with the Small Form-
Factor Pluggable (SFP) Transceiver MultiSource Agreement (MSA). See the SFF
committee’s INF-8074i specification Rev 1.0 for details.

You can change transceivers while the Switch is operating. You can use different
transceivers to connect to Ethernet switches with different types of fiber-optic
connectors.

e Type: SFP connection interface

e Connection speed: 1 Gigabit per second (Gbps)

To avoid possible eye injury, do not look into an operating fiber-
optic module’s connectors.

3.1.3.1 Transceiver Installation

Use the following steps to install a mini GBIC transceiver (SFP or XFP module).

1 Insert the transceiver into the slot with the exposed section of PCB board facing
down.

Figure 11 Transceiver Installation Example
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2 Press the transceiver firmly until it clicks into place.
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3 The Switch automatically detects the installed transceiver. Check the LEDs to

verify that it is functioning properly.

Figure 12 Installed Transceiver

3.1.3.2 Transceiver Removal

40

Use the following steps to remove a mini GBIC transceiver (SFP module).

Open the transceiver’s latch (latch styles vary).

Figure 13 Opening the Transceiver’s Latch Example

Pull the transceiver out of the slot.

Figure 14 Transceiver Removal Example
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3.2 Rear Panel

3.2.1 XGS-4526

The following figure shows the rear panel of the Switch.

Figure 15 Rear Panel

0658 MAX
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The rear panel contains:

« A connector for the backup power supply (A)

< An optional slot (B) for installing an EM-422 or EM-412 uplink module

An RJ-45 out-of-band management port (C)

An RS-232 management console port (D)

A connector for the power receptacle (E)

3.2.2 XGS-4528F or XGS-4728F

The following figures show the rear panels of the AC and DC power input model
switches. The rear panels contain:

A connector for the backup power supply (A)

An optional slot (B) for installing an EM-422 or EM-412 uplink module

Two stacking ports (C)

An RJ-45 out-of-band management port (D)

An RS-232 management console port (E)

< A connector for the power receptacle (F)

« A power switch (G) (DC power input model only).
Figure 16 Rear Panel - AC Model
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Figure 17 Rear Panel - DC Model
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3.2.3 Uplink Module

The following figure shows the front panel of the EM-422 and EM-412 modules.

Figure 18 The Front Panel of the EM-422 and EM-412 Modules
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3.2.4 Rear Panel Connections

The following table describes the ports on the rear panel.

Table 2 Panel Connections

CONNECTO | pescriPTION

Optional two | These ports are available when you install an EM-422 or ES-412 in the
XFP or CX4 optional uplink module (B in the figure above). Both the EM-422 and ES-
Ports 412 are used to connect your switch to other high-speed Ethernet

switches for stacking in you network.
= For EM-422 connection: Use 10 Gigabit Small Form Factor Pluggable
(XFP) transceivers to connect 1000Base-X fiber-optic cables to these
ports. See Section 3.1.3.1 on page 39 and Section 3.1.3.2 on page 40
for information on installing and removing transceivers.

For EM-412 connection: Use 10GBase-CX4 cables to connect to these
ports.

See the EM-422 and EM-412 User’s Guides for more information.

Two stacking
ports

Connect these ports to other XGS-4528F or XGS-4728F switches for
stacking using stacking cables.

(XGS-4528F

or XGS-

4728F)

Management | Connect to a computer using an RJ-45 Ethernet cable for local
Port configuration of the Switch.

Console Port

Only connect this port to your computer (using an RS-232 cable) if you
want to configure the Switch using the command line interface (CLI) via
the console port.

42
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3.2.5 Power Connector

Make sure you are using the correct power source as shown on the panel and that
no objects obstruct the airflow of the fans.

Use the following procedures to connect the Switch to a power source after you
have installed it.

Note: Check the power supply requirements in Chapter 56 on page 463, and make
sure you are using an appropriate power source.

Keep the power supply switch and the Switch’s power switch in
the OFF position until you come to the procedure for turning on
the power.

Use only power wires of the required diameter for connecting the Switch to a
power supply.

3.2.5.1 AC Power Connection
Note: This is only for the AC model of the Switch.

Connect the female end of the power cord to the power socket of your Switch.
Connect the other end of the cord to a power outlet.

3.2.5.2 DC Power Connection
Note: This is only for the DC model of the Switch.

The Switch uses a single ETB series terminal block plug with four pins which allows
you to connect up to two separate power supplies. If one power supply fails the
system can operate on the remaining power supply. Use two wires to connect to a
single terminal pair, one wire for the positive terminal and one wire for the
negative terminal.

Note: The current rating of the power wires must be greater than 20 Amps. The power
supply to which the Switch connects must have a built-in circuit breaker or
switch to toggle the power.

Note: When installing the power wire, push it wire firmly into the terminal as deep as
possible and make sure that no exposed (bare) wire can be seen or touched.

Exposed power wire is dangerous. Use extreme care when
connecting a DC power source to the device.

To connect a power supply:
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1

2

Use a screwdriver to loosen the terminal block captive screws.

Connect one end of a power wire to the Switch’s RTN (return) pin and tighten the
captive screw.

Connect the other end of the power wire to the positive terminal on the power
supply.

Connect one end of a power wire to the Switch’s -48V (input) pin and tighten the
captive screw.

Connect the other end of the power wire to the negative terminal on the power
supply.

Insert the terminal block plug in the Switch’s terminal block header.

3.2.6 External Backup Power Supply Connector

The Switch supports external backup power supply (BPS).

The Switch constantly monitors the status of the internal power supply. The
backup power supply automatically provides power to the Switch in the event of a
power failure. Once the Switch receives power from the backup power supply, it
will not automatically switch back to using the internal power supply even when
the power is resumed.

3.2.7 Console Port

44

For local management, you can use a computer with terminal emulation software
configured to the following parameters:

VT100 terminal emulation
9600 bps
No parity, 8 data bits, 1 stop bit

No flow control

Connect the male 9-pin end of the RS-232 console cable to the console port of the
Switch. Connect the female end to a serial port (COM1, COM2 or other COM port)
of your computer.
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3.3 LEDs

The following table describes the LEDs.

Table 3 LEDs
LED COLO I'sTATUS | DESCRIPTION
BPS Green | Blinking | The system is receiving power from the backup power
supply.
On The backup power supply is connected and active.
Off The backup power supply is not ready or not active.
PWR Green | On The system is turned on.
Off The system is off.
SYS Green | Blinking | The system is rebooting and performing self-diagnostic
tests.
On The system is on and functioning properly.
Off The power is off or the system is not ready/
malfunctioning.
ALM Red On There is a hardware failure.
Off The system is functioning normally.
S1 Green |On The Switch is connected to other switches in the stack on
Stacking Port 1.
(XGSs- - - - -
4528F or Off The Switch is not connected to other switches in the
XGS- stack on Stacking Port 1.
4728F)
S2 Green |On The Switch is connected to other switches in the stack on
Stacking Port 2.
(XGSs- - - - -
4528F or Off The Switch is not connected to other switches in the
XGS- stack on Stacking Port 2.
4728F)
System Status Displays | The Switch is starting up.
hourglas
s icon
Displays | The LED is showing the Stack ID number of the Switch.
Stack ID
number
1000Base-T Gigabit Ports ( ¥ )
1-24 Green | Blinking | The system is transmitting/receiving to/from a 10/1000
Mbps Ethernet network.
On The link to a 10/1000 Mbps Ethernet network is up.
Amber | Blinking | The system is transmitting/receiving to/from a 100 Mbps
Ethernet network.
On The link to a 100 Mbps Ethernet network is up.
Off The link to an Ethernet network is down.
1000Base-X Mini-GBIC Slots ( A )
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Table 3 LEDs (continued)

46

LED COLO IsTATUS | DESCRIPTION
1-24 or Green | On The port has a successful connection.
21-24 Blinking | The port is receiving or transmitting data.

Off

This link is disconnected.
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This section introduces the configuration and functions of the web configurator.

4.1 Introduction

The web configurator is an HTML-based management interface that allows easy
Switch setup and management via Internet browser. Use Internet Explorer 6.0

and later or Firefox 2.0 and later versions. The recommended screen resolution is
1024 by 768 pixels.

In order to use the web configurator you need to allow:

< Web browser pop-up windows from your device. Web pop-up blocking is enabled
by default in Windows XP SP (Service Pack) 2.

- JavaScript (enabled by default).

- Java permissions (enabled by default).

4.2 System Login

1 Start your web browser.

2 Type “http://” and the IP address of the Switch (for example, the default

management IP address is 192.168.1.1 through an in-band (non-MGMT) port and

192.168.0.1 through the MGMT port) in the Location or Address field. Press
[ENTER].
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3 The login screen appears. The default username is admin and associated default
password is 1234. The date and time display as shown if you have not configured
a time server nor manually entered a time and date in the General Setup screen.

Figure 19 Web Configurator: Login

Connect to 192 168.1.1

The server 192,168.1.1 at #G5-4728F at Thu Jan 1 06:41;51
1970 requires a username and password,

‘Warning: This server is reguesting that wour username and

password be sent in an insecure manner (basic authentication
without & secure connection).

User name: € admin w
Password: TTT]

[ ]Remember my passward

[ oK ][ Cancel ]

4 Click OK to view the first web configurator screen.

4.3 The Web Configurator Layout

The Status screen is the first screen that displays when you access the web
configurator. This guide uses the XGS-4728F screens as an example. The screens
may vary slightly for different models.
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The following figure shows the navigating components of a web configurator
screen.

Figure 20 The Web Configurator Layout
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19 Down STOP  Disabled i ki i 0o 0o oonon
i o e e : e e S =
& Any
Clear Counter I
T Por |

A - Click the menu items to open submenu links, and then click on a submenu link
to open the screen in the main window.

B, C, D, E - These are quick links which allow you to perform certain tasks no
matter which screen you are currently working in.

B - Click this link to save your configuration into the Switch’s nonvolatile memory.
Nonvolatile memory is saved in the configuration file from which the Switch
booted from and it stays the same even if the Switch’s power is turned off. See
Section 45.3 on page 390 for information on saving your settings to a specific
configuration file.

C - Click this link to go to the status page of the Switch.
D - Click this link to log out of the web configurator.

E - Click this link to display web help pages. The help pages provide descriptions
for all of the configuration screens.
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In the navigation panel, click a main link to reveal a list of submenu links.

Table 4 Navigation Panel Sub-links Overview

BASIC SETTING

ADVANCED
APPLICATION

IP APPLICATION

MANAGEMENT

Basic Setting

IP Application

Systermn Info
General Setup
Switch Setup
IP Setup

Fort Setup

Basic Setting

IP Application

VLAN =
Static MAC Forwarding
Static Multicast Forwarding
Filtering

Spanning Tree Protocol
Bandwidth Control
Broadcast Storm Control
Mirroring

Link Aggregation

Fort Authentication

Fort Security

Classifier

Folicy Rule

CQueuing Method

VLAM Stacking

Multicast

AAA

IP Source Guard

Loop Guard

VLAN Mapping

Layer 2 Protocol Tunneling
sFlow

PPPoE

Errdisable

Private VLAN

Basic Setting

IP Application

Static Routing
Folicy Routing
RIP

QOSPF

IGMP

DVMRP
DiffSer
DHCP

VRRP

ARF Learning
Load Sharing

Basic Setting

IP Application

Maintenance

Access Control
Diagnostic

Syslog

Cluster Management
MAC Table

IP Tahle

ARP Table

Routing Table
Configure Clone

The following table describes the links in the navigation panel.

Table 5 Navigation Panel Links

LINK

DESCRIPTION

Basic Settings

System Info

This link takes you to a screen that displays general system and
hardware monitoring information.

General Setup

This link takes you to a screen where you can configure general
identification information and time settings for the Switch.

Switch Setup This link takes you to a screen where you can set up global Switch

parameters such as VLAN type, MAC address learning, GARP and priority

queues.

IP Setup This link takes you to a screen where you can configure the IP address,
subnet mask (necessary for Switch management) and DNS (domain
name server) and set up to 64 IP routing domains.

Port Setup This link takes you to screens where you can configure speed, flow

control and priority settings for individual Switch ports.

Advanced Application
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Table 5 Navigation Panel Links (continued)
LINK DESCRIPTION

VLAN This link takes you to screens where you can configure port-based or
802.1Q VLAN (depending on what you configured in the Switch Setup
menu). You can also configure a protocol based VLAN or a subnet based
VLAN in these screens.

Static MAC This link takes you to screens where you can configure static MAC
Forwarding addresses for a port. These static MAC addresses do not age out.

Static This link takes you to a screen where you can configure static multicast
Multicast MAC addresses for port(s). These static multicast MAC addresses do not
Forwarding age out.

Filtering This link takes you to a screen to set up filtering rules.

Spanning Tree | This link takes you to screens where you can configure the RSTP/MRSTP/
Protocol MSTP to prevent network loops.

Bandwidth This link takes you to screens where you can cap the maximum

Control bandwidth allowed on a port.

Broadcast This link takes you to a screen to set up broadcast filters.

Storm Control

Mirroring This link takes you to screens where you can copy traffic from one port
or ports to another port in order that you can examine the traffic from
the first port without interference.

Link This link takes you to screen where you can logically aggregate physical
Aggregation links to form one logical, higher-bandwidth link.
Port This link takes you to a screen where you can configure IEEE 802.1x port

Authentication | authentication as well as MAC authentication for clients communicating
via the Switch.

Port Security This link takes you to a screen where you can activate MAC address
learning and set the maximum number of MAC addresses to learn on a

port.

Classifier This link takes you to a screen where you can configure the Switch to
group packets based on the specified criteria.

Policy Rule This link takes you to a screen where you can configure the Switch to
perform special treatment on the grouped packets.

Queuing This link takes you to a screen where you can configure queuing with

Method associated queue weights for each port.

VLAN Stacking | This link takes you to screens where you can activate and configure
VLAN stacking.

Multicast This link takes you to screen where you can configure various multicast
features, IGMP snooping and create multicast VLANSs.

AAA This link takes you to a screen where you can configure authentication,
authorization and accounting services via external servers. The external
servers can be either RADIUS (Remote Authentication Dial-In User

Service) or TACACS+ (Terminal Access Controller Access-Control System

Plus).
IP Source This link takes you to screens where you can configure filtering of
Guard unauthorized DHCP and ARP packets in your network.
Loop Guard This link takes you to a screen where you can configure protection

against network loops that occur on the edge of your network.
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Table 5 Navigation Panel Links (continued)

LINK

DESCRIPTION

VLAN Mapping

This link takes you to screens where you can configure VLAN mapping
settings on the Switch.

Layer 2 This link takes you to a screen where you can configure L2PT (Layer 2

Protocol Protocol Tunneling) settings on the Switch.

Tunneling

sFlow This link takes you to screens where you can configure sFlow settings on
the Switch.

PPPoE This link takes you to screens where you can configure how the Switch
gives a PPPoOE termination server additional subscriber information that
the server can use to identify and authenticate a PPPoE client.

Errdisable This link takes you to a screen where you can configure CPU protection

and error disable recovery.

Private VLAN

This link takes you to a screen where you can block traffic between ports
in a VLAN on the Switch.

IP Application

Static Route

This link takes you to a screen where you can configure static routes. A
static route defines how the Switch should forward traffic by configuring
the TCP/IP parameters manually.

Policy Routing

This link takes you to screens where you can configure policy routing
rules.

RIP This link takes you to a screen where you can configure the RIP (Routing
Information Protocol) direction and versions.

OSPF This link takes you to screens where you can view the OSPF status and
configure OSPF settings.

IGMP This link takes you to a screen where you can configure the IGMP
settings.

DVMRP This link takes you to a screen where you can configure the DVMRP
(Distance Vector Multicast Routing Protocol) settings.

DiffServ This link takes you to screens where you can enable DiffServ, configure
marking rules and set DSCP-to-IEEE802.1p mappings.

DHCP This link takes you to screens where you can configure the DHCP
settings.

VRRP This link takes you to screens where you can configure redundant virtual

router for your network.

ARP Learning

This link takes you to a screen where you can configure ARP learning
mode on a per-port basis.

Load Sharing

This link takes you to a screen where you can enable Equal-Cost
MultiPath (ECMP) routing and set the criteria the Switch uses to
determine the routing path for a packet.

Management

Maintenance

This link takes you to screens where you can perform firmware and
configuration file maintenance as well as reboot the system.

Access Control

This link takes you to screens where you can change the system login
password and configure SNMP and remote management.

Diagnostic

This link takes you to screens where you can view system logs and can
test port(s).
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Table 5 Navigation Panel Links (continued)

LINK DESCRIPTION

Syslog This link takes you to screens where you can setup system logs and a
system log server.

Cluster This link takes you to a screen where you can configure clustering

Management management and view its status.

MAC Table This link takes you to a screen where you can view the MAC address and
VLAN ID of a device attach to a port. You can also view what kind of MAC
address it is.

IP Table This link takes you to a screen where you can view the IP addresses and
VLAN ID of a device attached to a port.You can also view what kind of
device it is.

ARP Table This link takes you to a screen where you can view the MAC address — IP
address resolution table.

Routing Table | This link takes you to a screen where you can view the routing table.

Configure This link takes you to a screen where you can copy attributes of one port

Clone to (an)other port(s).

4.3.1 Change Your Password

After you log in for the first time, it is recommended you change the default
administrator password. Click Management > Access Control > Logins to
display the next screen.

Figure 21 Change Administrator Login Password

Administrator

Access Control

Old Password
New Password

Retype to confirm

Edit Logins
Login
1

Cora

Please record your new password whenever you change it. The system will lock you out
if you have forgotten your password.

User Name

Password

Retype to confirm

Apply || Cancel
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4.4 Saving Your Configuration

When you are done modifying the settings in a screen, click Apply to save your
changes back to the run-time memory. Settings in the run-time memory are lost
when the Switch’s power is turned off.

Click the Save link in the upper right hand corner of the web configurator to save
your configuration to nonvolatile memory. Nonvolatile memory refers to the
Switch’s storage that remains even if the Switch’s power is turned off.

Note: Use the Save link when you are done with a configuration session.

4.5 Switch Lockout

You could block yourself (and all others) from using in-band-management
(managing through the data ports) if you do one of the following:

Delete the management VLAN (default is VLAN 1).

Delete all port-based VLANs with the CPU port as a member. The “CPU port” is the
management port of the Switch.

Filter all traffic to the CPU port.

Disable all ports.

Misconfigure the text configuration file.

Forget the password and/or IP address.
Prevent all services from accessing the Switch.

Change a service port number but forget it.

Note: Be careful not to lock yourself and others out of the Switch. If you do lock
yourself out, try using out-of-band management (via the management port) to
configure the Switch.

4.6 Resetting the Switch

54

If you lock yourself (and others) from the Switch or forget the administrator
password, you will need to reload the factory-default configuration file or reset the
Switch back to the factory defaults.
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4.6.1 Reload the Configuration File

Uploading the factory-default configuration file replaces the current configuration
file with the factory-default configuration file. This means that you will lose all
previous configurations and the speed of the console port will be reset to the
default of 9600bps with 8 data bit, no parity, one stop bit and flow control set to
none. The password will also be reset to “1234” and the IP address to
192.168.1.1.

To upload the configuration file, do the following:

1 Connect to the console port using a computer with terminal emulation software.
See Section 3.2 on page 41 for details.

2 Disconnect and reconnect the Switch’s power to begin a session. When you
reconnect the Switch’s power, you will see the initial screen.

3 When you see the message “Press any key to enter Debug Mode within 3
seconds ...” press any key to enter debug mode.

4 Type atlc after the “Enter Debug Mode” message.

5 Wait for the “Starting XMODEM upload” message before activating XMODEM
upload on your terminal.

6 After a configuration file upload, type atgo to restart the Switch.

Figure 22 Resetting the Switch: Via the Console Port

Bootbase Version: V1.00 | 10/22/2007 12:48:50
RAM:Size = 128 Mbytes

DRAM POST: Testing:131072K OK

DRAM Test SUCCESS !

FLASH: Intel 64M

ZyNOS Version: V4.00(BBC.0)bl | 10/14/2010 17:32:18

Press any key to enter debug mode within 3 seconds.
Enter Debug Mode

ras> atlc

Starting XMODEM upload (CRC mode).. ..
ccceececceccecececececcce

Total 393216 bytes received.

Erasing. .

ras> atgo
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The Switch is now reinitialized with a default configuration file including the default
password of “1234".

4.7 Logging Out of the Web Configurator

Click Logout in a screen to exit the web configurator. You have to log in with your
password again after you log out. This is recommended after you finish a
management session for security reasons.

Figure 23 Web Configurator: Logout Screen

Thank you for using the Web Configurator.
Please close the browser before next login.

Goodhye!

4.8 Help

The web configurator’s online help has descriptions of individual screens and some
supplementary information.

Click the Help link from a web configurator screen to view an online help
description of that screen.
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Initial Setup Example

This chapter shows how to set up the Switch for an example network.

5.1 Overview

The following lists the configuration steps for the example network:

= Configure an IP interface

= Configure DHCP server settings
Create a VLAN

Set port VLAN ID

Enable RIP

5.1.1 Configuring an IP Interface

On a layer-3 switch, an IP interface (also known as an IP routing domain) is not
bound to a physical port. The default IP address of the Switch is 192.168.1.1 with
a subnet mask of 255.255.255.0.

In the example network, since the RD network is already in the same IP interface
as the Switch, you don’t need to create an IP interface for it. However, if you want
to have the Sales network on a different routing domain, you need to create a

XGS-4526/4528F/4728F User's Guide 57




Chapter 5 Initial Setup Example

58

new IP interface. This allows the Switch to route traffic between the RD and Sales
networks.

Figure 24 Initial Setup Network Example: IP Interface

' Internet
N s’
192.168.1.x 192.168.2.1

....................................................

Connect your computer to the MGMT port that is used only for management.
Make sure your computer is in the same subnet as the MGMT port.

Open your web browser and enter 192.168.0.1 (the default MGMT port IP
address) in the address bar to access the web configurator. See Section 4.2 on
page 47 for more information.

Click Basic Setting and IP Setup [ maEm—
in the navigation panel. Default Gateway poon

Domain Name Server 0.0.0.0

Default Management @ In-band 7 Qut-othand

Configure the related fields in the
IP Setup screen. Management IP Address

IP Address 192.168.0.1
IP Subriet Mask 255.255.255.0
Default Gateway 0.0.0.0

Apply | Cancel

/marface

IP Address 192.168.2.1
IP Subnet Mask 2h5.285.255.0

ViD 2
\ add| Cancel
Index IP Address IP Subnet Mask WD Delete
1 192.168.1.12 255.285.255.0 i ||

Delete Cancel |

For the Sales network, enter 192.168.2.1 as the IP address and 255.255.255.0 as
the subnet mask.
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5

In the VID field, enter the ID of the VLAN group to which you want this IP
interface to belong. This is the same as the VLAN ID you configure in the Static

VLAN screen.

Click Add to save the settings to the run-time memory. Settings in the run-time

memory are lost when the Switch’s power is turned off.

5.1.2 Configuring DHCP Server Settings

You can set the Switch to assign network information (such as the IP address,
DNS server, etc.) to DHCP clients on the network.

For the example network, configure two DHCP client pools on the Switch for the
DHCP clients in the RD and Sales networks.

In the web configurator, click 1P
Application and DHCP in the
navigation panel and click the
VLAN link.

In the VLAN Setting screen,
specify the ID of the VLAN to
which the DHCP clients belong,
the starting IP address pool,
subnet mask, default gateway
address and the DNS server
address(es).

Click Add to save the settings to
the run-time memory. Settings in

the run-time memory are lost when the Switch’s power is turned off.

5.1.3 Creating a VLAN

=8 VLA Setting )
viD
DHCP Status
Server
Client IP Pool Starting Address
Size of Client IP Pool
IP Subnet Mask
Default Gateway
Primary ONE Server
Secondary DNS Server

Relay
Remote DHGP Server 1

Remote DHCP Server 2
Remote DHCP Server 3
Relay Agent Inforrnation

Information

—

& gerer
ol Relay

[ezTeezio
e
[mE s
ez
[
A

0.0.00
] option 52

Status

Bl

ﬂ] Cancel | Clear |

EXAMPLE

VLANSs confine broadcast frames to the VLAN group in which the port(s) belongs.
You can do this with port-based VLAN or tagged static VLAN with fixed port

members.
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In this example, you want to configure port 1 as a member of VLAN 2.

Figure 25 Initial Setup Network Example: VLAN

\ ;( Internet

k-_--/\-_-)

PET T LT T T T T T,

.....................................................

1 Click Advanced Application > VLAN in the navigation panel and click the Static

VLAN link.
[ @) VLAN Status ] VLAN Port Setting ( Static VLAN)
The Humber of VLAN =1
Index vID Elapsed Time Status
1 1 1:00:31 Static

Change Pages Previous | e

2 In the Static VLAN screen, select [g  pmmum: AN ST
ACTIVE, enter a descriptive name ACTNVE "
in the Name field and enter 2 in s Cramele
) VLAN Group ID 2
the VLAN Group 1D field for the
VLANZ2 network. Port Contral Tagging
- [Momal =] & TuTaguing
( 1  Normal 1 Fixed  Forbidden ™ TuTagging )
L b Vi) T FEd T Fornaden ™ Te Taggmg
3 & Normal  Fixed © Forbidden ¥ T Tagging
4 = Mormal  Fixed  Forbidden ¥ TuTagging
5 & Normal 1 Fived  Forbidden ¥ T« Tagging
&  Mormal " Fied  Forbidden »‘& Gl
7 @ Normal  Fixed " Forbidden MEJ—E
& = Normal  Fixed  Forbidden v TxTagaing

Note: The VLAN Group ID field in this screen and the VID field in the IP Setup
screen refer to the same VLAN ID.
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3 Since the VLANZ2 network is connected to port 1 on the Switch, select Fixed to
configure port 1 to be a permanent member of the VLAN only.

4 To ensure that VLAN-unaware devices (such as computers and hubs) can receive
frames properly, clear the TX Tagging check box to set the Switch to remove
VLAN tags before sending.

5 Click Add to save the settings to the run-time memory. Settings in the run-time
memory are lost when the Switch’s power is turned off.

5.1.4 Setting Port VID

Use PVID to add a tag to incoming untagged frames received on that port so that
the frames are forwarded to the VLAN group that the tag defines.

In the example network, configure 2 as the port VID on port 1 so that any
untagged frames received on that port get sent to VLAN 2.

Figure 26 Initial Setup Network Example: Port VID

\ ;( Internet

k-\-_.-/\---_-IJ

PN VLAN 1| \ VLAN2 |
] Fi: i (W |
1 Click Advanced Applications @) VLAN P g Subnet Based Vian  Protocol Based Vlan  VLAN Status
and VLAN in the navigation RN .. = |
panel. Then click the VLAN Port
Setting Ilnk Port  Ingress Check PVID GVRP  Acceptable Frame Type  VLAN Trunking Isolation
’ o[ o [a v ] O
(- EIE 5] Al ~ 5] o )
2 Enter 2 in the PVID field for port |. .2 .g. _ S s —— S. : g ,
3
1 and click Apply to save your Y N o B
changes back to the run-time ] 2 - = L L
. . . 3 I N ( EXAMPEE )
memory. Settings in the run-time 7 B[ m
8 o i O O O
memory are lost when the s an o ‘o g
Switch’s power is turned off. 10 m| O O O
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5.1.5 Enabling RIP

62

To exchange routing information with other routing devices across different
routing domains, enable RIP (Routing Information Protocol) in the RIP screen.

Click 1P Application and RIP in the navigation panel.

Select Both in the Direction
field to set the Switch to
broadcast and receive routing
information.

In the Version field, select
RIP-1 for the RIP packet
format that is universally
supported.

) RIP
Active

Distance .120 .

Index

4

Network Direction Version

192 168.1.1/24 Both v RIP-1 v

EXAMPLE

Click Apply to save your changes back to the run-time memory. Settings in the
run-time memory are lost when the Switch’s power is turned off.
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This chapter provides some examples of using the web configurator to set up and
use the Switch. The tutorials include:

= How to Use DHCP Snooping on the Switch

< How to Use DHCP Relay on the Switch

= How to Use PPPOE IA on the Switch

= How to Use Error Disable and Recovery on the Switch
» How to Set Up a Guest VLAN

< How to Do Port Isolation in a VLAN

« How to Configure Routing Policy

6.1 How to Use DHCP Snooping on the Switch

You only want DHCP server A connected to port 5 to assign IP addresses to all
devices in VLAN network (V). Create a VLAN containing ports 5, 6 and 7. Connect
a computer M to the Switch’s MGMT port.

Figure 27 Tutorial: DHCP Snooping Tutorial Overview

Note: For related information about DHCP snooping, see Section 26.1 on page 259.
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The settings in this tutorial are as the following.

Table 6 Settings in this Tutorial

RlQIST CONNECTED | VEAN PVID | POET TRUSTED
DHCP Server (A) |5 1 and 100 100 Yes
DHCP Client (B) |6 1 and 100 100 No
DHCP Client (C) |7 1 and 100 | 100 No

1 Access the Switch from the MGMT port through http://192.168.0.1 by default.
Log into the Switch by entering the username (default: admin) and password
(default: 1234).

2 Go to Advanced Application > VLAN > Static VLAN, and create a VLAN with ID
of 100. Add ports 5, 6 and 7 in the VLAN by selecting Fixed in the Control field as
shown.

Deselect Tx Tagging because you don’t want outgoing traffic to contain this VLAN

tag.
Click Add.
[ @) Static VLAN ] WLAN Status
ACTIVE 7
Name [WLAN-100
VLAN Group ID {100
Port Control Tagging
: [Normal <] ol i Taging
1 & Naorrmal  Fixed " Forbidden M Tx Tagging
2 & Naormal  Fixed " Forbidden V' Tu Tagging
3 © Normal " Fixed " Forbidden M Tx Tagging
4 & Maormal  Fised " Forhidden ¥ Tk Tauoing
5  Naorrmal & Fixed " Forhidden [ Tx Tagging
g  Naorrmal  Fixed " Forhidden ™ T« Tagying
7  Naorrmal & Fixed " Forbidden [ Tx Tagging
g " Normal o p " Forhidden M Ty Tagyi
Fixe f Tx Tagding
Add | Cancel | Clearl
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3 Go to Advanced Application > VLAN > VLAN Port Setting, and set the PVID
of the ports 5, 6 and 7 to 100. This tags untagged incoming frames on ports 5, 6

and 7 with the tag 100.

VLAN Status

Isolation
O

O:O:0:0:0:0:0

@ NIFNIITESGAAE $Subnet Based Vlan Protocol Based Vlan
Port  Ingress Check PVID GWVRP Acceptable Frame Type VLA Trunking
* - ) All i -
1 n 1 - All g I_
2 - 1 - All i [
3 [ |1 | All > -
4 [ |1 ] All = O
5 N 100 N All * [
B I 100 ] All > O
7 [} 100 4l All s [}
8 C |1 - C
Apply | Cancel |

4 Go to Advanced Application > IP Source Guard > DHCP snooping >
Configure, activate and specify VLAN 100 as the DHCP VLAN as shown. Click
Apply.

[ @) DHCF Sneooping Configure Port VLAN DHCP Snooping
e L=
e " Disable
ol @ i
Datahase
PP L ; SS—
e e 1300 Jiceconds
Write delay interval 300 seconds
Renew DHCP Snooping URL | Renew |
Applyl Cancel |
5 Click the Port link at the top right corner.

n
=l
=

P

VLAN DHCP Snooping
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6 The DHCP Snooping Port Configure screen appears. Select Trusted in the
Server Trusted state field for port 5 because the DHCP server is connected to
port 5. Keep ports 6 and 7 Untrusted because they are connected to DHCP
clients. Click Apply.

[ @) DHCF Snooping Port Configure Configure
Port Server Trusted state Rate {pps)
3 [Untrusted =] B
m‘ Cancel |

7 Go to Advanced Application > IP Source Guard > DHCP snooping >
Configure > VLAN, show VLAN 100 by entering 100 in the Start VID and End
VID fields and click Apply. Then select Yes in the Enabled field of the VLAN 100
entry shown at the bottom section of the screen.

If you want to add more information in the DHCP request packets such as source
VLAN ID or system name, you can also select the Option82 and Information
fields in the entry. See Section 26.1.1.3 on page 261.

[ @) DHCF Snooping VLAN Configure Configure
Show YLAN Start VD |1 oo End VID |1 [un]
Apply |

ViD Enabled Optiong2 Information
# | Mo = I O O

100 Mo = | |m

| Anply I Cancel |

8 Click Save at the top right corner of the web
configurator to save the configuration permanently.

Status E Logout H Help
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9 Connect your DHCP server to port 5 and a computer (as DHCP client) to either
port 6 or 7. The computer should be able to get an IP address from the DHCP
server. If you put the DHCP server on port 6 or 7, the computer will not able to get
an IP address.

10 To check if DHCP snooping works, go to Advanced Application > IP Source
Guard, you should see an IP assignment with the type dhcp-snooping as shown.

[ @) IP Source Guard ] Static Binding DHCP Snooping  ARP Inspection
Index MAC Address IP Address Lease Type VD Port

1 00:02:00:00:00:1¢ 1010116 Bd23h17m 0s dhep-snooping 100 7

You can also telnet or log into the Switch’s console. Use the command “show dhcp
snooping binding” to see the DHCP snooping binding table as shown next.

sysname# show dhcp snooping binding
MacAddress IpAddress Lease Type VLAN Port
00:02:00:00:00:1c 10.10.1.16 6d23h59m20s dhcp-snooping 100 7
Total number of bindings: 1

6.2 How to Use DHCP Relay on the Switch

This tutorial describes how to configure your Switch to forward DHCP client
requests to a specific DHCP server. The DHCP server can then assign a specific IP
address based on the information in the DHCP requests.

6.2.1 DHCP Relay Tutorial Introduction

In this example, you have configured your DHCP server (192.168.2.3) and want to
have it assign a specific IP address (say 172.16.1.18) and gateway information to
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DHCP client A based on the system name, VLAN ID and port number in the DHCP
request. Client A connects to the Switch’s port 2 in VLAN 102.

Figure 28 Tutorial: DHCP Relay Scenario

-

——
—_—
-
.

i / \
DHCP Se

rver

192.168.2.3 Port 2
PVID=102

172.16.1.18

6.2.2 Creating a VLAN

Follow the steps below to configure port 2 as a member of VLAN 102.

1 Access the web configurator through the Switch’s management port.

2 Go to Basic Setting > Switch Setup and set the VLAN type to 802.1Q. Click
Apply to save the settings to the run-time memory.

L@ Switch Setup

# 80210
VLAN Typ
( " Port Based _

Brlildlge_Currllrl_Jl_Plrutu_cull Trangpargncy A_c@iylnle ||
MAC Address Learning Aging Time 300 seconds
Join Timer |2UU milliseconds
GARP Timer Leawe Tirmer IEEID milliseconds
Leave All Timer 10000 milliseconds
Priority Queue Assighment lenel7 7 |
leveld B =]
lewel5 5=
lemveld IE
level3 3 |
level2 E
lemvel1 E
lewvell IE

Applyl Cancel |

3 Click Advanced Application > VLAN > Static VLAN.
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4 In the Static VLAN screen, select ACTIVE, enter a descriptive name (VALN 102
for example) in the Name field and enter 102 in the VLAN Group ID field.

5 Select Fixed to configure port 2 to be a permanent member of this VLAN.

6 Clear the TX Tagging check box to set the Switch to remove VLAN tags before
sending.

7 Click Add to save the settings to the run-time memory. Settings in the run-time
memory are lost when the Switch’s power is turned off.

[ @) Static VLAN ] WLAN Status
ACTIVE i
Name fvLan 102
WLAN Group ID 102
Port Control Tauging
# INormaI 'l ¥ TxTagging
1 ' Morrnal ™ Fixed " Forbidden ¥ Tx Tagging
( 2  Mormal * Fixed " Forbidden [T Tx Tagging )
3 & Morrmal  Fixed " Forbidden W TuTagging
4

& MNormal © Fixed  Forbidden ¥ Tx Tagging

5 & MNarmal i T Fohjdde
74 5' Mormal (" Fixed  Forbiden F Tx Tagging

25 & Mormal  Fixed ' Forhidden W TxTagging
26 ' Mormal T Fixed " Forbidden ¥ Tx Tagging
7 & MNormal  Fixed " Forhidden W TuTagging
28 ' Mormal " Fixed " Forbidden W TxTagging

Add|) Cancel | Clearl
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8 Click the VLAN Status link in the Static VLAN screen and then the VLAN Port
Setting link in the VLAN Status screen.

Index

LS

Change Pages

L@ VLAN Status

The Humber of VLAN: 2.

VYLAN Port Setting Static VLAN
VLAN Search by VID I Search |
ViD Elapsed Time Status
- ARSZOT o S
102 o015, Static
Previous | Nextl

9 Enter 102 in the PVID field for port 2 to add a tag to incoming untagged frames
received on that port so that the frames are forwarded to the VLAN group that the

tag defines.

10 Click Apply to save your changes back to the run-time memory.

@ NFNITIGRETE G Subnet Based Ylan Protocol Based Ylan VLAN Status
Port  Ingress Check PVID GVYRP  Acceptable Frame Type VLAN Trunking  Isolation
i a | | All ¥ - C
1 O |1 - Al - - -
(2 r [102 r [ - r 0 )
3 O [1 r [l =l O r
4 I~ 1 r Al g I C
g [ 1 I_ All - I I
6 [ |'| O All x - |l
7
( Apply I’ Cancel |

configuration permanently.

11 Click the Save link in the upper right corner of the web configurator to save your
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6.2.3 Configuring DHCP Relay

Follow the steps below to enable DHCP relay on the Switch and allow the Switch to
add relay agent information (such as the VLAN ID) to DHCP requests.

1 Click IP Application > DHCP and then the Global link to open the DHCP Relay
screen.

2 Select the Active check box.

3 Enter the DHCP server’s IP address (192.168.2.3 in this example) in the Remote
DHCP Server 1 field.

4 Select the Option 82 and the Information check boxes.

5 Click Apply to save your changes back to the run-time memory.

=@ DHCP Relay ) Status
. bt M
Remote DHCP Server 1 192.166.23 |
RemoteDHCPServer2  [0000 |
RemoteDHCPSever3  [0000 |
_Relay Agent Information [ optiong2
Information (KGS-AT28F
Apply

6 Click the Save link in the upper right corner of the web configurator to save your
configuration permanently.

7 The DHCP server can then assign a specific IP address based on the DHCP
request.

6.2.4 Troubleshooting

Check the client A’s IP address. If it did not receive the IP address 172.16.1.18,
make sure:

1 Client A is connected to the Switch’s port 2 in VLAN 102.

2 You configured the correct VLAN ID, port number and system name for DHCP relay
on both the DHCP server and the Switch.
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3 You clicked the Save link on the Switch to have your settings take effect.

6.3 How to Use PPPOE IA on the Switch

You want to configure PPPOE Intermediate Agent on the Switch (A) to pass a
subscriber’s information to a PPPoE server (S). There is another switch (B)
between switch A and server S. Switch B is connected to switch A. In this way,
PPPOE server S can identify subscriber C and may apply different settings to it.

Figure 29 Tutorial: PPPOE Intermediate Agentt Tutorial Overview

-
_ §E=S

{0

Port 12 - Trusted

Port 12 - Trusted

e Port 5 - Untrusted

Note: For related information about PPPOE IA, see Section 31.3 on page 302.

The settings in this tutorial are as follows:

Table 7 Settings in this Tutorial

switcH |RORT - 1ep | VLAN |CIRcUIT-D |REMOTE-D | PRDQEIS PORT
A Port 5 (to C) 1 userC 00134900000A | Untrusted

Port 12 (to B) 1 N/A N/A Trusted
B Port 11 (to A) 1 N/7A N/7A Trusted

Port 12 (to S) 1 N/7A N/7A Trusted

12
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6.3.1 Configuring Switch A

1 Click Advanced Application = PPPoOE = Intermediate Agent. Select Active
then click Apply.

@ Intermediate Agent ____J Port VLAN PPPoE

access-node-identifier | XGS-4728F

circuit-id

Active O

identifier-string

option spv ¥

delimiter f b

Click Port on the top of the screen.

2 Select Untrusted for port 5 and enter userC as Circuit-id and 00134900000A
as Remote-id.

Select Trusted for port 12 and then leave the other fields empty. Click Apply.

L @) Port ] VLAN Intermediate Agent

Port Server Trusted State Circuit-id Remote-id
* Untrusted + | | |

K

Untrusted +

| | |
_____________ o |uised] [ | ] ]

11 Untrusted »
C'12 Trusted v )
13 Untrusted »

14 Untrusted | | |
Then Click Intermediate Agent on the top of the screen.
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3 The Intermediate Agent screen appears. Click VLAN on the top of the screen.

circuit-id

@ Intermediate Agent ____J

Active

access-node-identifier

Port

M

PPPoE

Active

identifier-string

option

delimiter

XGS-4728F

Enter 1 for both Start VID and End VID since both the Switch and PPPoE server

are in VLAN 1 in this example. Click Apply.

& VA

Intermediate Agent

Show VLAN

Start ViD |1 |

Apply

End ViD |1

VID

Enabled

Circuit-id

o

Remote-id

=
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5 Then select Yes to enable PPPOE IA in VLAN 1 and also select Circuit-id and
Remote-id to allow the Switch to add these two strings to frames tagged with

VLAN 1 and pass to the PPPoOE server. Click Apply.

L @) VLAN ] Intermediate Agent
Show VLAN StartviD| End VD | |
Apply
VID Enabled Circuitid Remote-id
% No | El O
( 1 Yes v )

6.3.2 Configuring Switch B

The example uses another XGS-4728F as switch B.

1 Click Advanced Application > PPPoOE > Intermediate Agent. Select Active
then click Apply.

L@ Intermediate Agent ] Port VLAN PPPoE

e BEING s e
access-node-identifier XGS~4?28F

circuit-id

Active
identifier-string |

option

delimiter

Click Port on the top of the screen.
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2 Select Trusted for ports 11 and 12 and then click Apply.

[ @) Port ] VLAN Intermediate Agent
Port Server Trusted State Circuitid Remote-id
E Untrusted | |

12 Trusted )
13 Untrusted *
14 I lntrieted s | |

Then Click Intermediate Agent on the top of the screen.

The Intermediate Agent screen appears. Click VLAN on the top of the screen.

| @ Intermediate Agent

Port

access-node-identifier
circuit-id
Active O
identifier-string
option spv ¥
delimiter ! M
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4 Enter 1 for both Start VID and End VID. Click Apply.

[ @) VLAN Intermediate Agent
Show VLAN Start Vi 1 EndVID |1
Apply
ViD Enabled Circuit-id Remote-id
: B I = .0

5 Then select Yes to enable PPPoE IA in VLAN 1 and also select Circuit-id and
Remote-id to allow the Switch to add these two strings to frames tagged with
VLAN 1 and pass to the PPPoOE server. Click Apply.

L @& VLAN ] Intermediate Agent
Show VLAN Start Vi | End VID |
Apply
VID Enabled Circuitid Remote.id
: [No |+ El |
(= Yes v D]

The settings are completed now. If you miss some settings above, subscriber C
could not successfully receive an IP address assigned by the PPPoE Server. If this
happens, make sure you follow the steps exactly in this tutorial.

6.4 How to Use Error Disable and Recovery on

the Switch

This tutorial shows you how to shut down a port when:

« there is a loop occurred

or

« too many ARP requests (over 100 packets per second) received on a port
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You also want the Switch to wait for a period of time (10 minutes) before resuming
the port automatically, after the problem(s) are gone. Loop guard and Errdiable
features are helpful for this demand.

Note: Refer to Section 27.2 on page 285 and Section 32.3 on page 310 for more
information about Loop Guard and Errdiable.

To configure the settings:

First, click Advanced Application > Loop Guard. Select the Active option in
the first section to enable loop guard on the Switch. Then select the Active option
of the first entry (port *) to enable loop guard for all ports. Click Apply.

G'J\Cti‘:e )

@“ ’

L = L | B L A L=

=)

10
11

¢ 3 ¢ 5 o & ¢ » ¢ 5 p=J
IEENENEENEEEREE S

12
172

78

XGS-4526/4528F/4728F User’'s Guide



Chapter 6 Tutorials

Click Advanced Application > Errdisable > CPU Protection, select ARP as the
reason, enter 100 as the rate limit (packets per second) for the first entry (port *)

to apply the setting to all ports. Then click Apply.

| @) CPU protection ] Errdisable

Reason: | ARP v

Port Rate Limit (pktis)

B
s _T X
g |

N
[
g

_L_L
- —
==

Click Advanced Application > Errdisable > Errdisable Detect, select Active

for cause ARP and inactive-port as the mode. Then click Apply.

L@ Crrdisable Detect Errdisable
Cause Active Mode

% Fl -inactive—pon
i ( ARP
e ST D S —— o
B =

s
inactive-port ¥ )
by

inactive-port b
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4 Click Advanced Application > Errdisable > Errdisable Recovery, select
Active and Timer Status for loopguard and ARP entries. Also enter 180 (180
seconds = 3 minutes) in the Interval field for both entries. Then click Apply.

[ @) Errdisable Recove

Gctiue

Reason

i

Timer Status

Errdisable

Interval

loopguard
ARP

BFDOU
IGMP

OoRED

6.5 How to Set Up a Guest VLAN

All ports on the Switch are in VLAN 1 by default. Say you enable IEEE 802.1x
authentication on ports 1 to 8. Clients that connect to these ports should provide
the correct user name and password in order to access the ports. You want to
assign clients that connect to ports 1, 2 or 3 to a guest VLAN (200 for example)
before they can authenticate with the authentication server. In this guest VLAN,
clients can surf the Internet through the default gateway attached to port 10, but
are not allowed to access other network resources, such as the mail server or local

80

data base.
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6.5.1 Creating a Guest VLAN

Follow the steps below to configure port 1, 2, 3 and 10 as a member of VLAN 200.

1 Access the web configurator through the Switch’s management port.

2 Go to Basic Setting > Switch Setup and set the VLAN type to 802.1Q. Click
Apply to save the settings to the run-time memory.

& gnz1a
CULANTWB " PortBased )
Bri_d_ge Control Protocol Tran_spar_ency Acti\r_e r
MAC Address Learning Aing Time |SDD seconds
Join Tirner 200 milliseconds
GARP Timer Leave Timer IEDD milliseconds
Leave All Timer W milliseconds
Priority Queue Assignment lewel7 ’E
levelf BE|
lewels E
leveld IE[
lene|3 ’E
level2 =]
levelt 0 =]
lewel0 Zl

Applyl Cancel |

3 Click Advanced Application > VLAN > Static VLAN.

4 In the Static VLAN screen, select ACTIVE, enter a descriptive name (VLAN 200
for example) in the Name field and enter 200 in the VLAN Group ID field.

5 Select Fixed to configure ports 1, 2, 3 and 10 to be permanent members of this
VLAN.

6 Clear the TX Tagging check box to set the Switch to remove VLAN tags before
sending frames out of these ports.
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7 Click Add to save the settings to the run-time memory. Settings in the run-time
memory are lost when the Switch’s power is turned off.

L @ Static VLAN VLAN Status
ACTIVE
Name VLAN EDD
VLAN Group ID 200
Port Control Tagging
* [Normal ~ (»| Tx Tagaing
1 O Normal @ Fixed © Farbidden 1 Tx Tagging
2 O Normal ® Fixed ) Forbidden [1 Tx Tagaing
3 O Normal ) Fixed ) Forbidden O Tx Taggin
4 ® Normal O Fixed () Forbidden Tx Tagaing
5 @ MNormal O Fixed ) Forbidden Tx Tagging
B @ Normal O Fixed ) Forbidden Tx Tagaing
7 @ Normal O Fixed O Forbidden Tx Tagging
g ® Normal O Fixed © Forbidden T« Tagging
g9 @& Normal ) Fixed ) Forbidden Tx Tagging
( 10 O Normal ) Fixed ) Forbidden [] Tx Tagaing )
11 I Q Eogd
~ ixe Tx ng
QAddu Cancel I ’ Clearl

8 Click the VLAN Status link in the Static VLAN screen and then the VLAN Port
Setting link in the VLAN Status screen.

[ @) VLAN Status ] VLAN Port Setting Static VLAN
VLAN Search by VID | Search |

The Number of VLAN: 4.
Index VID Elapsed Time Status
3 1 259:05 Static
2 102 2:53:05 Static
a3 123 25005 Static
4 200 0:00:07 Static

Change Pages ’ Previous ] [Next]

9 Enter 200 in the PVID field for ports 1, 2, 3 and 10 to add a tag to incoming
untagged frames received on these ports so that the frames are forwarded to the
VLAN group that the tag defines.
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10 Click Apply to save your changes back to the run-time memory.

[ @) VLAN Port Setting BN daERE0 R R Protocol Based Vlan VLAN Status
GVRP O
Port  Ingress Check PVID GVRP  Acceptable Frame Type VLAN Trunking Isolafion
' O O Al v O O
1 O o |» B O O
: - = AII > = =
3 O O (A v | O
4 O O A v O O
5 m o [ar v m m
5 0 0 Al v 0 0
7 O I O O
: O W Al v O O
. = g T S - .
(o O o m ~ O 0)
o B

11 Click the Save link in the upper right corner of the web configurator to save your
configuration permanently.

6.5.2 Enabling IEEE 802.1x Port Authentication

Follow the steps below to enable port authentication to validate access to ports
1-8 to clients based on a RADIUS server.

1 Click Advanced Application > Port Authentication and then the Click Here
link for 802.1x.

[ @) Port Authentication

MAC Authentication Click here
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2 Select the first Active checkbox to enable 802.1x authentication on the Switch.

Select the Active checkboxes for ports 1 to 8 to turn on 802.1x authentication on
the selected ports.

Click Apply.
[ @) 802.1x ] Port Authentication Guest Vlan
Active
fnt A bt Rt Reauth-period Quiet-period  Tx-period  Supp-Timeout
el s5eCs 5eCs 5eCs 5eCs
N .o | L [on ¥] | L N I 1
1 2 lon ¥| I
2 2__| [on¥] LT
3 2 | |on¥| B ] [0 |
s 2 | Jonv ] ]
5 21 [ons JECI
L O T B 1Y T O Y T
7 2 | |on¥| B ] [ ]
s B | lon¥ A
B e Pt M e e B | .
10

6.5.3 Enabling Guest VLAN

1 Click the Guest Vlan link in the 802.1x screen.
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2 Select Active and enter the guest VLAN ID (200 in this example) on ports 1, 2
and 3. The Switch puts unauthenticated clients in the specified guest VLAN.

Set Host-mode to Multi-Secure to have the Switch authenticate each client that
connects to one of these ports, and specify the maximum number of clients that
the Switch will authenticate on each of these port (5 in this example).

Click Apply.
L @) GuestVian ] 802.1x
Port Active Guest Vian Host-mode Multi-Secure Num
* | Mult-Host  »
1 200 | [Muti-Secure v 5
2 = 20 | |muwSecwe v 5
3 200 Mult-Secure 5
4 E] 1 Multi-Host  » 1
z O 1 Multi-Host v i
B O 3 Multi-Host 1
7 0 .. [Multi-Host v 1
] | 1 Multi-Host 1
? 1 MneFlost ¥ [1°
Apply || Cancel

3 Click the Save link in the upper right corner of the web configurator to save your
configuration permanently.

Clients that attach to port 1, 2 or 3 and fail to authenticate with the RADIUS
server now should be in VLAN 200 and can access the Internet, but cannot
communicate with devices in VLAN 1.

6.6 How to Do Port Isolation in a VLAN

You want to prevent communications between specific ports in a VLAN but still
allow them to access the Internet or network resources in the same VLAN. You use
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Private VLAN to do port isolation in a VLAN instead of assigning each port to a
separate VLAN and creating a different IP routing domain for each individual port.

In this example, you put ports 2 to 5 in VLAN 123 and create a private VLAN rule
for VLAN 123 to block traffic between ports 2, 3 and 4.

6.6.1 Creating a VLAN
Follow the steps below to configure port 2, 3, 4 and 5 as a member of VLAN 123.

1 Access the web configurator through the Switch’s management port.

2 Go to Basic Setting > Switch Setup and set the VLAN type to 802.1Q. Click
Apply to save the settings to the run-time memory.

L@ Switch Setup

80210
VLAN T
C v " PortBased _

Bridye Control Protocol Transparency  Active O
MAC Address Learning Aging Time 300 secaonds
Jain Timer W milliseconds
GARP Timer Leave Timer GO0 milliseconds
Leave All Timer W millisecands
“Pril.J.r'rty-(-lue.l.m A“ssig.l.lme.ﬁi - level? IE
|evelB IE
lewels o=
lerveld [1=]
lewel3 IE
lemvel2 IE
lewel1 IE
level0 [2=]

Applyl Cancel |

3 Click Advanced Application > VLAN > Static VLAN.
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4 In the Static VLAN screen, select ACTIVE, enter a descriptive name (VLAN 123

for example) in the Name field and enter 123 in the VLAN Group ID field.

5 Select Fixed to configure ports 2, 3, 4 and 5 to be permanent members of this

VLAN.

6 Clear the TX Tagging check box to set the Switch to remove VLAN tags before

sending frames out of these ports.

7 Click Add to save the settings to the run-time memory. Settings in the run-time

memory are lost when the Switch’s power is turned off.

L@ Static VLAN ] VLAN Status
ACTIVE
Hame VLAN 1.23i |
e 123 B e
Port Control Taoging
3 .-NE’Im?'!. 5 v Tx Tagaging
1 & Normal O Fixed ) Forbidden . Tx'i'ag ing-
2 O Normal & Fixed ) Forbidden [ Tx Tagaing
3 O Normal @ Fixed O Farbidden F Tx Tagging
4 C‘ Marmal & Fixed IQ Forbidden |l Tx-Tagging-j.
5 & Normal @ Fixed .C’ Forbidden |l Tx Taggin
B & Normal O Fixed ) Forbidden Tx Tagaing
7 & Mormal O Fixed O Forbidden Tx Tagaging
8 & Normal O Fixed :O Forbidden . Tx Tagaing
9 ) {
~ Fixe £ ing
( [Add])[ Cancel ][Clear]
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8 Click the VLAN Status link in the Static VLAN screen and then the VLAN Port
Setting link in the VLAN Status screen.

[ @) VLAN Status ] VLAMN Port Setting Static VLAN
VLAN Search by VID | || Search |
The Number of VLAN: 3.
Index VID Elapsed Time Status

" . S ... S ... SO
S B O | - . - | ——
i P o528 . Static.

Change Pages l Previous ] ’Next]

9 Enter 123 in the PVID field for ports 2, 3, 4 and 5 to add a tag to incoming
untagged frames received on these ports so that the frames are forwarded to the

VLAN group that the tag defines.

10 Click Apply to save your changes back to the run-time memory.

88

@ NN EEGIFEE Subnet Based Vian Protocol Based Vlan VLAN Status
GVRP O
Port  Ingress Check PVID GVRP  Acceptable Frame Type VLAN Trunking  Isolation
r O O Al ~ O O
1 O b O A v O O
2 SIREE SN O O
3 O O O Bl
4 E E | O
5 m m m .
5 O O |ar O O
7 O o a__ & O O
g O O Al v O O
™ e ™ i -+ e ™
CaEn

11 Click the Save link in the upper right corner of the web configurator to save your

configuration permanently.
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6.6.2 Creating a Private VLAN Rule

Follow the steps below to configure private VLAN for VLAN 123.

1 Click Advanced Application = Private VLAN.

2 In the Private VLAN screen, select Active.

Enter a descriptive name (PrivateVLAN123 for example) in the Name field and
enter 123 in the VLAN ID field.

List the port(s) that can communicate with any port in VLAN 123 (5 in this
example). Then other ports in this VLAN (2, 3 and 4 for example) will be added to
the isolated port list and cannot send traffic to each other.

Click Add.
L@ Private VLAN
Active
Hame | PrivateVLAN123
VLAN D 125 |
Promiscuous Ports 5
Index Active Name VLAN Promiscuous Ports Delete

3 Click the Save link in the upper right corner of the web configurator to save your
configuration permanently.

From port 2, 3, or 4, you should be able to access the device that attachs to port
5, such as a server or default gateway.
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6.7 How to Configure Routing Policy

The Switch checks the routing table and then forwards traffic through the default
gateway (R1) based on the destination address. This example shows you how to
configure policy route to send traffic that matches a layer-3 classifier to a different
gateway (R2) for special treatment. The layer-3 classifier groups packets marked
with DSCP value 58 into a flow. Packets marked with different DSCP values, such
as 13 are forwarded to the default gateway. The Switch applies policy-based
routing rules to incoming packets prior to the normal routing.

6.7.1 Create a Layer-3 Classifier

90

Follow the steps below to configure a classifier that sorts traffic with DSCP value
58 into a data flow.

Access the web configurator through the Switch’s management port.

Go to Advanced Application > Classifier and select Active.
Enter a descriptive name (“DSCP58” in this example).

Select the second option of DSCP and enter 58 in the field provided.
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3 Click Add to save the settings to the run-time memory.

Dk

B,
@ Any
1 -
@ Any
(oRld-
@ | Al v
O Others| | Hex)
@ Any
MAC Address r
O MAC
e ® Any
o :
o I
® Any
MAC Address [ 17
Omac| |

@] Any
® |58

[ @ Classifier ]
Active
Name |DSCP58
Packet Format | All
VLAN
Priority
Ethernet Type
Layer 2
Source
Destination
éljp
IP Protocol
ar
Layer 3 Source
Destination

@ |All ¥ | [ Establish only

O others| | (Der)
IP Address / [ |
Address Prefix :\D'D'D'D It
® Any
Socket Number i 1
1
IP Address / ip I
Address Prefix '-D'D'D'D !
@ any
Socket Mumber
O]

Add|) Cancel || Clear

6.7.2 Create a Policy Routing Rule

Follow the steps below to set up a policy routing profile first and then a rule to
forward traffic of classifier DSCP58 to gateway R2.

1 Click IP Application = Policy Routing.

2 Select Active and enter a descriptive name for this profile (“To_R2” for example).

Click Add to save the settings to the run-time memory.
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3 Click the Rule Configuration link in the Policy Route screen

this profile.

to create a rule in

L@ Policy Route ____J
Active

Profile Name |'_£o___|_?%2

Index Active Profile name

Rule Configuration

Delete

4 Select the name of the profile with which the rule associates.

Set the rule’s index number to 1 in the Sequence field.

Select Permit to have the Switch send matched traffic to the specified gateway.

Select the name of the layer-3 classifier to which the rule applies.

Enter the IP address of gateway R2 in the Next Hop field (“10.1.2.3” in this

example).

Click Add to save the settings to the run-time memory.

L@ Policy Route

Profile Configuration

To R2
Profile Name
1

Sequence IF'J |

Statement & Permit O Deny

Classifier
Action  NexHop|10123 i
Active Profile name Seq State Classifier

Yes To_R2

Rule Delete

5 Click the Save link in the upper right corner of the web configurator to save your

configuration permanently.
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System Status and Port
Statistics

This chapter describes the system status (web configurator home page) and port

details screens.

7.1 Overview

The home screen of the web configurator displays a port statistical summary with
links to each port showing statistical details.

7.2 Port Status Summary

To view the port statistics, click Status in all web configurator screens to display
the Status screen as shown next.

Figure 30 Status

[ @) Port Status
Port Name  Link State LACP
) .1. “Do'\_r.m o STOP R D.i_sabllled R
2 1000M/F Copper FORWARDING Disabled
o o iy Disabled.
sk HBlL O Dalied
7 Down STOP Disabled
& Down STOP  Disabled
z Down STOP Disabled
8 Down STOP Disabled
- o, S0 o Dmabied,
m Dowp STQE Di_se!blled
Ll Joonm S o mabled,
oo DL, IO DEaled
13 STOR
[R=3=)
& Any
O Port |

TXPKIS RXPkts
0 108
0 0
0 0
9, i
0 0
0

Errors

[=]

L= = U= e o T R R R R =]

Tx KBis
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The following table describes the labels in this screen.

Table 8 Status

LABEL DESCRIPTION

Port This identifies the Ethernet port. Click a port number to display the Port
Details screen (refer to Figure 31 on page 97).

Name This is the name you assigned to this port in the Basic Setting > Port
Setup screen.

Link This field displays the speed (either 20M for 10 Mbps, 100M for 100
Mbps, 1000M for 1000 Mbps, and 10G for 10 Gbps) and the duplex (F
for full duplex or H for half). It also shows the cable type (Copper or
Fiber) for the combo ports. This field displays Down if the port is not
connected to any device.

State If STP (Spanning Tree Protocol) is enabled, this field displays the STP
state of the port. (See Section 13.1.3 on page 149 for more information).
If STP is disabled, this field displays FORWARDING if the link is up,
otherwise, it displays STOP.

LACP This fields displays whether LACP (Link Aggregation Control Protocol) has
been enabled on the port.

TxPkts This field shows the number of transmitted frames on this port.

RxPkts This field shows the number of received frames on this port.

Errors This field shows the number of received errors on this port.

Tx KB/s This field shows the transmission speed of data sent on this port in
kilobytes per second.

Rx KB/s This field shows the transmission speed of data received on this port in
kilobytes per second.

Up Time This field shows the total amount of time in hours, minutes and seconds
the port has been up.

Clear Counter | Type a port number, select Port and then click Clear Counter to erase
the recorded statistical information for that port, or select Any to clear
statistics for all ports.
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7.2.1 Status: Port Details

Click a number in the Port column in the Status screen to display individual port
statistics. Use this screen to check status and detailed performance data about an

individual port on the Switch.

Figure 31 Status: Port Details
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Port Status

The following table describes the labels in this screen.

Table 9 Status > Port Details

LABEL DESCRIPTION
Port Info
Port NO. This field displays the port number you are viewing.
Name This field displays the name of the port.
Link This field displays the speed (either 10M for 10Mbps, 100M for
100Mbpsl, 1000M for 1000 Mbps, and 10G for 10 Gbps) and the duplex
(F for full duplex or H for half duplex). It also shows the cable type
(Copper or Fiber).
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Table 9 Status > Port Details (continued)

LABEL DESCRIPTION
Status If STP (Spanning Tree Protocol) is enabled, this field displays the STP
state of the port (see Section 13.1.3 on page 149 for more information).
If STP is disabled, this field displays FORWARDING if the link is up,
otherwise, it displays STOP.
LACP This field shows if LACP is enabled on this port or not.
TxPkts This field shows the number of transmitted frames on this port
RxPkts This field shows the number of received frames on this port
Errors This field shows the number of received errors on this port.
Tx KB/s This field shows the transmission speed of data sent on this port in
kilobytes per second.
Rx KB/s This field shows the transmission speed of data received on this port in
kilobytes per second.
Up Time This field shows the total amount of time the connection has been up.
Tx Packet

The following fields display detailed information about packets transmitted.

Unicast This field shows the number of good unicast packets transmitted.

Multicast This field shows the number of good multicast packets transmitted.

Broadcast | This field shows the number of good broadcast packets transmitted.

Pause This field shows the number of 802.3x Pause packets transmitted.

Tagged This field shows the number of packets with VLAN tags transmitted.
Rx Packet

The following fields display detailed information about packets received.

Unicast This field shows the number of good unicast packets received.
Multicast This field shows the number of good multicast packets received.
Broadcast | This field shows the number of good broadcast packets received.
Pause This field shows the number of 802.3x Pause packets received.
Control This field shows the number of control packets received (including those
with CRC error) but it does not include the 802.3x Pause packets.
TX Collision

The following fields display information on collisions while transmitting.

Single This is a count of successfully transmitted packets for which transmission
is inhibited by exactly one collision.

Multiple This is a count of successfully transmitted packets for which transmission
was inhibited by more than one collision.

Excessive | This is a count of packets for which transmission failed due to excessive
collisions. Excessive collision is defined as the number of maximum
collisions before the retransmission count is reset.

Late This is the number of times a late collision is detected, that is, after 512

bits of the packets have already been transmitted.

Error Packet

The following fields display detailed information about packets received
that were in error.
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Table 9 Status > Port Details (continued)

LABEL DESCRIPTION

RX CRC This field shows the number of packets received with CRC (Cyclic
Redundant Check) error(s).

Length This field shows the number of packets received with a length that was
out of range.

Runt This field shows the number of packets received that were too short
(shorter than 64 octets), including the ones with CRC errors.

Distribution

64 This field shows the number of packets (including bad packets) received
that were 64 octets in length.

65-127 This field shows the number of packets (including bad packets) received
that were between 65 and 127 octets in length.

128-255 This field shows the number of packets (including bad packets) received
that were between 128 and 255 octets in length.

256-511 This field shows the number of packets (including bad packets) received
that were between 256 and 511 octets in length.

512-1023 | This field shows the number of packets (including bad packets) received
that were between 512 and 1023 octets in length.

1024- This field shows the number of packets (including bad packets) received

1518 that were between 1024 and 1518 octets in length.

Giant This field shows the number of packets dropped because they were bigger
than the maximum frame size.
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Basic Setting

This chapter describes how to configure the System Info, General Setup,
Switch Setup, IP Setup and Port Setup screens.

8.1 Overview

The System Info screen displays general Switch information (such as firmware
version number) and hardware polling information (such as fan speeds). The
General Setup screen allows you to configure general Switch identification
information. The General Setup screen also allows you to set the system time
manually or get the current time and date from an external server when you turn
on your Switch. The real time is then displayed in the Switch logs. The Switch
Setup screen allows you to set up and configure global Switch features. The IP
Setup screen allows you to configure a Switch IP address in each routing domain,
subnet mask(s) and DNS (domain name server) for management purposes. The
Port Setup screen allows you to enable or disable a port on the Switch and
configure the port settings, such as the speed and duplex mode.
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8.2 System Information

In the navigation panel, click Basic Setting > System Info to display the screen
as shown. You can check the firmware version number and monitor the Switch

temperature,

fan speeds and voltage in this screen.

Figure 32 Basic Setting > System Info
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The following

table describes the labels in this screen.

Table 10 Basic Setting > System Info

LABEL DESCRIPTION

System This field displays the descriptive name of the Switch for identification
Name purposes.

Product This field displays the model humber of the Switch.

Model

ZyNOS F/W This field displays the version number of the Switch ‘s current firmware
Version including the date created.

Ethernet This field refers to the Ethernet MAC (Media Access Control) address of the
Address Switch.

Hardware Mon

itor

Temperature | The Switch has temperature sensors that are capable of detecting and

Unit reporting if the temperature rises above the threshold. You may choose
the temperature unit (Centigrade or Fahrenheit) in this field.

Temperature | BOARD, PHY, and MAC refer to the location of the temperature sensors
on the Switch printed circuit board.

Current This shows the current temperature at this sensor.

MAX This field displays the maximum temperature measured at this sensor.

MIN This field displays the minimum temperature measured at this sensor.
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Table 10 Basic Setting > System Info (continued)

LABEL DESCRIPTION

Threshold This field displays the upper temperature limit at this sensor.

Status This field displays Normal for temperatures below the threshold and Error
for those above.

Fan Speed A properly functioning fan is an essential component (along with a

(RPM) sufficiently ventilated, cool operating environment) in order for the device
to stay within the temperature threshold. Each fan has a sensor that is
capable of detecting and reporting if the fan speed falls below the
threshold shown.

Current This field displays this fan's current speed in Revolutions Per Minute (RPM).

MAX This field displays this fan's maximum speed measured in RPM.

MIN This field displays this fan's minimum speed measured in RPM. “<41" is
displayed for speeds too small to measure (under 2000 RPM).

Threshold This field displays the minimum speed at which a normal fan should work.

Status Normal indicates that this fan is functioning above the minimum speed.
Error indicates that this fan is functioning below the minimum speed.

Voltage (V) The power supply for each voltage has a sensor that is capable of
detecting and reporting if the voltage falls out of the tolerance range.

Current This is the current voltage reading.

MAX This field displays the maximum voltage measured at this point.

MIN This field displays the minimum voltage measured at this point.

Threshold This field displays the percentage tolerance of the voltage with which the
Switch still works.

Status Normal indicates that the voltage is within an acceptable operating range

at this point; otherwise Error is displayed.
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8.3 General Setup

Use this screen

to configure general settings such as the system name and time.

Click Basic Setting and General Setup in the navigation panel to display the
screen as shown.

Figure 33 Basic Setting > General Setup
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The following table describes the labels in this screen.

Table 11 Basic

Setting > General Setup

LABEL

DESCRIPTION

System Name

Type a descriptive name for identification purposes. This name consists
of up to 64 printable characters; spaces are allowed.

Location

Type the geographic location of your Switch. You can use up to 32
printable ASCII characters; spaces are allowed.

Contact
Person’'s Name

Type the name of the person in charge of this Switch. You can use up to
32 printable ASCII characters; spaces are allowed.
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Table 11 Basic Setting > General Setup (continued)

LABEL DESCRIPTION

Use Time Type the time service protocol that your timeserver uses. Not all time
Server when servers support all protocols, so you may have to use trial and error to
Bootup find a protocol that works. The main differences between them are the

time format.

When you select the Daytime (RFC 867) format, the Switch displays
the day, month, year and time with no time zone adjustment. When you
use this format, it is recommended that you use a Daytime timeserver
within your geographical time zone.

Time (RFC-868) format displays a 4-byte integer giving the total
number of seconds since 1970/1/1 at 0:0:0.

NTP (RFC-1305) is similar to Time (RFC-868).

None is the default value. Enter the time manually. Each time you turn
on the Switch, the time and date will be reset to 1970-1-1 0:0.

Time Server IP | Type the IP address of your timeserver. The Switch searches for the

Address timeserver for up to 60 seconds. If you select a timeserver that is
unreachable, then this screen will appear locked for 60 seconds. Please
wait.

Current Time This field displays the time you open this menu (or refresh the menu).

New Time Enter the new time in hour, minute and second format. The new time
(hh:min:ss) then appears in the Current Time field after you click Apply.

Current Date This field displays the date you open this menu.

New Date Enter the new date in year, month and day format. The new date then
(yyyy-mm-dd) | appears in the Current Date field after you click Apply.

Time Zone Select the time difference between UTC (Universal Time Coordinated,
formerly known as GMT, Greenwich Mean Time) and your time zone from
the drop-down list box.

Daylight Daylight saving is a period from late spring to early fall when many
Saving Time countries set their clocks ahead of normal local time by one hour to give
more daytime light in the evening.

Select this option if you use Daylight Saving Time.

Start Date Configure the day and time when Daylight Saving Time starts if you
selected Daylight Saving Time. The time is displayed in the 24 hour
format. Here are a couple of examples:

Daylight Saving Time starts in most parts of the United States on the
second Sunday of March. Each time zone in the United States starts
using Daylight Saving Time at 2 A.M. local time. So in the United States
you would select Second, Sunday, March and 2:00.

Daylight Saving Time starts in the European Union on the last Sunday of
March. All of the time zones in the European Union start using Daylight
Saving Time at the same moment (1 A.M. GMT or UTC). So in the
European Union you would select Last, Sunday, March and the last
field depends on your time zone. In Germany for instance, you would
select 2:00 because Germany's time zone is one hour ahead of GMT or
UTC (GMT+1).
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Table 11 Basic Setting > General Setup (continued)

LABEL DESCRIPTION

End Date Configure the day and time when Daylight Saving Time ends if you
selected Daylight Saving Time. The time field uses the 24 hour
format. Here are a couple of examples:

Daylight Saving Time ends in the United States on the last Sunday of
October. Each time zone in the United States stops using Daylight Saving
Time at 2 A.M. local time. So in the United States you would select First,
Sunday, November and 2:00.

Daylight Saving Time ends in the European Union on the last Sunday of
October. All of the time zones in the European Union stop using Daylight
Saving Time at the same moment (1 A.M. GMT or UTC). So in the
European Union you would select Last, Sunday, October and the last
field depends on your time zone. In Germany for instance, you would
select 2:00 because Germany's time zone is one hour ahead of GMT or
UTC (GMT+1).

Apply Click Apply to save your changes to the Switch’s run-time memory. The
Switch loses these changes if it is turned off or loses power, so use the
Save link on the top navigation panel to save your changes to the non-
volatile memory when you are done configuring.

Cancel Click Cancel to begin configuring this screen afresh.

8.4 Introduction to VLANS

106

A VLAN (Virtual Local Area Network) allows a physical network to be partitioned
into multiple logical networks. Devices on a logical network belong to one group. A
device can belong to more than one group. With VLAN, a device cannot directly
talk to or hear from devices that are not in the same group(s); the traffic must
first go through a router.

In MTU (Multi-Tenant Unit) applications, VLAN is vital in providing isolation and
security among the subscribers. When properly configured, VLAN prevents one
subscriber from accessing the network resources of another on the same LAN,
thus a user will not see the printers and hard disks of another user on the same
network.

VLAN also increases network performance by limiting broadcasts to a smaller and
more manageable logical broadcast domain. In traditional switched environments,
all broadcast packets go to each and every individual port. With VLAN, all
broadcasts are confined to a specific broadcast domain.

Note: VLAN is unidirectional; it only governs outgoing traffic.

See Chapter 9 on page 117 for information on port-based and 802.1Q tagged
VLANS.
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8.4.1 Smart Isolation

To block traffic between two specific ports within the Switch, you can use port
isolation or private VLAN (see Chapter 33 on page 315 for more information).
However, it does not work across multiple switches. For example, broadcast traffic
from isolated ports on a switch (say B) can be forwarded to all ports on other
switches (A and C), including the isolated ports.

B
Isolated ports: 2~&

Root port: 7
Designated port: 8

< N\

Smart isolation allows you to prevent isolated ports on different switches from
transmitting traffic to each other. After you enable RSTP/MRSTP and smart
isolation on the Switch, the designated port(s) will be added to the isolated port
list. In the following example, switch A is the root bridge. Switch B’s root port 7
connects to switch A and switch B’s designated port 8 connects to switch C. Traffic
from isolated ports on switch B can only be sent through non-isolated port 1 or
root port 7 to switch A. This prevents isolated ports on switch B sending traffic
through designated port 8 to switch C. Traffic received on designated port 8 from
switch C will not be forwarded to any other isolated ports on switch B.

Before Smart Isolation:
Isolated ports: 2—6
Root port: 7
Designated port: 8

After Smart Isolation: C \
Isolated ports: 2—6, 8
Root port: 7

Designated port: 8

You should enable RSTP or MRSTP before you can use smart isolation on the
Switch. If the network topology changes, the Switch automatically updates the
isolated port list with the latest designated port information.
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Note: The uplink port connected to the Internet should be the root port. Otherwise,
with smart isolation enabled, the isolated ports cannot access the Internet.

8.5 Switch Setup Screen

Click Basic Setting and then Switch Setup in the navigation panel to display the
screen as shown. The VLAN setup screens change depending on whether you
choose 802.1Q or Port Based in the VLAN Type field in this screen. Refer to the
chapter on VLAN.

Figure 34 Basic Setting > Switch Setup
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The following table describes the labels in this screen.

Table 12 Basic Setting > Switch Setup

LABEL DESCRIPTION

VLAN Type Choose 802.1Q or Port Based. The VLAN Setup screen changes
depending on whether you choose 802.1Q VLAN type or Port Based
VLAN type in this screen. See Chapter 9 on page 117 for more
information.

Bridge Control | Select Active to allow the Switch to handle bridging control protocols

Protocol (STP, for example). You also need to define how to treat a BPDU in the

Transparency | Port Setup screen.

108

XGS-4526/4528F/4728F User's Guide



Chapter 8 Basic Setting

Table 12 Basic Setting > Switch Setup (continued)

LABEL DESCRIPTION
Smart Select Active to enable smart isolation on the Switch. The designated
Isolation port(s) then becomes the isolated port. Smart isolation allows you to

prevent isolated ports on different switches from transmitting traffic to
each other.

Note: To use smart isolation, you should have configured 802.1Q
VLAN port isolation or private VLAN and (M)RSTP on the
Switch. Smart isolation does not work with MSTP and/or port-
based VLAN.

MAC Address
Learning

MAC address learning reduces outgoing traffic broadcasts. For MAC
address learning to occur on a port, the port must be active.

Aging Time

Enter a time from 10 to 1000000 seconds. This is how long all
dynamically learned MAC addresses remain in the MAC address table
before they age out (and must be relearned).

GARP Timer: Switches join VLANs by making a declaration. A declaration is made by
issuing a Join message using GARP. Declarations are withdrawn by issuing a Leave
message. A Leave All message terminates all registrations. GARP timers set declaration

timeout values.

See Chapter 9 on page 117 for more background information.

Join Timer

Join Timer sets the duration of the Join Period timer for GVRP in
milliseconds. Each port has a Join Period timer. The allowed Join Time
range is between 100 and 65535 milliseconds; the default is 200
milliseconds. See Chapter 9 on page 117 for more background
information.

Leave Timer

Leave Time sets the duration of the Leave Period timer for GVRP in
milliseconds. Each port has a single Leave Period timer. Leave Time
must be two times larger than Join Timer; the default is 600
milliseconds.

Leave All
Timer

Leave All Timer sets the duration of the Leave All Period timer for GVRP in
milliseconds. Each port has a single Leave All Period timer. Leave All
Timer must be larger than Leave Timer.

Priority Queue Assignment

IEEE 802.1p defines up to eight separate traffic types by inserting a tag into a MAC-layer
frame that contains bits to define class of service. Frames without an explicit priority tag
are given the default priority of the ingress port. Use the following fields to configure the
priority level-to-physical queue mapping.

The Switch has eight physical queues that you can map to the 8 priority levels. On the
Switch, traffic assigned to higher index queues gets through faster while traffic in lower
index queues is dropped if the network is congested.

Priority Level (The following descriptions are based on the traffic types defined in the IEEE
802.1d standard (which incorporates the 802.1p).

Level 7 Typically used for network control traffic such as router configuration
messages.

Level 6 Typically used for voice traffic that is especially sensitive to jitter (jitter is
the variations in delay).

Level 5 Typically used for video that consumes high bandwidth and is sensitive to
jitter.
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8.6 IP Setup

8.6.1

Table 12 Basic Setting > Switch Setup (continued)

LABEL DESCRIPTION

Level 4 Typically used for controlled load, latency-sensitive traffic such as SNA
(Systems Network Architecture) transactions.

Level 3 Typically used for “excellent effort” or better than best effort and would
include important business traffic that can tolerate some delay.

Level 2 This is for “spare bandwidth”.

Level 1 This is typically used for non-critical “background” traffic such as bulk
transfers that are allowed but that should not affect other applications
and users.

Level O Typically used for best-effort traffic.

Apply Click Apply to save your changes to the Switch’s run-time memory. The
Switch loses these changes if it is turned off or loses power, so use the
Save link on the top navigation panel to save your changes to the non-
volatile memory when you are done configuring.

Cancel Click Cancel to begin configuring this screen afresh.

Use the IP Setup screen to configure the default gateway device, the default
domain name server and add IP domains.

IP Interfaces

The Switch needs an IP address for it to be managed over the network. The
factory default IP address is 192.168.1.1. The subnet mask specifies the network
number portion of an IP address. The factory default subnet mask is
255.255.255.0.

On the Switch, as a layer-3 device, an IP address is not bound to any physical
ports. Since each IP address on the Switch must be in a separate subnet, the
configured IP address is also known as IP interface (or routing domain). In
addition, this allows routing between subnets based on the IP address without
additional routers.

You can configure multiple routing domains on the same VLAN as long as the IP
address ranges for the domains do not overlap. To change the IP address of the
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Switch in a rou

ting domain, simply add a new routing domain entry with a

different IP address in the same subnet.

Figure 35 Basic Setting > IP Setup
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The following table describes the labels in this screen.

Table 13 Basic Setting > IP Setup

Name Server

LABEL DESCRIPTION

Default Type the IP address of the default outgoing gateway in dotted decimal
Gateway notation, for example 192.168.1.254.

Domain DNS (Domain Name System) is for mapping a domain name to its

corresponding IP address and vice versa. Enter a domain name server IP
address in order to be able to use a domain name instead of an IP address.

Default
Management

Specify which traffic flow (In-Band or Out-of-band) the Switch is to send
packets originating from itself (such as SNMP traps) or packets with
unknown source.

Select Out-of-band to have the Switch send the packets to the
management port labelled MGMT. This means that device(s) connected to
the other port(s) do not receive these packets.

Select In-Band to have the Switch send the packets to all ports except the
management port (labelled MGMT) to which connected device(s) do not
receive these packets.

Management IP Address

Use these fields to set the settings for the out-of-band management port.
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Table 13 Basic Setting > IP Setup (continued)

LABEL DESCRIPTION
IP Enter the out-of-band management IP address of your Switch in dotted
Address | decimal notation. For example, 192.168.0.1.
IP Subnet | Enter the IP subnet mask of your Switch in dotted decimal notation, for
Mask example, 255.255.255.0.
Default Enter the IP address of the default outgoing gateway in dotted decimal
Gateway | notation, for example, 192.168.0.254
Apply Click Apply to save your changes to the Switch’s run-time memory. The
Switch loses these changes if it is turned off or loses power, so use the
Save link on the top navigation panel to save your changes to the non-
volatile memory when you are done configuring.
Cancel Click Cancel to reset the fields to your previous configuration.
IP Interface

Use these fields to create or edit IP routing domains on the Switch.

1P Enter the IP address of your Switch in dotted decimal notation, for
Address example, 192.168.1.1. This is the IP address of the Switch in an IP routing
domain.
IP Subnet | Enter the IP subnet mask of an IP routing domain in dotted decimal
Mask notation, for example, 255.255.255.0.
VID Enter the VLAN identification number to which an IP routing domain
belongs.
Add Click Add to save your changes to the Switch’s run-time memory. The
Switch loses these changes if it is turned off or loses power, so use the
Save link on the top navigation panel to save your changes to the non-
volatile memory when you are done configuring.
Cancel Click Cancel to reset the fields to your previous configuration.
Index This field displays the index number of an entry.
IP Address This field displays IP address of the Switch in the IP domain.
IP Subnet This field displays the subnet mask of the Switch in the IP domain.
Mask
VID This field displays the VLAN identification number of the IP domain on the
Switch.
Delete Click Delete to remove the selected entry from the summary table.
Note: Deleting all IP subnets locks you out of the Switch.
Cancel Click Cancel to clear the Delete check boxes.
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8.7 Port Setup

Use this screen to configure Switch port settings. Click Basic Setting > Port

Setup in the navigation panel to display the configuration screen.

Figure 36 Basic Setting > Port Setup
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The following table describes the labels in this screen.

Table 14 Basic Setting > Port Setup

LABEL

DESCRIPTION

Port

This is the port index number.

*

Settings in this row apply to all ports.

Use this row only if you want to make some settings the same for all ports.
Use this row first to set the common settings and then make adjustments
on a port-by-port basis.

Note: Changes in this row are copied to all the ports as soon as you
make them.

Active

Select this check box to enable a port. The factory default for all ports is
enabled. A port must be enabled for data transmission to occur.

Name

Type a descriptive name that identifies this port. You can enter up to 64
alpha-numerical characters.

Note: Due to space limitations, the port name may be truncated in
some web configurator screens.

Type

This field displays 10/100/1000M for a 1000Base-T connection, 10G for
a 10 Gigabit Ethernet connection, and 12G for a 10GBase-CX4 connection
in the XGS-4528F or XGS-4728F.
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Table 14 Basic Setting > Port Setup (continued)

LABEL DESCRIPTION
Speed/ Select the speed and the duplex mode of the Ethernet connection on this
Duplex port. The choices are Auto, 10M/Half Duplex, 10M/Full Duplex,

100M/Half Duplex and 100M/Full Duplex for a 1000Base-T
connection. 1000M/Full Duplex is supported by both 1000Base-T and
1000Base-X connections. 10G/Full Duplex is supported by the 10 Gigabit
Ethernet connections. 12G/Full Duplex is supported by the 10GBase-CX4
connections in the XGS-4528F or XGS-4728F.

Selecting Auto (auto-negotiation) allows one port to negotiate with a peer
port automatically to obtain the connection speed and duplex mode that
both ends support. When auto-negotiation is turned on, a port on the
Switch negotiates with the peer automatically to determine the connection
speed and duplex mode. If the peer port does not support auto-negotiation
or turns off this feature, the Switch determines the connection speed by
detecting the signal on the cable and using half duplex mode. When the
Switch’s auto-negotiation is turned off, a port uses the pre-configured
speed and duplex mode when making a connection, thus requiring you to
make sure that the settings of the peer port are the same in order to
connect.

Flow Control

A concentration of traffic on a port decreases port bandwidth and overflows
buffer memory causing packet discards and frame losses. Flow Control is
used to regulate transmission of signals to match the bandwidth of the
receiving port.

The Switch uses IEEE 802.3x flow control in full duplex mode and
backpressure flow control in half duplex mode.

IEEE 802.3x flow control is used in full duplex mode to send a pause signal
to the sending port, causing it to temporarily stop sending signals when
the receiving port memory buffers fill.

Back Pressure flow control is typically used in half duplex mode to send a
"collision" signal to the sending port (mimicking a state of packet collision)
causing the sending port to temporarily stop sending signals and resend
later. Select Flow Control to enable it.

802.1p
Priority

This priority value is added to incoming frames without a (802.1p) priority
queue tag. See Priority Queue Assignment in Table 12 on page 108 for
more information.

BPDU
Control

Configure the way to treat BPDUs received on this port. You must activate
bridging control protocol transparency in the Switch Setup screen first.

Select Peer to process any BPDU (Bridge Protocol Data Units) received on
this port.

Select Tunnel to forward BPDUs received on this port.
Select Discard to drop any BPDU received on this port.

Select Network to process a BPDU with no VLAN tag and forward a tagged
BPDU.

CX4 Cable

For the XGS-4526, this field is available when you install an EM-412
module in the Switch’s optional uplink module slot (see Section 3.2 on
page 41).

Select the number of meters for the length of the 10GBASE-CX4 cable you
use to connect between the Switch and another switch for stacking.
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Table 14 Basic Setting > Port Setup (continued)

LABEL

DESCRIPTION

Apply

Click Apply to save your changes to the Switch’s run-time memory. The
Switch loses these changes if it is turned off or loses power, so use the
Save link on the top navigation panel to save your changes to the non-
volatile memory when you are done configuring.

Cancel

Click Cancel to begin configuring this screen afresh.
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The type of screen you see here depends on the VLAN Type you selected in the
Switch Setup screen. This chapter shows you how to configure 802.1Q tagged
and port-based VLANSs.

9.1 Introduction to IEEE 802.1Q Tagged VLANS

A tagged VLAN uses an explicit tag (VLAN ID) in the MAC header to identify the
VLAN membership of a frame across bridges - they are not confined to the switch
on which they were created. The VLANs can be created statically by hand or
dynamically through GVRP. The VLAN ID associates a frame with a specific VLAN
and provides the information that switches need to process the frame across the
network. A tagged frame is four bytes longer than an untagged frame and
contains two bytes for the TPID (Tag Protocol Identifier, residing within the type/
length field of the Ethernet frame) and two bytes for the TCI (Tag Control
Information, starting after the source address field of the Ethernet frame).

The CFI (Canonical Format Indicator) is a single-bit flag, always set to zero for
Ethernet switches. If a frame received at an Ethernet port has a CFl set to 1, then
that frame should not be forwarded as it is to an untagged port. The remaining
twelve bits define the VLAN ID, giving a possible maximum number of 4,096
VLANSs. Note that user priority and VLAN ID are independent of each other. A
frame with VID (VLAN ldentifier) of null (O) is called a priority frame, meaning that
only the priority level is significant and the default VID of the ingress port is given
as the VID of the frame. Of the 4096 possible VIDs, a VID of O is used to identify
priority frames and the value 4095 (FFF) is reserved, so the maximum possible
number of VLAN configurations is 4,094.

TPID User Priority CFl VLAN ID

2 Bytes | 3 Bits 1 Bit |12 bits

9.1.1 Forwarding Tagged and Untagged Frames

Each port on the Switch is capable of passing tagged or untagged frames. To
forward a frame from an 802.1Q VLAN-aware switch to an 802.1Q VLAN-unaware
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switch, the Switch first decides where to forward the frame and then strips off the
VLAN tag. To forward a frame from an 802.1Q VLAN-unaware switch to an 802.1Q
VLAN-aware switch, the Switch first decides where to forward the frame, and then
inserts a VLAN tag reflecting the ingress port's default VID. The default PVID is
VLAN 1 for all ports, but this can be changed.

A broadcast frame (or a multicast frame for a multicast group that is known by the
system) is duplicated only on ports that are members of the VID (except the
ingress port itself), thus confining the broadcast to a specific domain.

9.2 Automatic VLAN Registration

GARP and GVRP are the protocols used to automatically register VLAN
membership across switches.

9.2.1 GARP

GARP (Generic Attribute Registration Protocol) allows network switches to register
and de-register attribute values with other GARP participants within a bridged
LAN. GARP is a protocol that provides a generic mechanism for protocols that
serve a more specific application, for example, GVRP.

9.2.1.1 GARP Timers

Switches join VLANs by making a declaration. A declaration is made by issuing a
Join message using GARP. Declarations are withdrawn by issuing a Leave
message. A Leave All message terminates all registrations. GARP timers set
declaration timeout values.

9.2.2 GVRP

118

GVRP (GARP VLAN Registration Protocol) is a registration protocol that defines a
way for switches to register necessary VLAN members on ports across the
network. Enable this function to permit VLAN groups beyond the local Switch.

Please refer to the following table for common IEEE 802.1Q VLAN terminology.

Table 15 IEEE 802.1Q VLAN Terminology

VLAN
PARAMETER TERM DESCRIPTION
VLAN Type Permanent VLAN | This is a static VLAN created manually.

Dynamic VLAN This is a VLAN configured by a GVRP registration/
deregistration process.
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Table 15 IEEE 802.1Q VLAN Terminology (continued)

VLAN
PARAMETER TERM DESCRIPTION
VLAN Registration Fixed | Fixed registration ports are permanent VLAN
Administrative members.
Control
Registration Ports with registration forbidden are forbidden to
Forbidden join the specified VLAN.
Normal Ports dynamically join a VLAN using GVRP.
Registration
VLAN Tag Control | Tagged Ports belonging to the specified VLAN tag all
outgoing frames transmitted.
Untagged Ports belonging to the specified VLAN don't tag all
outgoing frames transmitted.
VLAN Port Port VID This is the VLAN ID assigned to untagged frames
that this port received.
Acceptable Frame | You may choose to accept both tagged and
Type untagged incoming frames, just tagged incoming
frames or just untagged incoming frames on a
port.
Ingress filtering If set, the Switch discards incoming frames for
VLANSs that do not have this port as a member.

9.3 Port VLAN Trunking

Enable VLAN Trunking on a port to allow frames belonging to unknown VLAN
groups to pass through that port. This is useful if you want to set up VLAN groups
on end devices without having to configure the same VLAN groups on
intermediary devices.

The following figure describes VLAN Trunking. Suppose you want to create VLAN
groups 1 and 2 (V1 and V2) on devices A and B. Without VLAN Trunking, you
must configure VLAN groups 1 and 2 on all intermediary switches C, D and E;
otherwise they will drop frames with unknown VLAN group tags. However, with
VLAN Trunking enabled on a port(s) in each intermediary switch you only need
to create VLAN groups in the end devices (A and B). C, D and E automatically
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allow frames with VLAN group tags 1 and 2 (VLAN groups that are unknown to
those switches) to pass through their VLAN trunking port(s).

Figure 37 Port VLAN Trunking
Cc E

, \
d

Vi v2

9.4 Select the VLAN Type

Select a VLAN type in the Basic Setting > Switch Setup screen.

Figure 38 Switch Setup: Select VLAN Type
[ @ Switch Setup ]

* gnz10
VLAN Type
[ 2 " PartBased

9.5 Static VLAN

Use a static VLAN to decide whether an incoming frame on a port should be

- sent to a VLAN group as normal depending on its VLAN tag.
- sent to a group whether it has a VLAN tag or not.

« blocked from a VLAN group regardless of its VLAN tag.

You can also tag all outgoing frames (that were previously untagged) from a port
with the specified VID.
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9.5.1 VLAN Status

See Section 9.1 on page 117 for more information on Static VLAN. Click
Advanced Application = VLAN from the navigation panel to display the VLAN

Status screen as shown next.

Figure 39 Advanced Application > VLAN: VLAN Status

[ @) VLAN Status VLAN Port Setting Static VLAN
VLAN Search by VID Search |
The Number of VLAN: 1.
Index VviD Elapsed Time Status
il 1 a2 Static
Chanhde Pages Previous | Mext |

The following table describes the labels in this screen.

Table 16 Advanced Application > VLAN: VLAN Status

LABEL DESCRIPTION

VLAN Search | Enter an existing VLAN ID number(s) (separated by a comma) and click

by VID Search to display only the specified VLAN(S) in the list below.

Leave this field blank and click Search to display all VLANs configured on
the Switch.

The Number | This is the number of VLANs configured on the Switch.

of VLAN

The Number | This is the number of VLANs that match the searching criteria and display

of Search in the list below.

Results o )

This field displays only when you use the Search button to look for
certain VLANSs.

Index This is the VLAN index number. Click on an index number to view more
VLAN details.

VID This is the VLAN identification number that was configured in the Static
VLAN screen.

Elapsed Time | This field shows how long it has been since a normal VLAN was registered
or a static VLAN was set up.

Status This field shows how this VLAN was added to the Switch; dynamic - using
GVRP, static - added as a permanent entry or other - added in another
way such as via Multicast VLAN Registration (MVR).

Change Pages | Click Previous or Next to show the previous/next screen if all status
information cannot be seen in one screen.
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9.5.2 VLAN Detalls

Use this screen to view detailed port settings and status of the VLAN group. See
Section 9.1 on page 117 for more information on static VLAN. Click on an index
number in the VLAN Status screen to display VLAN details.

Figure 40 Advanced Application > VLAN > VLAN Detail

[ @) VLAN Detail ___J VLAN Status
Fort Mumber
WD 2 4 4] g 10 Tz 14 16 18 20 22 24 26 28 ElapsedTime Status
1 3 5 7 ] 11 1320 45 |47 a0 2] 23 | 25 |27
L 8] L L 8] L L L 8] L L 4] L .
1 32207 Static
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The following table describes the labels in this screen.

Table 17 Advanced Application > VLAN > VLAN Detail

LABEL

DESCRIPTION

VLAN Status

Click this to go to the VLAN Status screen.

VID

This is the VLAN identification number that was configured in the Static
VLAN screen.

Port Number

This column displays the ports that are participating in a VLAN. A tagged
port is marked as T, an untagged port is marked as U and ports not
participating in a VLAN are marked as “—“.

Elapsed Time

This field shows how long it has been since a normal VLAN was registered
or a static VLAN was set up.

Status

This field shows how this VLAN was added to the Switch; dynamic - using
GVRP, static - added as a permanent entry or other - added in another
way such as via Multicast VLAN Registration (MVR).

9.5.3 Configure a Static VLAN
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Use this screen to configure and view 802.1Q VLAN parameters for the Switch.
See Section 9.1 on page 117 for more information on static VLAN. To configure a
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static VLAN, click Static VLAN in the VLAN Status screen to display the screen

as shown next.

Figure 41 Advanced Application > VLAN > Static VLAN
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The following table describes the related labels in this screen.

Table 18 Advanced Application > VLAN > Static VLAN

LABEL DESCRIPTION

ACTIVE Select this check box to activate the VLAN settings.

Name Enter a descriptive name for the VLAN group for identification purposes.
This name consists of up to 64 printable characters; spaces are allowed.

VLAN Group Enter the VLAN ID for this static entry; the valid range is between 1 and

ID 4094.

Port The port number identifies the port you are configuring.

*

Settings in this row apply to all ports.

Use this row only if you want to make some settings the same for all
ports. Use this row first to set the common settings and then make
adjustments on a port-by-port basis.

Note: Changes in this row are copied to all the ports as soon as you
make them.
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Table 18 Advanced Application > VLAN > Static VLAN (continued)

LABEL DESCRIPTION

Control Select Normal for the port to dynamically join this VLAN group using
GVRP. This is the default selection.
Select Fixed for the port to be a permanent member of this VLAN group.
Select Forbidden if you want to prohibit the port from joining this VLAN
group.

Tagging Select TX Tagging if you want the port to tag all outgoing frames
transmitted with this VLAN Group ID.

Add Click Add to save your changes to the Switch’s run-time memory. The
Switch loses these changes if it is turned off or loses power, so use the
Save link on the top navigation panel to save your changes to the non-
volatile memory when you are done configuring.

Cancel Click Cancel to begin configuring this screen afresh.

Clear Click Clear to start configuring the screen again.

VID This field displays the ID number of the VLAN group. Click the number to
edit the VLAN settings.

Active This field indicates whether the VLAN settings are enabled (Yes) or
disabled (NO).

Name This field displays the descriptive name for this VLAN group.

Delete Click Delete to remove the selected entry from the summary table.

Cancel Click Cancel to clear the Delete check boxes.

9.5.4 Configure VLAN Port Settings

Use the VLAN Port Setting screen to configure the static VLAN (IEEE 802.1Q)
settings on a port. See Section 9.1 on page 117 for more information on static
VLAN. Click the VLAN Port Setting link in the VLAN Status screen.

Figure 42 Advanced Application > VLAN > VLAN Port Setting
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The following table describes the labels in this screen.

Table 19 Advanced Application > VLAN > VLAN Port Setting

LABEL DESCRIPTION

GVRP GVRP (GARP VLAN Registration Protocol) is a registration protocol that
defines a way for switches to register necessary VLAN members on
ports across the network.
Select this check box to permit VLAN groups beyond the local Switch.

Port This field displays the port number.

Settings in this row apply to all ports.

Use this row only if you want to make some settings the same for all
ports. Use this row first to set the common settings and then make
adjustments on a port-by-port basis.

Note: Changes in this row are copied to all the ports as soon as you
make them.

Ingress Check

If this check box is selected for a port, the Switch discards incoming
frames for VLANs that do not include this port in its member set.

Clear this check box to disable ingress filtering.

PVID A PVID (Port VLAN ID) is a tag that adds to incoming untagged frames
received on a port so that the frames are forwarded to the VLAN group
that the tag defines.

Enter a number between land 4094 as the port VLAN ID.

GVRP Select this check box to allow GVRP on this port.

Acceptable Specify the type of frames allowed on a port. Choices are All, Tag Only

Frame Type and Untag Only.

Select All from the drop-down list box to accept all untagged or tagged
frames on this port. This is the default setting.

Select Tag Only to accept only tagged frames on this port. All untagged
frames will be dropped.

Select Untag Only to accept only untagged frames on this port. All
tagged frames will be dropped.

VLAN Trunking

Enable VLAN Trunking on ports connected to other switches or routers
(but not ports directly connected to end users) to allow frames
belonging to unknown VLAN groups to pass through the Switch.

Isolation

Select this to allows this port to communicate only with the CPU
management port and the ports on which the isolation feature is not
enabled.

Apply

Click Apply to save your changes to the Switch’s run-time memory. The
Switch loses these changes if it is turned off or loses power, so use the
Save link on the top navigation panel to save your changes to the non-
volatile memory when you are done configuring.

Cancel

Click Cancel to begin configuring this screen afresh.

XGS-4526/4528F/4728F User’s Guide

125




Chapter 9 VLAN

9.6 Subnet Based VLANS
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Subnet based VLANSs allow you to group traffic into logical VLANs based on the
source IP subnet you specify. When a frame is received on a port, the Switch
checks if a tag is added already and the IP subnet it came from. The untagged
packets from the same IP subnet are then placed in the same subnet based VLAN.
One advantage of using subnet based VLANSs is that priority can be assigned to
traffic from the same IP subnet.

For example, an ISP (Internet Service Provider) may divide different types of
services it provides to customers into different IP subnets. Traffic for voice
services is designated for IP subnet 172.16.1.0/24, video for 192.168.1.0/24 and
data for 10.1.1.0/24. The Switch can then be configured to group incoming traffic
based on the source IP subnet of incoming frames.

You can then configure a subnet based VLAN with priority 6 and VID of 100 for
traffic received from IP subnet 172.16.1.0/24 (voice services). You can also have
a subnet based VLAN with priority 5 and VID of 200 for traffic received from IP
subnet 192.168.1.0/24 (video services). Lastly, you can configure VLAN with
priority 3 and VID of 300 for traffic received from IP subnet 10.1.1.0/24 (data
services). All untagged incoming frames will be classified based on their source IP
subnet and prioritized accordingly. That is, video services receive the highest
priority and data the lowest.

Figure 43 Subnet Based VLAN Application Example
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9.7 Configuring Subnet Based VLAN

Click Subnet Based VLAN in the VLAN Port Setting screen to display the
configuration screen as shown.

Note: Subnet based VLAN applies to un-tagged packets and is applicable only when
you use IEEE 802.1Q tagged VLAN.

Figure 44 Advanced Application > VLAN > VLAN Port Setting > Subnet Based

VLAN
o b 5 VYLAN Vlan Port Setting
Active |
DHCP-Vlan Override O
Apply|
Active [
Name |
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Mask-Bits I
viD I
Priority |
Index Active Mame P Mask-Bits  VID Priority Delete
Delete | Cancel |

The following table describes the labels in this screen.

Table 20 Advanced Application > VLAN > VLAN Port Setting > Subnet Based VLAN

Setup

LABEL

DESCRIPTION

Active

Check this box to activate this subnet based VLANs on the Switch.

DHCP-Vlan
Override

When DHCP snooping is enabled DHCP clients can renew their IP address
through the DHCP VLAN or via another DHCP server on the subnet based
VLAN.

Select this checkbox to force the DHCP clients in this IP subnet to obtain
their IP addresses through the DHCP VLAN.

Apply

Click Apply to save your changes to the Switch’s run-time memory. The
Switch loses these changes if it is turned off or loses power, so use the
Save link on the top navigation panel to save your changes to the non-
volatile memory when you are done configuring.

Active

Check this box to activate the IP subnet VLAN you are creating or editing.

Name

Enter up to 32 alphanumeric characters to identify this subnet based VLAN.
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Table 20 Advanced Application > VLAN > VLAN Port Setting > Subnet Based VLAN
Setup (continued)

LABEL DESCRIPTION

IP Enter the IP address of the subnet for which you want to configure this
subnet based VLAN.

Mask-Bits Enter the bit number of the subnet mask. To find the bit nhumber, convert
the subnet mask to binary format and add all the 1's together. Take
“255.255.255.0” for example. 255 converts to eight 1s in binary. There are
three 255s, so add three eights together and you get the bit number (24).

VID Enter the ID of a VLAN with which the untagged frames from the IP subnet
specified in this subnet based VLAN are tagged. This must be an existing
VLAN which you defined in the Advanced Applications > VLAN screens.

Priority Select the priority level that the Switch assigns to frames belonging to this
VLAN.

Add Click Add to save your changes to the Switch’s run-time memory. The
Switch loses these changes if it is turned off or loses power, so use the
Save link on the top navigation panel to save your changes to the non-
volatile memory when you are done configuring.

Cancel Click Cancel to begin configuring this screen afresh.

Index This is the index number identifying this subnet based VLAN. Click on any
of these numbers to edit an existing subnet based VLAN.

Active This field shows whether the subnet based VLAN is active or not.

Name This field shows the name the subnet based VLAN.

IP This field shows the IP address of the subnet for this subnet based VLAN.

Mask-Bits This field shows the subnet mask in bit number format for this subnet
based VLAN.

VID This field shows the VLAN ID of the frames which belong to this subnet
based VLAN.

Priority This field shows the priority which is assigned to frames belonging to this
subnet based VLAN.

Delete Click this to delete the subnet based VLANs which you marked for deletion.

Cancel Click Cancel to begin configuring this screen afresh.

9.8 Protocol Based VLANSs

Protocol based VLANs allow you to group traffic into logical VLANs based on the
protocol you specify. When an upstream frame is received on a port (configured
for a protocol based VLAN), the Switch checks if a tag is added already and its
protocol. The untagged packets of the same protocol are then placed in the same
protocol based VLAN. One advantage of using protocol based VLANSs is that priority
can be assigned to traffic of the same protocol.
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Note: Protocol based VLAN applies to un-tagged packets and is applicable only when
you use IEEE 802.1Q tagged VLAN.
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For example, ports 1, 2, 3 and 4 belong to static VLAN 100, and ports 4, 5, 6, 7

belong to static VLAN 120. You can configure a protocol based VLAN A with priority

3 for ARP traffic received on port 1, 2 and 3. You can also have a protocol based

VLAN B with priority 2 for Apple Talk traffic received on port 6 and 7. All upstream
ARP traffic from port 1, 2 and 3 will be grouped together, and all upstream Apple
Talk traffic from port 6 and 7 will be in another group and have higher priority than
ARP traffic when they go through the uplink port to a backbone switch C.

Figure 45 Protocol Based VLAN Application Example

9.9 Configuring Protocol Based VLAN

Click Protocol Based VLAN in the VLAN Port Setting screen to display the

configuration screen as shown.

Figure 46 Advanced Application > VLAN > VLAN Port Setting > Protocol Based

VLAN
L @) Protocol BasedVLAN ] Vlan Port Setting
Active m|

Port Ii
Name Ii
e [P -
" others I (Hesy
VD I—
o=

Priority 0~

Ethernet-type

Add| Cancel |

Index Active Port Hame Ethernet-type

viD

Priority Delete

Delete | Cancel |

XGS-4526/4528F/4728F User’'s Guide

129




Chapter 9 VLAN

The following table describes the labels in this screen.

Table 21 Advanced Application > VLAN > VLAN Port Setting > Protocol Based

VLAN Setup
LABEL DESCRIPTION
Active Check this box to activate this protocol based VLAN.
Port Type a port number to be included in this protocol based VLAN.
This port must belong to a static VLAN in order to participate in a protocol
based VLAN. See Chapter 9 on page 117 for more details on setting up
VLANS.
Name Enter up to 32 alphanumeric characters to identify this protocol based
VLAN.
Ethernet- Use the drop down list box to select a predefined protocol to be included in
type this protocol based VLAN or select Others and type the protocol number in
hexadecimal notation. For example, the IP protocol in hexadecimal
notation is 0800, and Novell IPX protocol is 8137.
Note: Protocols in the hexadecimal number range of 0x0000 to 0x05ff
are not allowed to be used for protocol based VLANS.
VID Enter the ID of a VLAN to which the port belongs. This must be an existing
VLAN which you defined in the Advanced Applications > VLAN screens.
Priority Select the priority level that the Switch will assign to frames belonging to
this VLAN.
Add Click Add to save your changes to the Switch’s run-time memory. The
Switch loses these changes if it is turned off or loses power, so use the
Save link on the top navigation panel to save your changes to the non-
volatile memory when you are done configuring.
Cancel Click Cancel to begin configuring this screen afresh.
Index This is the index number identifying this protocol based VLAN. Click on any
of these numbers to edit an existing protocol based VLAN.
Active This field shows whether the protocol based VLAN is active or not.
Port This field shows which port belongs to this protocol based VLAN.
Name This field shows the name the protocol based VLAN.
Ethernet- This field shows which Ethernet protocol is part of this protocol based
type VLAN.
VID This field shows the VLAN ID of the port.
Priority This field shows the priority which is assigned to frames belonging to this
protocol based VLAN.
Delete Click this to delete the protocol based VLANs which you marked for
deletion.
Cancel Click Cancel to begin configuring this screen afresh.
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9.10 Create an IP-based VLAN Example

This example shows you how to create an IP VLAN which includes ports 1, 4 and
8. Follow these steps using the screen below:

1 Activate this protocol based VLAN.

2 Type the port number you want to include in this protocol based VLAN. Type 1.
3 Give this protocol-based VLAN a descriptive name. Type IP-VLAN.

4 Select the protocol. Leave the default value IP.

5 Type the VLAN ID of an existing VLAN. In our example we already created a static
VLAN with an ID of 5. Type 5.

6 Leave the priority set to O and click Add.
Figure 47 Protocol Based VLAN Configuration Example

[ @) Protocol Based VLAN ___J
Active It3
Port |1
Hame |IP—\/LAN
Ett et-typ wilE =
Fthernet-type
L&) Othersl {(Hex)
viD |5
Priority |D 'I
Add| Cancel |
Index Active Port Hame Ethernet-type ViD Priority Delete
Delete | Cancel |
( EXAMPLE )

To add more ports to this protocol based VLAN.

1 Click the index number of the protocol based VLAN entry. Click 1
2 Change the value in the Port field to the next port you want to add.

3 Click Add.
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9.11 Port-based VLAN Setup

Port-based VLANs are VLANs where the packet forwarding decision is based on the
destination MAC address and its associated port.

Port-based VLANs require allowed outgoing ports to be defined for each port.
Therefore, if you wish to allow two subscriber ports to talk to each other, for
example, between conference rooms in a hotel, you must define the egress (an
egress port is an outgoing port, that is, a port through which a data packet leaves)
for both ports.

Port-based VLANs are specific only to the Switch on which they were created.

Note: When you activate port-based VLAN, the Switch uses a default VLAN ID of 1.
You cannot change it.

Note: In screens (such as IP Setup and Filtering) that require a VID, you must enter
1 as the VID.

The port-based VLAN setup screen is shown next. The CPU management port
forms a VLAN with all Ethernet ports.

9.11.1 Configure a Port-based VLAN

132

Select Port Based as the VLAN Type in the Switch Setup screen and then click
VLAN from the navigation panel to display the following screen. Select either All
Connected or Port Isolated from the drop-down list depending on your VLAN
and VLAN security requirements. If VLAN members need to communicate directly
with each other, then select All Connected. Select Port Isolated if you want to
restrict users from communicating directly. Click Apply to save your settings.
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The following screen shows users on a port-based, all-connected VLAN

configuration.

Figure 48 Advanced Application > VLAN > Port Based VLAN Setup (All Connected)
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The following screen shows users on a port-based, port-isolated VLAN

configuration.

Figure 49 Advanced Application > VLAN: Port Based VLAN Setup (Port Isolation)
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The following table describes the labels in this screen.

Table 22 Advanced Application > VLAN: Port Based VLAN Setup

LABEL

DESCRIPTION

Setting
Wizard

Choose All connected or Port isolation.

All connected means all ports can communicate with each other, that is,
there are no virtual LANs. All incoming and outgoing ports are selected.
This option is the most flexible but also the least secure.

Port isolation means that each port can only communicate with the CPU
management port and cannot communicate with each other. All incoming

ports are selected while only the CPU outgoing port is selected. This option
is the most limiting but also the most secure.

After you make your selection, click Apply (top right of screen) to display
the screens as mentioned above. You can still customize these settings by
adding/deleting incoming or outgoing ports, but you must also click Apply
at the bottom of the screen.

Incoming

These are the ingress ports; an ingress port is an incoming port, that is, a
port through which a data packet enters. If you wish to allow two
subscriber ports to talk to each other, you must define the ingress port for
both ports. The numbers in the top row denote the incoming port for the
corresponding port listed on the left (its outgoing port). CPU refers to the
Switch management port. By default it forms a VLAN with all Ethernet
ports. If it does not form a VLAN with a particular port then the Switch
cannot be managed from that port.

Outgoing

These are the egress ports. An egress port is an outgoing port, that is, a
port through which a data packet leaves. If you wish to allow two
subscriber ports to talk to each other, you must define the egress port for
both ports. CPU refers to the Switch management port. By default it forms
a VLAN with all Ethernet ports. If it does not form a VLAN with a particular
port then the Switch cannot be managed from that port.

Apply

Click Apply to save your changes to the Switch’s run-time memory. The
Switch loses these changes if it is turned off or loses power, so use the
Save link on the top navigation panel to save your changes to the non-
volatile memory when you are done configuring.

Cancel

Click Cancel to begin configuring this screen afresh.
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Static MAC Forward Setup

Use these screens to configure static MAC address forwarding.

10.1 Overview

This chapter discusses how to configure forwarding rules based on MAC addresses
of devices on your network.

10.2 Configuring Static MAC Forwarding

A static MAC address is an address that has been manually entered in the MAC
address table. Static MAC addresses do not age out. When you set up static MAC
address rules, you are setting static MAC addresses for a port. This may reduce
the need for broadcasting.

Static MAC address forwarding together with port security allows only computers
in the MAC address table on a port to access the Switch. See Chapter 19 on page
197 for more information on port security.
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Click Advanced Applications > Static MAC Forwarding in the navigation panel
to display the configuration screen as shown.

Figure 50 Advanced Application > Static MAC Forwarding

[ @ Static MAC Forwarding )
Active O
Name I
MAC Address I_I_‘I_I_‘I_l_‘
viD I
Port |
Addl Cancel | Clearl
Index Active Name MAC Address VID Port Delete
Delete | Cancel |

The following table describes the labels in this screen.

Table 23 Advanced Application > Static MAC Forwarding

LABEL DESCRIPTION

Active Select this check box to activate your rule. You may temporarily deactivate
a rule without deleting it by clearing this check box.

Name Enter a descriptive name for identification purposes for this static MAC

address forwarding rule.

MAC Address

Enter the MAC address in valid MAC address format, that is, six
hexadecimal character pairs.

Note: Static MAC addresses do not age out.

VID Enter the VLAN identification number.

Port Enter the port where the MAC address entered in the previous field will be
automatically forwarded.

Add Click Add to save your rule to the Switch’s run-time memory. The Switch
loses this rule if it is turned off or loses power, so use the Save link on the
top navigation panel to save your changes to the non-volatile memory
when you are done configuring.

Cancel Click Cancel to begin configuring this screen afresh.

Clear Click Clear to reset the fields to the factory defaults.

Index Click an index number to modify a static MAC address rule for a port.

Active This field displays whether this static MAC address forwarding rule is active
(Yes) or not (No). You may temporarily deactivate a rule without deleting
it.

Name This field displays the descriptive name for identification purposes for this

static MAC address-forwarding rule.

MAC Address

This field displays the MAC address that will be forwarded and the VLAN
identification number to which the MAC address belongs.

VID

This field displays the ID number of the VLAN group.
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Table 23 Advanced Application > Static MAC Forwarding (continued)

LABEL

DESCRIPTION

Port

This field displays the port where the MAC address shown in the next field
will be forwarded.

Delete

Click Delete to remove the selected entry from the summary table.

Cancel

Click Cancel to clear the Delete check boxes.
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Static Multicast Forward Setup

Use these screens to configure static multicast address forwarding.

11.1 Static Multicast Forwarding Overview

A multicast MAC address is the MAC address of a member of a multicast group. A
static multicast address is a multicast MAC address that has been manually
entered in the multicast table. Static multicast addresses do not age out. Static
multicast forwarding allows you (the administrator) to forward multicast frames to
a member without the member having to join the group first.

If a multicast group has no members, then the switch will either flood the
multicast frames to all ports or drop them. You can configure this in the
Advanced Application > Multicast > Multicast Setting screen (see Section
24.3 on page 229). Figure 51 shows such unknown multicast frames flooded to all
ports. With static multicast forwarding, you can forward these multicasts to
port(s) within a VLAN group. Figure 52 shows frames being forwarded to devices
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connected to port 3. Figure 53 shows frames being forwarded to ports 2 and 3
within VLAN group 4.

Figure 51 No Static Multicast Forwarding

T,
W
AW

| (| (.

Figure 52 Static Multicast Forwarding to A Single Port
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Figure 53 Static Multicast Forwarding to Multiple Ports
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11.2 Configuring Static Multicast Forwarding

Use this screen to configure rules to forward specific multicast frames, such as
streaming or control frames, to specific port(s).
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Click Advanced Application > Static Multicast Forwarding to display the
configuration screen as shown.

Figure 54 Advanced Application > Static Multicast Forwarding

[ @) Static Multicast Forwarding
Active (m
Name I
MAC Address I | :| :f :f :|
VD |
Port I
Addl Cancel | Clearl
Index  Active Name MAC Address VD Port Delete
Delete | Cancel |

The following table describes the labels in this screen.

Table 24 Advanced Application > Static Multicast Forwarding
LABEL DESCRIPTION

Active Select this check box to activate your rule. You may temporarily deactivate
a rule without deleting it by clearing this check box.

Name Type a descriptive name (up to 32 printable ASCII characters) for this
static multicast MAC address forwarding rule. This is for identification only.

MAC Address | Enter a multicast MAC address which identifies the multicast group. The
last binary bit of the first octet pair in a multicast MAC address must be 1.
For example, the first octet pair 00000001 is 01 and 00000011 is 03 in
hexadecimal, so 01:00:5e:00:00:0A and 03:00:5e:00:00:27 are valid
multicast MAC addresses.

VID You can forward frames with matching destination MAC address to port(s)
within a VLAN group. Enter the ID that identifies the VLAN group here. If
you don’t have a specific target VLAN, enter 1.

Port Enter the port(s) where frames with destination MAC address that matched
the entry above are forwarded. You can enter multiple ports separated by
(no space) comma (,) or hyphen (-). For example, enter “3-5” for ports 3,
4, and 5. Enter “3,5,7” for ports 3, 5, and 7.

Add Click Add to save your rule to the Switch’s run-time memory. The Switch
loses this rule if it is turned off or loses power, so use the Save link on the
top navigation panel to save your changes to the non-volatile memory
when you are done configuring.

Cancel Click Cancel to reset the fields to their last saved values.

Clear Click Clear to begin configuring this screen afresh.

Index Click an index number to modify a static multicast MAC address rule for
port(s).
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Table 24 Advanced Application > Static Multicast Forwarding (continued)

144

LABEL DESCRIPTION

Active This field displays whether a static multicast MAC address forwarding rule
is active (Yes) or not (No). You may temporarily deactivate a rule without
deleting it.

Name This field displays the descriptive name for identification purposes for a
static multicast MAC address-forwarding rule.

MAC Address | This field displays the multicast MAC address that identifies a multicast
group.

VID This field displays the ID number of a VLAN group to which frames
containing the specified multicast MAC address will be forwarded.

Port This field displays the port(s) within a identified VLAN group to which
frames containing the specified multicast MAC address will be forwarded.

Delete Click Delete to remove the selected entry from the summary table.

Cancel Click Cancel to clear the Delete check boxes.

XGS-4526/4528F/4728F User's Guide



Filtering

This chapter discusses MAC address port filtering.

12.1 Configure a Filtering Rule

Configure the Switch to filter traffic based on the traffic’s source, destination MAC
addresses and/or VLAN group (ID).

Click Advanced Application > Filtering in the navigation panel to display the
screen as shown next.

Figure 55 Advanced Application > Filtering
[ @) Filtering ___J

Active [l

Name |

7 Discard source
™ Discard destination

MAC I I Y | I
=

VviD

Action

Add Cancell Clearl

Index Active Name MAC Address ViD Action Delete

Delete | Cancel |

The following table describes the related labels in this screen.

Table 25 Advanced Application > Flltering
LABEL DESCRIPTION

Active Make sure to select this check box to activate your rule. You may
temporarily deactivate a rule without deleting it by deselecting this check
box.

Name

Type a descriptive name (up to 32 printable ASCII characters) for this rule.
This is for identification only.
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Table 25 Advanced Application > Flitering (continued)

LABEL DESCRIPTION

Action Select Discard source to drop frames from the source MAC address
(specified in the MAC field). The Switch can still send frames to the MAC
address.

Select Discard destination to drop frames to the destination MAC address
(specified in the MAC address). The Switch can still receive frames
originating from the MAC address.

Select Discard source and Discard destination to block traffic to/from
the MAC address specified in the MAC field.

MAC Type a MAC address in a valid MAC address format, that is, six hexadecimal
character pairs.

VID Type the VLAN group identification number.

Add Click Add to save your changes to the Switch’s run-time memory. The
Switch loses these changes if it is turned off or loses power, so use the Save
link on the top navigation panel to save your changes to the non-volatile
memory when you are done configuring.

Cancel Click Cancel to begin configuring this screen afresh.

Clear Click Clear to clear the fields to the factory defaults.

Index This field displays the index number of the rule. Click an index number to
change the settings.

Active This field displays Yes when the rule is activated and No when is it
deactivated.

Name This field displays the descriptive name for this rule. This is for identification
purposes only.

MAC This field displays the source/destination MAC address with the VLAN

Address identification number to which the MAC address belongs.

VID This field displays the VLAN group identification number.

Delete Check the rule(s) that you want to remove in the Delete column and then
click the Delete button.

Cancel Click Cancel to clear the selected checkbox(es) in the Delete column.
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The Switch supports Spanning Tree Protocol (STP), Rapid Spanning Tree Protocol
(RSTP) and Multiple Spanning Tree Protocol (MSTP) as defined in the following
standards.

e |EEE 802.1D Spanning Tree Protocol
- |EEE 802.1w Rapid Spanning Tree Protocol
- |EEE 802.1s Multiple Spanning Tree Protocol

The Switch also allows you to set up multiple STP configurations (or trees). Ports
can then be assigned to the trees.

13.1 STP/RSTP Overview

(R)STP detects and breaks network loops and provides backup links between
switches, bridges or routers. It allows a Switch to interact with other (R)STP-
compliant switches in your network to ensure that only one path exists between
any two stations on the network.

The Switch uses IEEE 802.1w RSTP (Rapid Spanning Tree Protocol) that allows
faster convergence of the spanning tree than STP (while also being backwards
compatible with STP-only aware bridges). In RSTP, topology change information is
directly propagated throughout the network from the device that generates the
topology change. In STP, a longer delay is required as the device that causes a
topology change first notifies the root bridge and then the root bridge notifies the
network. Both RSTP and STP flush unwanted learned addresses from the filtering
database. In RSTP, the port states are Discarding, Learning, and Forwarding.

Note: In this user’s guide, “STP” refers to both STP and RSTP.

13.1.1 STP Terminology

The root bridge is the base of the spanning tree.
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Path cost is the cost of transmitting a frame onto a LAN through that port. The
recommended cost is assigned according to the speed of the link to which a port is
attached. The slower the media, the higher the cost.

Table 26 STP Path Costs

e sveep | FECUMENDED | ECOMVENDED | AL OWED
Path Cost 4Mbps 250 100 to 1000 1 to 65535
Path Cost 10Mbps 100 50 to 600 1 to 65535
Path Cost 16Mbps 62 40 to 400 1 to 65535
Path Cost 100Mbps 19 10 to 60 1 to 65535
Path Cost 1Gbps 3to 10 1 to 65535
Path Cost 10Gbps 2 1to5 1 to 65535

On each bridge, the bridge communicates with the root through the root port. The
root port is the port on this Switch with the lowest path cost to the root (the root
path cost). If there is no root port, then this Switch has been accepted as the root
bridge of the spanning tree network.

For each LAN segment, a designated bridge is selected. This bridge has the lowest
cost to the root among the bridges connected to the LAN.

13.1.2 How STP Works

After a bridge determines the lowest cost-spanning tree with STP, it enables the
root port and the ports that are the designated ports for connected LANs, and
disables all other ports that participate in STP. Network packets are therefore only
forwarded between enabled ports, eliminating any possible network loops.

STP-aware switches exchange Bridge Protocol Data Units (BPDUs) periodically.
When the bridged LAN topology changes, a new spanning tree is constructed.

Once a stable network topology has been established, all bridges listen for Hello
BPDUs (Bridge Protocol Data Units) transmitted from the root bridge. If a bridge
does not get a Hello BPDU after a predefined interval (Max Age), the bridge
assumes that the link to the root bridge is down. This bridge then initiates
negotiations with other bridges to reconfigure the network to re-establish a valid
network topology.
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13.1.3 STP Port States

STP assigns five port states to eliminate packet looping. A bridge port is not
allowed to go directly from blocking state to forwarding state so as to eliminate
transient loops.

Table 27 STP Port States

EORT. DESCRIPTION

Disabled STP is disabled (default).

Blocking Only configuration and management BPDUs are received and processed.

Listening All BPDUs are received and processed.
Note: The listening state does not exist in RSTP.

Learning All BPDUs are received and processed. Information frames are submitted
to the learning process but not forwarded.

Forwarding All BPDUs are received and processed. All information frames are received
and forwarded.

13.1.4 Multiple RSTP

MRSTP (Multiple RSTP) is ZyXEL'’s proprietary feature that is compatible with RSTP
and STP. With MRSTP, you can have more than one spanning tree on your Switch
and assign port(s) to each tree. Each spanning tree operates independently with

its own bridge information.

In the following example, there are two RSTP instances (MRSTP 1 and MRSTP2)
on switch A.

Figure 56 MRSTP Network Example

| S
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To set up MRSTP, activate MRSTP on the Switch and specify which port(s) belong
to which spanning tree.
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Note: Each port can belong to one STP tree only.

13.1.5 Multiple STP

Multiple Spanning Tree Protocol (IEEE 802.1s) is backwards compatible with STP/
RSTP and addresses the limitations of existing spanning tree protocols (STP and
RSTP) in networks to include the following features:

e One Common and Internal Spanning Tree (CIST) that represents the entire
network’s connectivity.

= Grouping of multiple bridges (or switching devices) into regions that appear as
one single bridge on the network.

< A VLAN can be mapped to a specific Multiple Spanning Tree Instance (MSTI).
MSTI allows multiple VLANs to use the same spanning tree.

» Load-balancing is possible as traffic from different VLANs can use distinct paths
in a region.

13.1.5.1 MSTP Network Example

The following figure shows a network example where two VLANs are configured on
the two switches. If the switches are using STP or RSTP, the link for VLAN 2 will be
