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About This User's Guide

About This User's Guide

Intended Audience

This manual isintended for people who want to configure the ZyWALL using the web
configurator or System Management Terminal (SMT). You should have at least abasic
knowledge of TCP/IP networking concepts and topol ogy.

Related Documentation

* Quick Start Guide

The Quick Start Guide is designed to help you get up and running right away. It contains
information on setting up your network and configuring for Internet access.

* Web Configurator Online Help

Embedded web help for descriptions of individual screens and supplementary
information.

* CLI| Reference Guide

The CLI Reference Guide explains how to use the Command-Line Interface (CLI) to
configure the ZyWALL.

» Supporting Disk
Refer to the included CD for support documents.
» ZyXEL Web Site

Please refer to www.zyxel.com for additional support documentation and product
certifications.

User Guide Feedback

Help us help you. Send al User Guide-related comments, questions or suggestions for
improvement to the following address, or use e-mail instead. Thank youl!

The Technical Writing Team,
ZyXEL Communications Corp.,
6 Innovation Road |1,
Science-Based Industrial Park,
Hsinchu, 300, Taiwan.

E-mail: techwriters@zyxel.com.tw
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Document Conventions

Document Conventions

Warnings and Notes

These are how warnings and notes are shown in this User’s Guide.

@ Warnings tell you about things that could harm you or your device.

g Notes tell you other important information (for example, other things you may
need to configure or helpful tips) or recommendations.

Syntax Conventions

The ZyWALL 5/35/70 series may be referred to asthe “ZyWALL”, the “device” or the
“system” in this User’s Guide.

Product |abels, screen names, field labels and field choices are all in bold font.

A key stroke is denoted by square brackets and uppercase text, for example, [ENTER]
means the “enter” or “return” key on your keyboard.

“Enter” means for you to type one or more characters and then pressthe [ENTER] key.
“Select” or “choose” means for you to use one of the predefined choices.

A right angle bracket ( >) within a screen name denotes a mouse click. For example,
Maintenance > Log > L og Setting means you first click M aintenance in the navigation
panel, then the L og sub menu and finally the L og Setting tab to get to that screen.

Units of measurement may denote the “metric” value or the “ scientific” value. For
example, “k” for kilo may denote“1000” or “1024", “M” for mega may denote “1000000"
or “1048576” and so on.

“e.g.,” isashorthand for “for instance”, and “i.e.,” means “that is’ or “in other words’.

ZyWALL 5/35/70 Series User’'s Guide



Document Conventions

Icons Used in Figures
Figuresin this User's Guide may use the following generic icons. The ZyWALL iconisnot an

exact representation of your device.
Notebook computer

ZyWALL Computer

Server Firewall
I
Switch Router
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Safety Warnings

Safety Warnings

@ For your safety, be sure to read and follow all warning notices and instructions.

* Do NOT usethis product near water, for example, in awet basement or near a swimming
pool.

» Do NOT expose your device to dampness, dust or corrosive liquids.
» Do NOT store things on the device.

* DoNOT ingtall, use, or service this device during a thunderstorm. There is aremote risk
of electric shock from lightning.

» Connect ONLY suitable accessories to the device.

» Do NOT open the device or unit. Opening or removing covers can expose you to
dangerous high voltage points or other risks. ONLY qualified service personnel should
service or disassemble this device. Please contact your vendor for further information.

» Make sure to connect the cables to the correct ports.

* Place connecting cables carefully so that no one will step on them or stumble over them.

» Always disconnect all cables from this device before servicing or disassembling.

* Use ONLY an appropriate power adaptor or cord for your device.

» Connect the power adaptor or cord to the right supply voltage (for example, 110V ACin
North America or 230V AC in Europe).

» Do NOT remove the plug and connect it to a power outlet by itself; always attach the plug
to the power adaptor first before connecting it to a power outlet.

* Do NOT alow anything to rest on the power adaptor or cord and do NOT place the
product where anyone can walk on the power adaptor or cord.

» Do NOT usethe device if the power adaptor or cord is damaged as it might cause
electrocution.

* |f the power adaptor or cord is damaged, remove it from the power outlet.

» Do NOT attempt to repair the power adaptor or cord. Contact your local vendor to order a
new one.

* Do not use the device outside, and make sure all the connections areindoors. Thereisa
remote risk of electric shock from lightning.

* CAUTION: RISK OF EXPLOSION IF BATTERY (on the motherboard) IS REPLACED
BY AN INCORRECT TYPE. DISPOSE OF USED BATTERIES ACCORDING TO
THE INSTRUCTIONS. Dispose them at the applicable collection point for the recycling
of electrical and electronic equipment. For detailed information about recycling of this
product, please contact your local city office, your household waste disposal service or the
store where you purchased the product.

» Do NOT obstruct the device ventilation slots, asinsufficient airflow may harm your
device.

» Fuse Warning! Replace a fuse only with afuse of the same type and rating.
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Safety Warnings

This product is recyclable. Dispose of it properly.
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Getting to Know Your ZyWALL

This chapter introduces the main features and applications of the ZyWALL.

1.1 ZyWALL Internet Security Appliance Overview

The ZyWALL isloaded with security features including VPN, firewall, content filtering, anti-
spam, IDP (Intrusion Detection and Prevention), anti-virus and certificates. The ZyWALL'’s
De-Militarized Zone (DMZ) increases LAN security by providing separate ports for
connecting publicly accessible servers. The ZyWALL isdesigned for small and medium sized
business that need the increased throughput and reliability of dual WAN interfaces and load
balancing. The ZyWALL 35 and ZyWALL 5 provide the option to change port roles from
LAN to DMZ.

You can also deploy the ZyWALL as atransparent firewall in an existing network with
minimal configuration.

The ZyWALL provides bandwidth management, NAT, port forwarding, policy routing,
DHCP server and many other powerful features.

You can add an |EEE 802.11b/g-compliant wireless LAN by either inserting awireless LAN
card into the PCMCIA/CardBus slot or connecting an access point (AP) to an Ethernet port in
aWLAN port role. If you insert awireless LAN card to add aWLAN, the ZyWALL offers
highly secured wireless connectivity to your wired network with IEEE 802.1x, WEP data
encryption, WPA (Wi-Fi Protected Access) and MAC address filtering. You can use the
wireless card as part of the LAN, DMZ or WLAN.

1.2 ZyWALL Features

The following table lists model specific features.
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g See Chapter 55 on page 769 for a complete list of features.

Table 1 ZyWALL Model Specific Features

FEATURE MOPEL# 170 = >
Two WAN Ports Y Y

3G Card Supported Y
Load Balancing Y Y Y
Changing Port Roles between LAN and DMZ Y Y
Changing Port Roles between LAN and WLAN | Y Y Y

TableKey: A'Y inamodel’s column shows that the model has the specified feature. The
information in this table was correct at the time of writing, although it may be subject to

change.

1.3 Applications for the ZyWALL

Here are some examples of what you can do with your ZyWALL.

1.3.1 Secure Broadband Internet Access via Cable or DSL Modem

You can connect a cable modem, DSL or wireless modem to the ZyWALL for broadband
Internet access via an Ethernet or wireless port on the modem. The ZyWALL guarantees not
only high speed Internet access, but secure internal network protection and traffic management

aswell.

Figure 1 Secure Internet Access via Cable, DSL or Wireless Modem
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1.3.2 VPN Application

ZyWALL VPN isanideal cost-effective way to securely connect branch offices, business
partners and telecommuters over the Internet without the need (and expense) for leased lines
between sites.

Figure 2 VPN Application

===mm=== = VPN
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1.3.3 3G WAN Application (ZyWALL 5 Only)

Insert a 3G card to have the ZyWALL (in router mode) wirelessly access the Internet viaa 3G
base station.

g At the time of writing, only ZyWALL 5 supports 3G, so all 3G descriptions
relate to ZyWALL 5 only. See Section 9.4 on page 192 for more information
about 3G.

With both the primary WAN (physical WAN port) and 3G WAN connections enabled, you
can use load balancing to improve quality of service and maximize bandwidth utilization or set
one of the WAN connections as a backup.

Figure 3 3G WAN Application
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1.4 Ways to Manage the ZyWALL

Use any of the following methods to manage the ZyWALL.

Web Configurator. Thisis recommended for everyday management of the ZyWALL
using a (supported) web browser.

Command Line Interface. Line commands are mostly used for troubleshooting by service
engineers. See the Command Reference Guide for more information about the CLI.

SMT. System Management Terminal is a text-based configuration menu that you can use
to configure your device.

FTP for firmware upgrades and configuration backup/restore.

SNMP. The device can be monitored by an SNMP manager. See the SNMP chapter in this
User’s Guide.

Vantage CNM (Centralized Network Management). The device can be remotely managed
using a Vantage CNM server.

1.5 Good Habits for Managing the ZyWALL

54

Do the following things regularly to make the ZyWALL more secure and to manage the
ZyWALL more effectively.

» Change the password. Use a password that's not easy to guess and that consists of

different types of characters, such as numbers and |etters.

» Write down the password and put it in a safe place.
» Back up the configuration (and make sure you know how to restore it). Restoring an

earlier working configuration may be useful if the device becomes unstable or even
crashes. If you forget your password, you will have to reset the ZyWALL to its factory
default settings. If you backed up an earlier configuration file, you would not have to
totally re-configure the ZyWALL. You could simply restore your last configuration.
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The ZyWALL can be placed on a desktop or rack-mounted on a standard EIA rack. Use the
brackets in a rack-mounted installation.

2.1 General Installation Instructions

Read all the safety warnings in the beginning of this User's Guide before you begin and make
sure you follow them.

Perform the installation as follows;

1 Makesurethe ZyWALL is off.

2 Install the hardware first.

3 Seethe Quick Start Guide for instructions on making power and panel connections and
turning on the ZyWALL.

/@ For proper ventilation, allow at least 4 inches (10 cm) of clearance at the front
and two sides and 3.4 inches (8 cm) at the back of the ZyWALL. This is
especially important for enclosed rack installations.

2.2 Desktop Installation

1 Make surethe ZyWALL isclean and dry.

2 Setthe ZyWALL on asmooth, level surface strong enough to support the weight of the
ZyWALL and the connected cables. Make sure there is a power outlet nearby.

3 Make sure there is enough clearance around the ZyWALL to alow air circulation and
the attachment of cables and the power cord or power adaptor.

4 Remove the adhesive backing from the rubber feet.

5 Attach the rubber feet to each corner on the bottom of the ZyWALL. These rubber feet
help protect the ZyWALL from shock or vibration and ensure space between devices
when stacking.
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Figure 4 Attaching Rubber Feet

g Do not block the ventilation holes. Leave space between ZyWALLSs when

stacking.

2.3 Rack-mounted Installation Requirements

&5

56

The ZyWALL can be mounted on an EIA standard size, 19-inch rack or in awiring closet with
other equipment. Follow the steps below to mount your ZyWALL on a standard EIA rack
using arack-mounting kit.

Make sure the rack will safely support the combined weight of all the
equipment it contains.

Make sure the position of the ZyWALL does not make the rack unstable or top-
heavy. Take all necessary precautions to anchor the rack securely before
installing the unit.

Use a#2 Phillips screwdriver to install the screws.

Failure to use the proper screws may damage the unit.
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2.4 Rack-Mounted Installation

1 Align one bracket with the holes on one side of the ZyWALL and secure it with the
bracket screws (smaller than the rack-mounting screws).

2 Attach the other bracket in asimilar fashion.

Figure 5 Attaching Mounting Brackets and Screws

3 After attaching both mounting brackets, position the ZyWALL in the rack by lining up
the holes in the brackets with the appropriate holes on the rack. Secure the ZyWALL to
the rack with the rack-mounting screws.

Figure 6 Rack Mounting

Nala,
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2.5 3G Card, WLAN Card and ZyWALL Turbo Card
Installation

g Do not insert or remove a card with the ZyWALL turned on.

Make sure the ZyWALL is off before inserting or removing an 802.11b/g-compliant wireless
LAN PCMCIA or CardBus card, 3G card or ZyWALL Turbo Card (to avoid damage). Slide
the connector end of the card into the slot as shown next.

Only certain ZyXEL wireless LAN cards or 3G card are compatible with the
ZyWALL. Only the ZyWALL 5 can use a 3G card.

Do not force, bend or twist the wireless LAN card, 3G card or ZyWALL Turbo
Card.

58

Figure 7 WLAN Card Installation
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2.6 Front Panel Lights

Figure 8 ZyWALL 70 Front Panel
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Figure 9 ZyWALL 35 Front Panel
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The following table describes the lights.
Table 2 Front Panel Lights

0402
Dg0;
o

LED COLOR | STATUS | DESCRIPTION
PWR Off The ZyWALL is turned off.
Green On The ZyWALL is turned on.
Red On The power to the ZyWALL is too low.
SYS Green Off The ZyWALL is not ready or has failed.
On The ZyWALL is ready and running.
Flashing | The ZyWALL is restarting.
ACT Green Off The backup port is not connected.
Flashing | The backup port is sending or receiving packets.
CARD Green Off The wireless LAN or 3G card is not ready, or has failed.
On The wireless LAN or 3G card is ready.
Flashing | The wireless LAN or 3G card is sending or receiving
packets.
LAN 10/100 off The LAN is not connected.
(ZyWALL 70 Green On The ZyWALL has a successful 10 Mbps Ethernet
only) connection.

Flashing | The 10 M LAN is sending or receiving packets.

Orange | On The ZyWALL has a successful 100 Mbps Ethernet
connection.

Flashing | The 100 M LAN is sending or receiving packets.
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Table 2 Front Panel Lights (continued)

LED COLOR | STATUS | DESCRIPTION
WAN1/2 10/ Off The WAN connection is not ready, or has failed.
(1330 Green On The ZyWALL has a successful 10 Mbps WAN connection.
WAN 10/100 Flashing | The 10M WAN is sending or receiving packets.
Orange | On The ZyWALL has a successful 100 Mbps WAN connection.
Flashing | The 100M WAN is sending or receiving packets.
DMZ 10/100 off The LAN/DMZ is not connected.
(()Znﬁ/)\/l)VALL 70 Green On The ZyWALL has a successful 10 Mbps Ethernet
connection.

Flashing | The 10M DMZ is sending or receiving packets.

Orange | On The ZyWALL has a successful 100 Mbps Ethernet
connection.

Flashing | The 100M /DMZ is sending or receiving packets.

LAN/DMZ 10/ Off The LAN/DMZ is not connected.
100

Green On The ZyWALL has a successful 10 Mbps Ethernet
(ZyWALL 35 connection.

and ZyWALL 5)

Flashing | The 10 M LAN/DMZ is sending or receiving packets.

Orange | On The ZyWALL has a successful 100 Mbps Ethernet
connection.

Flashing | The 100 M LAN/DMZ is sending or receiving packets.
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Introducing the Web
Configurator

This chapter describes how to access the ZyWALL web configurator and provides an
overview of its screens.

3.1 Web Configurator Overview

The web configurator is an HTML-based management interface that allows easy ZyWALL
setup and management via Internet browser. Use Internet Explorer 6.0 and later or Netscape
Navigator 7.0 and later versions. The recommended screen resolution is 1024 by 768 pixels.

In order to use the web configurator you need to allow:

» Web browser pop-up windows from your device. Web pop-up blocking is enabled by
default in Windows XP SP (Service Pack) 2.
» JavaScripts (enabled by default).
» Java permissions (enabled by default).
See Appendix B on page 785 if you want to make sure these functions are allowed in Internet
Explorer or Netscape Navigator.

3.2 Accessing the ZyWALL Web Configurator

/@ By default, the packets from WLAN to WLAN/ZyWALL are dropped and users
cannot configure the ZyWALL wirelessly.

1 Make sureyour ZyWALL hardwareis properly connected and prepare your computer/
computer network to connect to the ZyWALL (refer to the Quick Start Guide).

2 Launch your web browser.
Type "192.168.1.1" asthe URL.

4 Type"1234" (default) asthe password and click L ogin. In some versions, the default
password appears automatically - if thisisthe case, click Login.

w
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5 You should see a screen asking you to change your password (highly recommended) as
shown next. Type a new password (and retype it to confirm) and click Apply or click
Ignore.

Figure 11 Change Password Screen

Use this screen to change the password.

New Password:
Retype to Confirm: N

6 Click Apply inthe Replace Certificate screen to create a certificate using your
ZyWALL’'s MAC address that will be specific to this device.

g If you do not replace the default certificate here or in the CERTIFICATES
screen, this screen displays every time you access the web configurator.

Figure 12 Replace Certificate Screen

Replace Factory Default Certificate

The factory default certificate is common to all
ZyWALL models. Click Apply to create a
certificate using your ZyWALL's MAC address
that will be specific to this device.

7 You should now see the HOME screen (see Figure 15 on page 65).

g The management session automatically times out when the time period set in
the Administrator Inactivity Timer field expires (default five minutes). Simply
log back into the ZyWALL if this happens to you.
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3.3 Resetting the ZyWALL

If you forget your password or cannot access the web configurator, you will need to reload the
factory-default configuration file or usethe RESET button on the back of the ZyWALL.
Uploading this configuration file replaces the current configuration file with the factory-
default configuration file. This means that you will lose all configurations that you had
previously and the speed of the console port will be reset to the default of 9600bps with 8 data
bit, no parity, one stop bit and flow control set to none. The password will be reset to 1234,
also.

3.3.1 Procedure To Use The Reset Button

Make sure the SYS LED ison (not blinking) before you begin this procedure.

1 Pressthe RESET button for ten seconds, and then release it. If the SYS LED begins to
blink, the defaults have been restored and the ZyWALL restarts. Otherwise, go to step 2.
2 Turnthe ZyWALL off.

While pressing the RESET buitton, turn the ZyWALL on.

4 Continueto hold the RESET button. The SYS LED will begin to blink and flicker very
quickly after about 20 seconds. This indicates that the defaults have been restored and
the ZyWALL is now restarting.

5 Releasethe RESET button and wait for the ZyWALL to finish restarting.

w

3.3.2 Uploading a Configuration File Via Console Port

1 Download the default configuration file from the ZyXEL FTP site, unzip it and saveitin
afolder.

2 Turn off the ZyWALL, begin atermina emulation software session and turn on the
ZyWALL again. When you see the message "Press Any key to enter Debug Mode within
3 seconds', press any key to enter debug mode.

3 Enter "y" at the prompt below to go into debug mode.

Enter "atlc" after "Enter Debug Mode" message.

5 Wait for "Starting XMODEM upload" message before activating Xmodem upload on
your terminal. Thisis an example Xmodem configuration upload using HyperTerminal.

IS

Figure 13 Example Xmodem Upload

[iscndrie 2
2 Type the configuration file’s location,

Faolder; C:%Pragram Files or click Browse to search for it.

Filerarne:
|E:\Pruduct\cunﬁg.rum Browse...
/| Choose the Xmodem protocol. ‘

Protocal:
””’I Then click Send. ‘

<]

|><modem

Send LCloze Cancel |

6 After successful firmware upload, enter "atgo” to restart the router.
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3.4 Navigating the ZyWALL Web Configurator

The following summarizes how to navigate the web configurator from the HOM E screen.
This guide uses the ZyWALL 70 screenshots as an example. The screens may vary dlightly for
different ZyWALL models.

Figure 14 HOME Screen

N T BTN

 Security Services
o Syshem Name Turbo Card Installed

REGISTRATION Model Zyrall 70 IDP/ Anti-¥Wirus Definitions vl.004 (2007-12-19 03:26:11)
Bootbase Version W1.08 | 07/23/2005 IDP/Anti-Virus Expiration Date 2008-03-18

Firmware Yersion W4, 040w, 00b1 | 1171942007 Anti-5pam Expiration Date 2008-03-18

NETWORK

WIRELESS ~l Up Time 00:11:45 Content Filter Expiration Date 2008-01-18

SECURITY = System Time 2008-01-22 01:33:21 GMT Intrusion Detected Dizabled [collect statistics]
N B Virus Detected Disabled (collect statistics)
. e Device Mode Router
ADY¥ANCED o " Eaben Spam Mail Detected Dizabled (collect statistics)
irewal nable
Web Site Blocked Disabled (collact statistics)

REPORTS

LOGS Detections

LAGOUT
1 o

2008 01-22 01:22:01 WANZ connection is down,
2008-01-22 01:22:01 WANL connection iz down.

WAN 1 100M/Full 172,23.37.19/ DHCP client Henew |
255,255.255.0
: System Status
WAN 2 Down 0.0,0,0/ 0,0.0.0 DHCP dlient e |

Port Statistics I DHCP Table I ¥PH Bandwidth
Dial Backup Daown 0.0.0,0/ 0.0.0.0 A Dial |

Lan 100mM/Full 192.168.1.1/ DHCP server  MiA

255,255,255.0
WLAN i00mM/Full 0.0.0.0/ 0.0.0.0 Static LEES
DMZE 100mM/Full 0.0.0.0/ 0,0,0,0 Static MiA

Asillustrated above, the main screen is divided into these parts:
* A -titlebar
* B - navigation panel
C - main window
* D - status bar

3.4.1 Title Bar

Thetitle bar provides some iconsin the upper right corner.

Theicons provide the following functions.
Table 3 Title Bar: Web Configurator Icons
ICON DESCRIPTION

Wizards: Click this icon to open one of the web configurator wizards. See Chapter 4
on page 87 for more information.

Help: Click this icon to open the help page for the current screen.
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3.4.2 Main Window

The main window shows the screen you select in the navigation panel. It is discussed in more
detail in the rest of this document.

Right after you log in, the HOME screen is displayed. The screen varies according to the
device mode you select in the MAINTENANCE > Device M ode screen.

3.4.3 HOME Screen: Router Mode

The following screen displays when the ZyWALL is set to router mode. This screen displays
general status information about the ZyWALL. The ZyWALL is set to router mode by default.
Not all fields are available on al models.

WAN 2 refersto either the physical WAN 2 port on aZyWALL with multiple WAN ports or
the 3G card on asingle WAN ZyWALL in router mode.

Figure 15 Web Configurator HOME Screen in Router Mode (ZyWALL 5)

Automatic Refresh Interval R ;_ Refresh WIZARD HELP @

System Name
Model

Boothase Version
Firmware Yersion

Up Time
System Time

Device Mode

Firewall

Flash
Memory
Sessions

cPu
Interfaces Status
AN 1 Drown

WAM 2 Cown
Dial Backup Down

LAN 100/ Full

W LAN 100mM/Full

DMz 100mM/Full

System Information Security Services

pfEleIREEIIEES Top 5 Intrusion & Yirus Detections

Turbo Card Installed
ZywWALL 5 IDP/ Anti-Virus Definitons vl 002 (M/A)
1,08 | 01/28/2005 IDP/ Anti-Virus Expiration Date Licenze Inactive
W4, 04(X0,00b2 | 01/07/2008 Anti-Spam Expiration Date License Inactive
00:01:00 Content Filter Expiration Date License Inactive
2008-01-21 09:20:53 GMT IntpsiopjDetected i

Virus Detected My
Fouter

. Spam Mail Detected Disabled (collect statistics)

Dizabled

Web Site Blocked My

l:l e Rank Intrusion Detected Yirus Detected
i— T
— SR

Date/Time Message
2008-01-21 09:20:11 WANZ connection is down,
2008-01-21 09:20:11 WANL connection iz down,

IP/Netmask IP Assignment Renew

172,23,37. 208/ Static
255,255.0.0

0.0.0.0/ 0.0.0.0  IPCP client Dial | System Status

Port Statistics DHLP Table VPN I Bandwidth
0.0.0.0/ 0,0.0.0  N/A Dial |
192.168.1.1/ DHCP server  MiA
235,235,235.0
0.0,0,0f 0.0.0.0 Static MiA
0.0,0,0f 0.0.0.0 Static MiA

The following table describes the labels in this screen.
Table 4 Web Configurator HOME Screen in Router Mode

LABEL

DESCRIPTION

Automatic Refresh | Select a number of seconds or None from the drop-down list box to update all

Interval screen statistics automatically at the end of every time interval or to not update
the screen statistics.

Refresh Click this button to update the status screen statistics immediately.

System

Information
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Table 4 Web Configurator HOME Screen in Router Mode (continued)

LABEL

DESCRIPTION

System Name

This is the System Name you enter in the MAINTENANCE > General screen. It
is for identification purposes. Click the field label to go to the screen where you
can specify a name for this ZyWALL.

Model

This is the model name of your ZyWALL.

Bootbase Version

This is the bootbase version and the date created.

Firmware Version

This is the ZyNOS Firmware version and the date created. ZyNOS is ZyXEL's
proprietary Network Operating System design. Click the field label to go to the
screen where you can upload a new firmware file.

Up Time

This field displays how long the ZyWALL has been running since it last started up.
The ZyWALL starts up when you turn it on, when you restart it (MAINTENANCE >
Restart), or when you reset it (see Section 3.3 on page 63).

System Time

This field displays your ZyWALL'’s present date (in yyyy-mm-dd format) and time
(in hh:mm:ss format) along with the difference from the Greenwich Mean Time
(GMT) zone. The difference from GMT is based on the time zone. It is also
adjusted for Daylight Saving Time if you set the ZyWALL to use it. Click the field
label to go to the screen where you can modify the ZyWALL's date and time
settings.

Device Mode

This displays whether the ZyWALL is functioning as a router or a bridge. Click the
field label to go to the screen where you can configure the ZyWALL as a router or
a bridge.

Firewall

This displays whether or not the ZyWALL's firewall is activated. Click the field
label to go to the screen where you can turn the firewall on or off.

System Resources

Flash

The first number shows how many megabytes of the flash the ZyWALL is using.

Memory

The first number shows how many megabytes of the heap memory the ZyWALL
is using. Heap memory refers to the memory that is not used by ZyNOS (ZyXEL
Network Operating System) and is thus available for running processes like NAT,
VPN and the firewall.

The second number shows the ZyWALL's total heap memory (in megabytes).

The bar displays what percent of the ZyWALL's heap memory is in use. The bar
turns from green to red when the maximum is being approached.

Sessions

The first number shows how many sessions are currently open on the ZyWALL.
This includes all sessions that are currently traversing the ZyWALL, terminating at
the ZyWALL or Initiated from the ZyWALL

The second number is the maximum number of sessions that can be open at one
time.

The bar displays what percent of the maximum number of sessions is in use. The
bar turns from green to red when the maximum is being approached.

CPU

This field displays what percentage of the ZyWALL'’s processing ability is
currently used. When this percentage is close to 100%, the ZyWALL is running at
full load, and the throughput is not going to improve anymore. If you want some
applications to have more throughput, you should turn off other applications (for
example, using bandwidth management.

Interfaces

This is the port type.
Click "+" to expand or "-" to collapse the IP alias drop-down lists.
Hold your cursor over an interface’s label to display the interface’s MAC Address.

Click an interface’s label to go to the screen where you can configure settings for
that interface.
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Table 4 Web Configurator HOME Screen in Router Mode (continued)

LABEL

DESCRIPTION

Status

For the LAN, DMZ and WLAN ports, this displays the port speed and duplex
setting. Ethernet port connections can be in half-duplex or full-duplex mode. Full-
duplex refers to a device's ability to send and receive simultaneously, while half-
duplex indicates that traffic can flow in only one direction at a time. The Ethernet
port must use the same speed or duplex mode setting as the peer Ethernet port in
order to connect.

For the WAN interface(s) and the Dial Backup port, it displays the port speed and
duplex setting if you're using Ethernet encapsulation or the remote node name
(configured through the SMT) for a PPP connection and Down (line is down or
not connected), Idle (line (ppp) idle), Dial (starting to trigger a call) or Drop
(dropping a call) if you're using PPPoOE encapsulation.

IP/Netmask

This shows the port’s IP address and subnet mask.

IP Assignment

For the WAN, if the ZyWALL gets its IP address automatically from an ISP, this
displays DHCP client when you're using Ethernet encapsulation and IPCP Client
when you're using PPPoE or PPTP encapsulation. Static displays if the WAN
port is using a manually entered static (fixed) IP address.

For the LAN, WLAN or DMZ, DHCP server displays when the ZyWALL is set to
automatically give IP address information to the computers connected to the LAN.
DHCP relay displays when the ZyWALL is set to forward IP address assignment
requests to another DHCP server. Static displays if the LAN port is using a
manually entered static (fixed) IP address. In this case, you must have another
DHCP server on your LAN, or else the computers must be manually configured.
For the dial backup port, this shows N/A when dial backup is disabled and IPCP
client when dial backup is enabled.

Renew

If you are using Ethernet encapsulation and the WAN port is configured to get the
IP address automatically from the ISP, click Renew to release the WAN port’s
dynamically assigned IP address and get the IP address afresh. Click Dial to dial
up the PPTP, PPPOE or dial backup connection. Click Drop to disconnect the
PPTP, PPPoE, 3G WAN or dial backup connection.

Security Services

Turbo Card

This field displays whether or not a ZyWALL Turbo Card is installed.

Note: The ZyWALL must have a Turbo Card installed and a valid
service subscription to use the IDP and anti-virus features.

IDP/Anti-Virus
Definitions

This is the version number of the signatures set that the ZyWALL is using and the
date and time that the set was released. Click the field label to go to the screen
where you can update the signatures. N/A displays when there is no Turbo Card
installed or the service subscription has expired.

IDP/Anti-Virus
Expiration Date

This is the date the IDP/anti-virus service subscription expires. Click the field label
to go to the screen where you can update your service subscription.

Anti-Spam
Expiration Date

This is the date the anti-spam service subscription expires. Click the field label to
go to the screen where you can update your service subscription.

Content Filter
Expiration Date

This is the date the category-based content filtering service subscription expires.
Click the field label to go to the screen where you can update your service
subscription.

Intrusion Detected

This displays how many intrusions the ZyWALL has detected since it last started
up. N/A displays when the ZyWALL has never had an IDP subscription or there is
no Turbo Card installed. Disable displays when IDP threat statistics collection is
disabled.

Click the field label to go to the related screen.
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Table 4 Web Configurator HOME Screen in Router Mode (continued)

LABEL

DESCRIPTION

Virus Detected

This displays how many virus-infected files the ZyWALL has detected since it last
started up. It also displays the percentage of virus-infected files out of the total
number of files that the ZyWALL has scanned (since it last started up). N/A
displays when the ZyWALL has never had an anti-virus subscription or there is no
Turbo Card installed. Disable displays when anti-virus threat statistics collection
is disabled.

Click the field label to go to the related screen.

Spam Mail
Detected

This displays how many spam e-mails the ZyWALL has detected since it last
started up. It also displays the percentage of spam e-mail out of the total number
of e-mails that the ZyWALL has scanned (since it last started up). Disable
displays when anti-spam threat statistics collection is disabled.

Click the field label to go to the related screen.

Web Site Blocked

This displays how many web site hits the ZyWALL has blocked since it last
started up. N/A displays when the ZyWALL has never had an external database
content filtering service subscription. Disable (collect statistics) displays when the
ZyWALL has been subscribed to the external database content filtering service,
but content filtering is not active.

Click the field label to go to the related screen.

Top 5 Intrusion &
Virus Detections

The following is a list of the five intrusions or viruses that the ZyWALL has most
frequently detected since it last started up.

Rank

This is the ranking number of an intrusion or virus. This is an intrusion’s or virus’s
place in the list of most common intrusions or viruses.

Intrusion Detected

This is the name of a signature for which the ZyWALL has detected matching
packets. The number in brackets indicates how many times the signature has
been matched.

Click the hyperlink for more detailed information on the intrusion.

Virus Detected

This is the name of the virus that the ZyWALL has detected.

3G WAN Interface
Status

These fields display when a 3G card is inserted and the 3G connection is
enabled.

show detail / hide
detail

Click show detail to see more information about the 3G connection. Click hide
detail to

3G Connection
Status

WAN2 (the remote node name configured through the SMT) displays when the
3G connection is up.

Ready to Connect displays when the 3G card is inserted and enabled.
Connecting displays when the ZyWALL is trying to bring the 3G connection up.
Connected displays when the 3G connection is up.

Down displays when the 3G connection is down or not activated.

Idle displays when the 3G connection is idle.

Init displays when the ZyWALL is initializing the 3G card.

Drop displays when the ZyWALL is dropping a call.

This field also displays the type of the network to which the ZyWALL is
connected. The network type varies depending on the 3G card you inserted and
could be UMTS, HSDPA, GPRS or EDGE when you insert a GSM 3G card, or
1xRTT, EVDO Rev.0 or EVDO Rev.A when you insert a CDMA 3G card.

Service Provider

This displays the name of your network service provider or Limited Service when
the signal strength is too low.

Signal Strength

This displays the strength of the signal. The signal strength mainly depends on
the antenna output power and the distance between your ZyWALL and the
service provider’s base station. You can see a signal strength indication even
when the ZyWALL does not have a 3G connection (because the signal is still
there even when the ZyWALL is not using it).

68

ZyWALL 5/35/70 Series User’'s Guide




Chapter 3 Introducing the Web Configurator

Table 4 Web Configurator HOME Screen in Router Mode (continued)

LABEL DESCRIPTION

Last Connection This displays how long the 3G connection has been up.
Up Time

Tx Bytes This displays the total number of data frames transmitted.
Rx Bytes This displays the total number of data frames received.
3G Card This displays the manufacturer of your 3G card.
Manufacturer

3G Card Model

This displays the model name of your 3G card.

3G Card Firmware
Revision

This displays the version of the firmware currently used in the 3G card.

3G Card IMEI

This displays the International Mobile Equipment Number (IMEI) which is the
serial number of the 3G wireless card. IMEI is a unique 15-digit number used to
identify a mobile device.

SIM Card IMSI

This displays the International Mobile Subscriber Identity (IMSI) stored in the SIM
(Subscriber Identity Module) card. The SIM card is installed in a mobile device
and used for authenticating a customer to the carrier network. IMSI is a unique
15-digit number used to identify a user on a network.

3G Card ESN

This field is available only when you insert a CDMA (Code Division Multiple
Access) 3G card.

This shows the ESN (Electronic Serial Number) of the inserted CDMA 3G card.
The ESN is the serial number of a CDMA 3G card and is similar to the IMEI on a
GSM or UMTS 3G card.

Enter PIN code
again

If the PIN code you specified in the 3G (WAN 2) screen is not the right one for the
card you inserted, this field displays allowing you to enter the correct PIN code.
Enter the PIN code (four to eight digits) for the inserted 3G card.

Apply

Click Apply to save the correct PIN code and replace the one you specified in the
3G (WAN 2) screen.

PUK Code

If you enter the PIN code incorrectly three times, the SIM card will be blocked by
your ISP and you cannot use the account to access the Internet. You should get
the PUK (Personal Unblocking Key) code (four to eight digits) from your ISP.
Enter the PUK code to enable the SIM card. If an incorrect PUK code is entered
10 times, the SIM card will be disabled permanently. You then need to contact
your ISP for a new SIM card.

New PIN Code

Configure a PIN code for the SIM card. You can specify any four to eight digits to
have a new PIN code or enter the previous PIN code.

Confirm New PIN
Code

Enter the PIN code again for confirmation.

Apply

Click Apply to save your changes in this section.

Reset budget
counters, resume
budget control

This field displays if you have enabled budget control but insert a 3G card with a
different user account from the one for which you configured budget control.
Select this option to have the ZyWALL do budget calculation starting from 0 but
use the previous settings.

Resume budget
control

This field displays if you have enabled budget control but insert a 3G card with a
different user account from the one for which you configured budget control.
Select this option to have the ZyWALL keep the existing statistics and continue
counting.
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Table 4 Web Configurator HOME Screen in Router Mode (continued)

LABEL

DESCRIPTION

Disable budget
control

This field displays if you have enabled budget control but insert a 3G card with a
different user account from the one for which you configured budget control.
Select this option to disable budget control.

If you want to enable and configure new budget control settings for the new user
account, go to the 3G (WAN 2) screen.

The ZyWALL keeps the existing statistics if you do not change the budget control
settings. You could reinsert the original card and enable budget control to have
the ZyWALL continue counting the budget control statistics.

Apply Click Apply to save your changes in this section.
Enter modem This field only displays when you insert a 3G card and the internal modem on the
unlock code 3G card is blocked.
Enter a key to enable the internal modem on your 3G card. By default, the key is
the last four digits of your phone number used to dial up the 3G connection.
Otherwise, you need to get the key from your service provider.
Apply Click Apply to save your changes in this section.

Remaining Time
Budget

This displays when you enable budget control in the 3G (WAN 2) screen.

This shows the amount of time the 3G connection can still be used before the
ZyWALL takes the actions you specified in the 3G (WAN 2) screen.

Remaining Data
Budget

This displays when you enable budget control in the 3G (WAN 2) screen.

This shows how much data (in bytes) can still be transmitted through the 3G
connection before the ZyWALL takes the actions you specified in the 3G (WAN 2)
screen.

Note: The budget counters will not be reset when you restore the
factory defaults. The budget counters are saved to the flash
every hour or when the 3G connection is dropped. If you
restart the ZyWALL within one hour, any change in the
counters will not be saved.

Reset time and
data budget
counters

This displays when you enable budget control in the Network > WAN > 3G (WAN
2) screen.

Click this button to reset the time and data budgets immediately. The count starts
over with the 3G connection’s full configured monthly time and data budgets. This
does not affect the normal monthly budget restart.

Latest Alerts

This table displays the five most recent alerts recorded by the ZyWALL. You can
see more information in the View Log screen, such as the source and destination
IP addresses and port numbers of the incoming packets.

Date/Time

This is the date and time the alert was recorded.

Message

This is the reason for the alert.

System Status

Port Statistics

Click Port Statistics to see router performance statistics such as the number of
packets sent and number of packets received for each port.

DHCP Table Click DHCP Table to show current DHCP client information.
VPN Click VPN to display the active VPN connections.
Bandwidth Click Bandwidth to view the ZyWALL'’s bandwidth usage and allotments.
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3.4.4 HOME Screen: Bridge Mode

The following screen displays when the ZyWALL is set to bridge mode. In bridge mode, the
ZyWALL functions as atransparent firewall (also known as a bridge firewall). The ZyWALL
bridges traffic traveling between the ZyWALL's interfaces and still filters and inspects
packets. You do not need to change the configuration of your existing network.

In bridge mode, the ZyWALL cannot get an I P address from a DHCP server. The LAN, WAN,
DMZ and WLAN interfaces all have the same (static) IP address and subnet mask. You can
configure the ZyWALL's IP address in order to access the ZyWALL for management. If you
connect your computer directly to the ZyWALL, you also need to assign your computer a
static | P address in the same subnet as the ZyWALL's IP address in order to access the
ZyWALL.

You can use the firewall and VPN in bridge mode. See the user’s guide for alist of other
features that are available in bridge mode.

Figure 16 Web Configurator HOME Screen in Bridge Mode

Systen
Turbo Card

System Name Mot Installed
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Bootbhase Version
Firmware Version

Up Time

ZyWALL 70
w1.08 | 07/23/2005

W4, 03(WM.0)b1 | 05/04/2007
00:02:52
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192.168.1.1/ 255.255.255.0

IDP/ Anti-Virus Definitions

IDP/Anti-Virus Expiration Date

Anti-Spam Expiration Date
Content Filter Expiration Date

vi,186 (N/A)
License Inactive
License Inactive

License Inactive

2007-05-25 10:08:24

System Time 2007-05-25 10:09:06 GMT Intrusion Detected iR
= : Virus Detected MiA
Device Mode Bridge
% Spam Mail Detected Disable (collect statistics)
Firewall Enabled
Web Site Blocked MiA
System Resources 5 2
By & Top 5 Int & Detections
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cPU | 1% Date /Time ‘Message
2007-05-25 10:05:24 Failed to sync with NTP server: 2.pocl.ntp.arg
Nety more... 2007-05-25 10:05:24 Failed to sync with NTP server: 1.pocl.ntp.arg

Failed to sync with NTP server

Gateway IP Address 192,168.1.7 2007-05-25 10:08:24 Failed ta sync with MTP server: O.poal.ntp.org
Rapid Spanning Tree Protocol  Disabled 2007-05-25 10:07:24 Failed to sync with NTP server: 2.pocl.ntp.arg
Bridge Priority 32768
Bridge Hello Time 2 second(s] System Status
BEridge Max Age z0 second(=] Port Statistics I ¥PN Bandwidth
Forward Delay i5 second(s]

+ O.pool.ntp.org

The following table describes the label s in this screen.
Table 5 Web Configurator HOME Screen in Bridge Mode

LABEL

DESCRIPTION

Automatic
Refresh Interval

Select a number of seconds or None from the drop-down list box to update all
screen statistics automatically at the end of every time interval or to not update the

screen statistics.

Refresh

Click this button to update the screen’s statistics immediately.

System
Information

System Name

This is the System Name you enter in the MAINTENANCE > General screen. Itis
for identification purposes. Click the field label to go to the screen where you can
specify a name for this ZyWALL.

Model

This is the model name of your ZyWALL.
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Table 5 Web Configurator HOME Screen in Bridge Mode (continued)

LABEL DESCRIPTION

Bootbase This is the bootbase version and the date created.

Version

Firmware This is the ZyNOS Firmware version and the date created. ZyNOS is ZyXEL's

Version proprietary Network Operating System design. Click the field label to go to the
screen where you can upload a new firmware file.

Up Time This field displays how long the ZyWALL has been running since it last started up.

The ZyWALL starts up when you turn it on, when you restart it (MAINTENANCE >
Restart), or when you reset it (see Section 3.3 on page 63).

System Time

This field displays your ZyWALL's present date (in yyyy-mm-dd format) and time
(in hh:mm:ss format) along with the difference from the Greenwich Mean Time
(GMT) zone. The difference from GMT is based on the time zone. It is also
adjusted for Daylight Saving Time if you set the ZyWALL to use it. Click the field
label to go to the screen where you can modify the ZyWALL's date and time
settings.

Device Mode

This displays whether the ZyWALL is functioning as a router or a bridge. Click the
field label to go to the screen where you can configure the ZyWALL as a router or a
bridge.

Firewall

This displays whether or not the ZyWALL's firewall is activated. Click the field label
to go to the screen where you can turn the firewall on or off.

System
Resources

Flash

The first number shows how many megabytes of the flash the ZyWALL is using.

Memory

The first number shows how many megabytes of the heap memory the ZyWALL is
using. Heap memory refers to the memory that is not used by ZyNOS (ZyXEL
Network Operating System) and is thus available for running processes like NAT,
VPN and the firewall.

The second number shows the ZyWALL's total heap memory (in megabytes).

The bar displays what percent of the ZyWALL's heap memory is in use. The bar
turns from green to red when the maximum is being approached.

Sessions

The first number shows how many sessions are currently open on the ZyWALL.
This includes all sessions that are currently traversing the ZyWALL, terminating at
the ZyWALL or initiated from the ZyWALL

The second number is the maximum number of sessions that can be open at one
time.

The bar displays what percent of the maximum number of sessions is in use. The
bar turns from green to red when the maximum is being approached.

CPU

This field displays what percentage of the ZyWALL'’s processing ability is currently
used. When this percentage is close to 100%, the ZyWALL is running at full load,
and the throughput is not going to improve anymore. If you want some applications
to have more throughput, you should turn off other applications (for example, using
bandwidth management.

Network Status

Click more to display information about the individual interfaces.

IP/Netmask This is the IP address and subnet mask of your ZyWALL in dotted decimal
Address notation.

Gateway IP This is the gateway IP address.

Address

Rapid Spanning
Tree Protocol

This shows whether RSTP (Rapid Spanning Tree Protocol) is active or not. The
following labels or values relative to RSTP do not apply when RSTP is disabled.

Bridge Priority
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This is the bridge priority of the ZyWALL. The bridge (or switch) with the lowest
bridge priority value in the network is the root bridge (the base of the spanning
tree).
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Table 5 Web Configurator HOME Screen in Bridge Mode (continued)

LABEL DESCRIPTION
Bridge Hello This is the interval of BPDUs (Bridge Protocol Data Units) from the root bridge.
Time

Bridge Max Age

This is the predefined interval that a bridge waits to get a Hello message (BPDU)
from the root bridge.

Forward Delay

This is the forward delay interval.

Bridge Port

This is the port type. Port types are: WAN (or WAN1, WAN2), LAN, Wireless
Card, DMZ and WLAN Interface.

Port Status

For the WAN, LAN, DMZ, and WLAN Interfaces, this displays the port speed and
duplex setting. For the WAN port, it displays Down when the link is not ready or
has failed. For the wireless card, it displays the transmission rate when a wireless
LAN card is inserted and WLAN is enabled or Down when a wireless LAN is not
inserted or WLAN is disabled.

RSTP Status

This is the RSTP status of the corresponding port.

RSTP Active

This shows whether or not RSTP is active on the corresponding port.

RSTP Priority

This is the RSTP priority of the corresponding port.

RSTP Path Cost

This is the cost of transmitting a frame from the root bridge to the corresponding
port.

Security Services

Turbo Card

This field displays whether or not a ZyWALL Turbo Card is installed.

Note: The ZyWALL must have a Turbo Card installed and a valid
service subscription to use the IDP and anti-virus features.

IDP/Anti-Virus
Definitions

This is the version number of the signatures set that the ZyWALL is using and the
date and time that the set was released. Click the field label to go to the screen
where you can update the signatures. N/A displays when there is no Turbo Card
installed or the service subscription has expired.

IDP/Anti-Virus
Expiration Date

This is the date the IDP/anti-virus service subscription expires. Click the field label
to go to the screen where you can update your service subscription.

Anti-Spam
Expiration Date

This is the date the anti-spam service subscription expires. Click the field label to
go to the screen where you can update your service subscription.

Content Filter
Expiration Date

This is the date the category-based content filtering service subscription expires.
Click the field label to go to the screen where you can update your service
subscription.

Intrusion
Detected

This displays how many intrusions the ZyWALL has detected since it last started
up.

N/A displays when there is no valid license or there is no Turbo Card installed.
Disable displays when the IDP threat statistics collection is disabled.

Click the field label to go to the screen where you can turn the statistics collection
on or off.

Virus Detected

This displays how many virus-infected files the ZyWALL has detected since it last
started up. It also displays the percentage of virus-infected files out of the total
number of files that the ZyWALL has scanned (since it last started up).

N/A displays when there is no valid license or there is no Turbo Card installed.
Disable displays when the anti-virus threat statistics collection is disabled.

Click the field label to go to the screen where you can turn the statistics collection
on or off.
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Table 5 Web Configurator HOME Screen in Bridge Mode (continued)

LABEL DESCRIPTION
Spam Mail This displays how many spam e-mails the ZyWALL has detected since it last
Detected started up. It also displays the percentage of spam e-mail out of the total number of
e-mails that the ZyWALL has scanned (since it last started up).
Disable displays when the anti-spam threat statistics collection is disabled.
Click the field label to go to the screen where you can turn the statistics collection
on or off.
Web Site This displays how many web site hits the ZyWALL has blocked since it last started
Blocked up.

N/A displays when there is no valid license.
Disable (collect statistics) displays when the content filtering feature is disabled.
Click the field label to go to the screen where you can turn content filtering on or off.

Top 5 Intrusion &
Virus Detections

The following is a list of the five intrusions or viruses that the ZyWALL has most
frequently detected since it last started up.

Rank

This is the ranking number of an intrusion or virus. This is an intrusion’s or virus’s
place in the list of most common intrusions or viruses.

Intrusion
Detected

This is the name of a signature for which the ZyWALL has detected matching
packets. The number in brackets indicates how many times the signature has been
matched.

Click the hyperlink for more detailed information on the intrusion.

Virus Detected

This is the name of the virus that the ZyWALL has detected.

Latest Alerts

This table displays the five most recent alerts recorded by the ZyWALL. You can
see more information in the View Log screen, such as the source and destination
IP addresses and port numbers of the incoming packets.

Date/Time

This is the date and time the alert was recorded.

Message

This is the reason for the alert.

System Status

Port Statistics

Click Port Statistics to see router performance statistics such as the number of
packets sent and number of packets received for each port.

VPN

Click VPN to display the active VPN connections.

Bandwidth

Click Bandwidth to view the ZyWALL'’s bandwidth usage and allotments.

3.4.5 Navigation Panel

74

After you enter the password, use the sub-menus on the navigation panel to configure
ZyWALL features.

Thefollowing table lists the features available for each device mode. Not all ZyWALLs have
all featureslisted in thistable.

Table 6 Bridge and Router Mode Features Comparison

FEATURE

BRIDGE MODE ROUTER MODE

Internet Access Wizard

VPN Wizard

DHCP Table

System Statistics

Registration

LAN

=<
<| <|=<|=<|=<
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Table 6 Bridge and Router Mode Features Comparison

FEATURE

BRIDGE MODE ROUTER MODE

WAN

Y

DMZ

Y

Bridge

WLAN

Wireless Card

Firewall

IDP

Anti-Virus

Anti-Spam

Content Filter

VPN

Certificates

Authentication Server

< <|=<|=<|=<|=<|=<|=<|=<

NAT

Static Route

Policy Route

Bandwidth Management

DNS

Remote Management

UPnP

Custom Application

ALG

Reports

Logs

Maintenance

<| <] <|=<|=<|<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<]|=<]|=<]|=<]|=<]|=<]|=<

< <|=<|=<|=

TableKey: A'Y inamode’s column shows that the device mode has the specified feature. The
information in this table was correct at the time of writing, although it may be subject to

change.

The following table describes the sub-menus.
Table 7 Screens Summary

LINK TAB FUNCTION

HOME This screen shows the ZyWALL's general device and network
status information. Use this screen to access the wizards,
statistics and DHCP table.

REGISTRATIO | Registration Use this screen to register your ZyWALL and activate the trial

N service subscriptions.

Service Use this to manage and update the service status and license

information.

NETWORK
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Table 7 Screens Summary (continued)

LINK TAB FUNCTION
LAN LAN Use this screen to configure LAN DHCP and TCP/IP settings.
Static DHCP Use this screen to assign fixed IP addresses on the LAN.
IP Alias Use this screen to partition your LAN interface into subnets.
Port Roles Use this screen to change the LAN/DMZ/WLAN port roles.
(ZyWALL 5
and ZyWALL
35)
BRIDGE Bridge Use this screen to change the bridge settings on the ZyWALL.
Port Roles Use this screen to change the DMZ/WLAN port roles on the
ZyWALL 70 or the LAN/DMZ/WLAN port roles on the ZyWALL 5 or
ZyWALL 35.
WAN General This screen allows you to configure load balancing, route priority
and traffic redirect properties.
WAN1 Use this screen to configure the WAN1 connection for Internet
access.
WAN2 Use this screen to configure the WAN2 connection for Internet
access.
3G (WAN2) Use this screen to configure the 3G WAN2 connection for Internet
access (ZyWALL 5 only).
Traffic Use this screen to configure your traffic redirect properties and
Redirect parameters.
Dial Backup Use this screen to configure the backup WAN dial-up connection.
DMz DMz Use this screen to configure your DMZ connection.
Static DHCP Use this screen to assign fixed IP addresses on the DMZ.
IP Alias Use this screen to partition your DMZ interface into subnets.
Port Roles Use this screen to change the DMZ/WLAN port roles on the
ZyWALL 70 or the LAN/DMZ/WLAN port roles on the ZyWALL 5 or
ZyWALL 35.
WLAN WLAN Use this screen to configure your WLAN connection.
Static DHCP Use this screen to assign fixed IP addresses on the WLAN.
IP Alias Use this screen to partition your WLAN interface into subnets.
Port Roles Use this screen to change the DMZ/WLAN port roles on the
ZyWALL 70 or the LAN/DMZ/WLAN port roles on the ZyWALL 5 or
ZyWALL 35.
WIRELESS
3G (WAN2) This is the same as WAN > 3G (WAN2).
Wi-Fi Wireless Card | Use this screen to configure the wireless LAN settings and WLAN
authentication/security settings.
MAC Filter Use this screen to change MAC filter settings on the ZyWALL
SECURITY
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Table 7 Screens Summary (continued)

LINK TAB FUNCTION
FIREWALL Default Rule Use this screen to activate/deactivate the firewall and the direction
of network traffic to which to apply the rule

Rule Summary | This screen shows a summary of the firewall rules, and allows you
to edit/add a firewall rule.

Anti-Probing Use this screen to change your anti-probing settings.

Threshold Use this screen to configure the threshold for DoS attacks.

Service Use this screen to configure custom services.

IDP General Use this screen to enable IDP on the ZyWALL and choose what
interface(s) you want to protect from intrusions.

Signature Use these screens to view signatures by attack type or search for
signatures by signature name, ID, severity, target operating
system, action etc. You can also configure signature actions here.

Anomaly Use this screen to configure anomaly detection settings.

Update Use this screen to download new signature downloads. It is
important to do this as new intrusions evolve.

Backup & Use this screen to back up, restore or revert to the default

Restore signatures’ actions.

ANTI-VIRUS General Use this screen to activate AV scanning on the interface(s) and
specify actions when a virus is detected.

Signature Use these screens to search for signatures by signature name or
attributes and configure how the ZyWALL uses them.

Update Use this screen to view the version number of the current
sighatures and configure the signature update schedule.

Backup & Use this screen to back up, restore or revert to the default

Restore signatures’ actions.

ANTI-SPAM General Use this screen to turn the anti-spam feature on or off and set how
the ZyWALL treats spam.

External DB Use this screen to enable or disable the use of the anti-spam
external database.

Lists Use this screen to configure the whitelist to identify legitimate e-
mail and configure the blacklist to identify spam e-mail.

CONTENT General This screen allows you to enable content filtering and block certain
FILTER web features.

Policy Use these screens to configure content filtering policies for
particular source IP addresses or ranges of IP addresses. Select
web features and categories of web pages to block. You can also
configure schedules for applying the content filtering.

Object Use this screen to configure a master list of trusted web sites,
forbidden web sites, and keywords. Then you can use the objects
in individual policies.

Cache Use this screen to view and configure the ZyWALL’s URL caching.

VPN VPN Rules Use this screen to configure VPN connections using IKE key

(IKE) management and view the rule summary.

VPN Rules Use this screen to configure VPN connections using manual key

(Manual) management and view the rule summary.

SA Monitor Use this screen to display and manage active VPN connections.

Global Setting

Use this screen to configure the IPSec timer settings.
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Table 7 Screens Summary (continued)

LINK

TAB

FUNCTION

CERTIFICATES

My Certificates

Use this screen to view a summary list of certificates and manage
certificates and certification requests.

Trusted CAs

Use this screen to view and manage the list of the trusted CAs.

Trusted
Remote Hosts

Use this screen to view and manage the certificates belonging to
the trusted remote hosts.

Directory Use this screen to view and manage the list of the directory
Servers servers.

AUTH SERVER | Local User Use this screen to configure the local user account(s) on the
Database ZyWALL.
RADIUS Configure this screen to use an external server to authenticate

wireless and/or VPN users.

ADVANCED

NAT NAT Overview | Use this screen to enable NAT.
Address Use this screen to configure network address translation mapping
Mapping rules.
Port Use this screen to configure servers behind the ZyWALL.
Forwarding
Port Triggering | Use this screen to change your ZyWALL's port triggering settings.

STATIC ROUTE

IP Static Route

Use this screen to configure IP static routes.

POLICY ROUTE | Policy Route Use this screen to view a summary list of all the policies and
Summary configure policies for use in IP policy routing.
BW MGMT Summary Use this screen to enable bandwidth management on an interface.
Class Setup Use this screen to set up the bandwidth classes.
Monitor Use this screen to view the ZyWALL'’s bandwidth usage and
allotments.
DNS System Use this screen to configure the address and name server
records.
Cache Use this screen to configure the DNS resolution cache.
DHCP Use this screen to configure LAN/DMZ/WLAN DNS information.
DDNS Use this screen to set up dynamic DNS.
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Table 7 Screens Summary (continued)

LINK TAB FUNCTION
REMOTE www Use this screen to configure through which interface(s) and from
MGMT which IP address(es) users can use HTTPS or HTTP to manage
the ZyWALL.
SSH Use this screen to configure through which interface(s) and from
which IP address(es) users can use Secure Shell to manage the
ZyWALL.
TELNET Use this screen to configure through which interface(s) and from
which IP address(es) users can use Telnet to manage the
ZyWALL.
FTP Use this screen to configure through which interface(s) and from
which IP address(es) users can use FTP to access the ZyWALL.
SNMP Use this screen to configure your ZyWALL's settings for Simple
Network Management Protocol management.
DNS Use this screen to configure through which interface(s) and from
which IP address(es) users can send DNS queries to the ZyWALL.
CNM Use this screen to configure and allow your ZyWALL to be
managed by the Vantage CNM server.
UPnP UPnP Use this screen to enable UPnP on the ZyWALL.
Ports Use this screen to view the NAT port mapping rules that UPnP
creates on the ZyWALL.
Custom APP Custom APP Use this screen to specify port numbers for the ZyWALL to monitor
for FTP, HTTP, SMTP, POP3, H323, and SIP traffic.
ALG ALG Use this screen to allow certain applications to pass through the
ZyWALL.
REPORTS
Reports Use this screen to have the ZyWALL record and display network
usage reports.
IDP Use this screen to collect and display statistics on the intrusions
that the ZyWALL has detected.
Anti-Virus Use this screen to collect and display statistics on the viruses that
the ZyWALL has detected.
Anti-Spam Use this screen to collect and display statistics on spam mail that
the ZyWALL has detected.
E-mail Report | Use this screen to have reports emailed in a single file.
LOGS View Log Use this screen to view the logs for the categories that you

selected.

Log Settings

Use this screen to change your ZyWALL's log settings.
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Table 7 Screens Summary (continued)

LINK TAB FUNCTION
MAINTENANCE | General This screen contains administrative.
Password Use this screen to change your password.

Time and Date | Use this screen to change your ZyWALL'’s time and date.

Device Mode | Use this screen to configure and have your ZyWALL work as a
router or a bridge.

F/W Upload Use this screen to upload firmware to your ZyWALL

Backup & Use this screen to backup and restore the configuration or reset
Restore the factory defaults to your ZyWALL.
Restart This screen allows you to reboot the ZyWALL without turning the
power off.
Diagnosis Use this screen to have the ZyWALL generate and send
diagnostic files by e-mail and/or the console port.
LOGOUT Click this label to exit the web configurator.

3.4.6 Port Statistics

Click Port Satisticsin the HOME screen. Read-only information here includes port status
and packet specific statistics. The Poll Interval(s) field is configurable. Not all items
described are available on all models.

Figure 17 HOME > Port Statistics

em Up Time : 6

Autornatic Refresh Interval |5 seconds | = Refresh |

The following table describes the |abels in this screen.
Table 8 HOME > Port Statistics

LABEL DESCRIPTION
|5 Click the icon to display the chart of throughput statistics.
Port These are the ZyWALL's interfaces.
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Table 8 HOME > Port Statistics (continued)

LABEL DESCRIPTION

Status For the WAN interface(s) and the Dial Backup port, this displays the port speed and
duplex setting if you're using Ethernet encapsulation or the remote node name for a
PPP connection and Down (line is down or not connected), Idle (line (ppp) idle),
Dial (starting to trigger a call) or Drop (dropping a call) if you're using PPPoE
encapsulation. Dial backup is not available in bridge mode.
For the LAN, DMZ and WLAN ports, this displays the port speed and duplex setting.
For the WLAN card, this displays the transmission rate when a wireless LAN card is
inserted and WLAN is enabled or Down when a wireless LAN is not inserted or
WLAN is disabled.

TxPkts This is the number of transmitted packets on this port.

RxPkts This is the number of received packets on this port.

Tx Bls This displays the transmission speed in bytes per second on this port.

Rx B/s This displays the reception speed in bytes per second on this port.

Up Time This is the total amount of time the line has been up.

System Up Time | This is the total time the ZyWALL has been on.

Automatic Select a number of seconds or None from the drop-down list box to update all

Refresh Interval | screen statistics automatically at the end of every time interval or to not update the
screen statistics.

Refresh Click this button to update the screen’s statistics immediately.

3.4.7 Show Statistics: Line Chart

Click theicon in the Show Statistics screen. This screen shows you aline chart of each port’s
throughput statistics.

Figure 18 HOME > Show Statistics > Line Chart
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The following table describes the label s in this screen.
Table 9 HOME > Show Statistics > Line Chart

LABEL DESCRIPTION
El Click the icon to go back to the Show Statistics screen.
Port Select the check box(es) to display the throughput statistics of the corresponding
interface(s).
B/s Specify the direction of the traffic for which you want to show throughput statistics in
this table.

Select Tx to display transmitted traffic throughput statistics and the amount of traffic
(in bytes). Select Rx to display received traffic throughput statistics and the amount
of traffic (in bytes).

Throughput Set the range of the throughput (in B/s, KB/s or MB/s) to display.
Range Click Set Range to save this setting back to the ZyWALL.

3.4.8 DHCP Table

82

DHCP (Dynamic Host Configuration Protocol, RFC 2131 and RFC 2132) allows individual
clients to obtain TCP/IP configuration at start-up from a server. You can configure the
ZyWALL asaDHCP server or disableit. When configured as a server, the ZyWALL provides
the TCP/IP configuration for the clients. If DHCP service is disabled, you must have another
DHCP server on your LAN, or else the computer must be manually configured.

Click Show DHCP Table in the HOM E screen when the ZyWALL is set to router mode.
Read-only information here relates to your DHCP status. The DHCP table shows current
DHCP client information (including | P Address, Host Name and MAC Address) of all
network clients using the ZyWALL’s DHCP server.

Figure 19 HOME > Show DHCP Table

Interface Lap -

IP Address MAC Address Reserve H
n 192.1658.1.33 Twll746 00:0f:fe:le:daiel I

Refresh |

The following table describes the labels in this screen.
Table 10 HOME > Show DHCP Table

LABEL DESCRIPTION

Interface Select LAN, DMZ or WLAN to show the current DHCP client information for the
specified interface.

# This is the index number of the host computer.

IP Address This field displays the IP address relative to the # field listed above.

Host Name This field displays the computer host name.
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Table 10 HOME > Show DHCP Table (continued)

LABEL DESCRIPTION

MAC Address | The MAC (Media Access Control) or Ethernet address on a LAN (Local Area
Network) is unique to your computer (six pairs of hexadecimal notation).

A network interface card such as an Ethernet adapter has a hardwired address that is
assigned at the factory. This address follows an industry standard that ensures no
other adapter has a similar address.

Reserve Select the check box in the heading row to automatically select all check boxes or
select the check box(es) in each entry to have the ZyWALL always assign the
selected entry(ies)’s IP address(es) to the corresponding MAC address(es) (and host
name(s)). You can select up to 128 entries in this table. After you click Apply, the
MAC address and IP address also display in the corresponding LAN, DMZ or WLAN
Static DHCP screen (where you can edit them).

Refresh Click Refresh to reload the DHCP table.

3.4.9 VPN Status
Click VPN inth

e HOME screen. This screen displays read-only information about the active

VPN connections. The Pall Interval(s) field is configurable. A Security Association (SA) is
the group of security settings related to a specific VPN tunnel.

Figure 20 HOME > VPN Status

Current IP:

[ # |  Name [ Local Network [Remote Network | Encapsulation [IPSec Algorithm
i

Tunnel ESP DES--MDS

Tunnel

Autamatic Refre
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sh Interval 5=econds | % |

The following table describes the labels in this screen.
Table 11 HOME > VPN Status

LABEL DESCRIPTION
# This is the security association index number.
Name This field displays the identification name for this VPN policy.

Local Network

This field displays the IP address of the computer using the VPN IPSec feature of
your ZyWALL.

Remote Network

This field displays IP address (in a range) of computers on the remote network
behind the remote IPSec router.

Encapsulation

This field displays Tunnel or Transport mode.
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Table 11 HOME > VPN Status
LABEL DESCRIPTION

IPSec Algorithm | This field displays the security protocols used for an SA.

Both AH and ESP increase ZyWALL processing requirements and communications
latency (delay).

Automatic Select a number of seconds or None from the drop-down list box to update all
Refresh Interval | screen statistics automatically at the end of every time interval or to not update the
screen statistics.

Refresh Click this button to update the screen’s statistics immediately.

3.4.10 Bandwidth Monitor

Click Bandwidth in the HOM E screen to display the bandwidth monitor. This screen displays
the device's bandwidth usage and allotments.

Figure 21 Home > Bandwidth Monitor

Automatic Refresh Interval |5 seconds 'l Refresh |

The following table describes the |abels in this screen.
Table 12 ADVANCED > BW MGMT > Monitor
LABEL DESCRIPTION

Interface Select an interface from the drop-down list box to view the bandwidth usage
of its bandwidth classes.

Class This field displays the name of the bandwidth class.

A Default Class automatically displays for all the bandwidth in the Root
Class that is not allocated to bandwidth classes. If you do not enable
maximize bandwidth usage on an interface, the ZyWALL uses the bandwidth
in this default class to send traffic that does not match any of the bandwidth
classes.”

Budget (kbps) This field displays the amount of bandwidth allocated to the bandwidth class.

Current Usage (kbps) | This field displays the amount of bandwidth that each bandwidth class is
using.
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Table 12 ADVANCED > BW MGMT > Monitor

LABEL DESCRIPTION

Automatic Refresh Select a number of seconds or None from the drop-down list box to update all

Interval screen statistics automatically at the end of every time interval or to not
update the screen statistics.

Refresh Click this button to update the screen’s statistics immediately.

A. If you allocate all the root class’s bandwidth to the bandwidth classes, the default class still displays a budget of 2
kbps (the minimum amount of bandwidth that can be assigned to a bandwidth class).
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Wizard Setup

This chapter provides information on the Wizard Setup screensin the web configurator. The
Internet access wizard is only applicable when the ZyWALL isin router mode.

4.1 Wizard Setup Overview

The web configurator's setup wizards help you configure Internet and VPN connection
settings.

Inthe HOME screen, click the Wizard icon ‘{" to open the Wizard Setup Welcome screen.
The following summarizes the wizards you can Select:

* Internet Access Setup

Click thislink to open awizard to set up an Internet connection for WAN1 on aZyWALL
with multiple WAN ports or the WAN port on aZyWALL with asingle WAN port.

* VPN Setup
Use VPN Setup to configure aVVPN connection that uses a pre-shared key. If you want to
set the rule to use a certificate, please go to the VPN screensfor configuration. See Section
4.3 on page 96.

» Anti-Spam Setup
Use Anti-Spam Setup to select which traffic directions the anti-spam feature checks for
unsolicited commercial or junk e-mail (spam). See Section 4.3 on page 96.

Figure 22 Wizard Setup Welcome

Welcome to the ZyWALL Wizard Setup

#* Internet Access Setup
(helps user quickly configure the ZyWaLL 70 to secure Internet
connection)

+ VPN Setup
(helps user quickly configure the ZyWaLL 70 to secure WPH
connection)

® Anti-Sparn Setup
(helps user quickly configure the direction to check mail traffic
an theZywall 70)

Cloze |
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4.2 Internet Access

The Internet access wizard screen has three variations depending on what encapsulation type
you use. Refer to information provided by your ISP to know what to enter in each field. Leave
afield blank if you don’t have that information.

4.2.1 ISP Parameters

The ZyWALL offers three choices of encapsulation. They are Ether net, PPTP or PPPOE.

The wizard screen varies according to the type of encapsulation that you select in the
Encapsulation field.

4.2.1.1 Ethernet

For ISPs (such as Telstra) that send UDP heartbeat packets to verify that the customer is still
online, please create a WAN-to-WAN/ZyWALL firewall rule for those packets. Contact your
ISP to find the correct port number.

Choose Ether net when the WAN port is used as aregular Ethernet.

Figure 23 ISP Parameters: Ethernet Encapsulation

Tou can select ethernet, PPPoE or PPTP according to in which the network vou are, If vou
don't know, please ask your netwark administrator. The most popular type of netwarlk is
ethernet,

Encapsulation IE‘lherne‘f vl

IP Address Assignment

My WAM IP Address
My WAM IP Subnet Mask a
Gateway IP Address o . o . o . 0

First DMS Server
Second DMNS Server 1 1 e 1 i |

Back |

The following table describes the labels in this screen.
Table 13 ISP Parameters: Ethernet Encapsulation
LABEL DESCRIPTION

ISP Parameters
for Internet
Access

Encapsulation You must choose the Ethernet option when the WAN port is used as a regular
Ethernet. Otherwise, choose PPPoE or PPTP for a dial-up connection.

WAN IP Address
Assignment
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Table 13 ISP Parameters: Ethernet Encapsulation
LABEL DESCRIPTION
IP Address Select Dynamic If your ISP did not assign you a fixed IP address. This is the
Assignment default selection.
Select Static If the ISP assigned a fixed IP address.
The fields below are available only when you select Static.
My WAN IP Enter your WAN IP address in this field.
Address
My WAN IP Enter the IP subnet mask in this field.

Subnet Mask

Gateway IP Enter the gateway IP address in this field.

Address

First DNS Server | Enter the DNS server's IP address(es) in the field(s) to the right.

Second DNS Leave the field as 0.0.0.0 if you do not want to configure DNS servers. If you do not

Server configure a DNS server, you must know the IP address of a machine in order to
access it.

Back Click Back to return to the previous wizard screen.

Apply Click Apply to save your changes and go to the next screen.

4.2.1.2 PPPoE Encapsulation

Point-to-Point Protocol over Ethernet (PPPoE) functions as adial-up connection. PPPOE isan
IETF (Internet Engineering Task Force) standard specifying how a host personal computer
interacts with a broadband modem (for example DSL, cable, wireless, etc.) to achieve access
to high-speed data networks.

Figure 24

ISP Parameters: PPPoE Encapsulation

ethernet.

vou can select ethernet, PPPOE or PPTP according to in which the network yvou are, If you
dan't know, please ask your netwaork adrministratar, The most popular type of network is

Encapsulation

Service Mame

IPPP ovver Ethernet vI

(Optional)

User Marme
Password
Retype to Confirm

™ Mailed-Up
Idle Timeout

IP Address Assignrnent
My WAl IP Address

First DNS Server
Second DNS Server

nggggggg

EREEEEEE

I"UU (Seconds)

0 o . 0 0
0 o . 0 0
0 o . 0 0

Back |

ZyWALL 5/35/70 Series User’'s Guide

89




Chapter 4 Wizard Setup

The following table describes the label s in this screen.
Table 14 ISP Parameters: PPPoE Encapsulation

LABEL

DESCRIPTION

ISP Parameter
for Internet
Access

Encapsulation

Choose an encapsulation method from the pull-down list box. PPP over Ethernet
forms a dial-up connection.

Service Name

Type the name of your service provider.

User Name Type the user name given to you by your ISP.

Password Type the password associated with the user name above.

Retype to Type your password again for confirmation.

Confirm

Nailed-Up Select Nailed-Up if you do not want the connection to time out.

Idle Timeout Type the time in seconds that elapses before the router automatically disconnects

from the PPPoE server. The default time is 100 seconds.

WAN IP Address

Assignment
IP Address Select Dynamic If your ISP did not assign you a fixed IP address. This is the
Assignment default selection.
Select Static If the ISP assigned a fixed IP address.
The fields below are available only when you select Static.
My WAN IP Enter your WAN IP address in this field.
Address
First DNS Server | Enter the DNS server's IP address(es) in the field(s) to the right.
Second DNS Leave the field as 0.0.0.0 if you do not want to configure DNS servers. If you do not
Server configure a DNS server, you must know the IP address of a machine in order to
access it.
Back Click Back to return to the previous wizard screen.
Apply Click Apply to save your changes and go to the next screen.

4.2.1.3 PPTP Encapsulation

Point-to-Point Tunneling Protocol (PPTP) is anetwork protocol that enables transfers of data
from aremote client to a private server, creating aVirtual Private Network (VPN) using TCF/
| P-based networks.

PPTP supports on-demand, multi-protocol, and virtual private networking over public
networks, such as the Internet.
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The ZyWALL supports one PPTP server connection at any given time.
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Figure 25

ISP Parameters: PPTP Encapsulation

ethernet.
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Table 15

The following table describes the labelsin this screen.
ISP Parameters: PPTP Encapsulation

LABEL

DESCRIPTION

ISP Parameters for
Internet Access

Encapsulation

Select PPTP from the drop-down list box. To configure a PPTP client, you must
configure the User Name and Password fields for a PPP connection and the
PPTP parameters for a PPTP connection.

User Name

Type the user name given to you by your ISP.

Password

Type the password associated with the User Name above.

Retype to Confirm

Type your password again for confirmation.

Nailed-Up Select Nailed-Up if you do not want the connection to time out.

Idle Timeout Type the time in seconds that elapses before the router automatically
disconnects from the PPTP server.

PPTP

Configuration

My IP Address

Type the (static) IP address assigned to you by your ISP.

My IP Subnet Mask

Type the subnet mask assigned to you by your ISP (if given).

Server IP Address

Type the IP address of the PPTP server.

Connection ID/
Name

Enter the connection ID or connection name in this field. It must follow the "c:id"
and "n:name" format. For example, C:12 or N:My ISP.
This field is optional and depends on the requirements of your xXDSL modem.
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Table 15 ISP Parameters: PPTP Encapsulation
LABEL DESCRIPTION
WAN IP Address
Assignment
IP Address Select Dynamic If your ISP did not assign you a fixed IP address. This is the
Assignment default selection.
Select Static If the ISP assigned a fixed IP address.
The fields below are available only when you select Static.
My WAN IP Enter your WAN IP address in this field.
Address
First DNS Server Enter the DNS server's IP address(es) in the field(s) to the right.
Second DNS Leave the field as 0.0.0.0 if you do not want to configure DNS servers. If you do
Server not configure a DNS server, you must know the IP address of a machine in order
to access it.
Back Click Back to return to the previous wizard screen.
Apply Click Apply to save your changes and go to the next screen.

4.2.2 Internet Access Wizard: Second Screen

-1

Click Next to go to the screen where you can register your ZyWALL and activate the free
content filtering, anti-spam, anti-virus and IDP trial applications. Otherwise, click Skip to
display the congratulations screen and click Close to complete the Internet access setup.

Make sure you have installed the ZyWALL Turbo Card before you activate the
IDP and anti-virus subscription services.
Turn the ZyWALL off before you install or remove the ZyWALL Turbo Card.

Figure 26

Internet Access Wizard: Second Screen

fou can register ZyWWALL on http:/fweas. zyxel.com and activate "Free Trnal” of
Content Filtering, AntiSpam, Antivirus and IDP services on your ZyWALL.

Click "Mext" to activate these semices for FREE.
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Figure 27 Internet Access Setup Complete

Congratulations, The Internet access wizard configuration is complete,
Check our exciting range of ZyXEL products at http:/Awww.zyxel.com.

Having Internet Access problems?

1. Recheck your settings in this wizard.

2. If your wizard entries are correct, but still cannot access the Internet, then
check that your ISP account is active and that the settings you entered in
the wizard are correct,

3. If you still have problers, please contact custormer support,

Cloze |

4.2.3 Internet Access Wizard: Registration

If you clicked Next in the previous screen (see Figure 26 on page 92), the following screen
displays.
Use this screen to register the ZyWALL with myZyXEL.com. You must register your

ZyWALL before you can activate trial applications of services like content filtering, anti-
spam, anti-virus and IDP,

g If you want to activate a standard service with your iCard’s PIN number
(license key), use the REGISTRATION > Service screen.

Figure 28 Internet Access Wizard: Registration

' Hew myZy~AEL.com account 8 Existing myZy»EL.com account

User Mame Iexample Check I

p d I,,,,,, [Type username and password from & to
|asswar 20 characters,)

Confirm Password I""""""

E-Mail Address Itest@test.cnm
Country I Taiwan LI

Back | Mext |

ZyWALL 5/35/70 Series User’'s Guide 93




Chapter 4 Wizard Setup

The following table describes the labelsin this screen.
Table 16 Internet Access Wizard: Registration

LABEL

DESCRIPTION

Device Registration

If you select Existing myZyXEL.com account, only the User Name and
Password fields are available.

New myZyXEL.com
account

If you haven't created an account at myZyXEL.com, select this option and
configure the following fields to create an account and register your
ZyWALL.

Existing myZyXEL.com
account

If you already have an account at myZyXEL.com, select this option and enter
your user name and password in the fields below to register your ZyWALL.

User Name Enter a user name for your myZyXEL.com account. The name should be
from six to 20 alphanumeric characters (and the underscore). Spaces are
not allowed.

Check Click this button to check with the myZyXEL.com database to verify the user
name you entered has not been used.

Password Enter a password of between six and 20 alphanumeric characters (and the

underscore). Spaces are not allowed.

Confirm Password

Enter the password again for confirmation.

E-Mail Address

Enter your e-mail address. You can use up to 80 alphanumeric characters
(periods and the underscore are also allowed) without spaces.

Country Select your country from the drop-down box list.
Back Click Back to return to the previous screen.
Next Click Next to continue.

After you fill in the fields and click Next, the following screen shows indicating the
registration isin progress. Wait for the registration progress to finish.

Figure 29 Internet Access Wizard: Registration in Progress

Register on myZyXEL.com server in Progress

This may take up to 40 seconds. Please wait...

4.2.4 Internet Access Wizard: Status

94

This screen shows your device registration and service subscription status. Click Closeto
leave the wizard screen when the registration and activation are done.
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Figure 30 Internet Access Wizard: Status
INTERNET ACCESS

Status

A screen similar to the following appearsif the registration was not successful. Click Return
to go back to the Device Registration screen and check your settings.

Figure 31 Internet Access Wizard: Registration Failed
INTERNET ACCESS

425 Internet Access Wizard: Service Activation

If the ZyWALL has been registered, the Device Registration screen is read-only and the
Service Activation screen appears indicating what trial applications are activated after you
click Next.

Figure 32 Internet Access Wizard: Registered Device
INTERNET ACCESS

Device Registration
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Figure 33 Internet Access Wizard: Activated Services
INTERNET ACCESS

Service Activation

4.3 VPN Wizard Gateway Setting

96

Use this screen to name the VPN gateway policy (IKE SA) and identify the IPSec routers at
either end of the VPN tunnel.

Click VPN Setup in the Wizard Setup Welcome screen (Figure 22 on page 87) to open the
VPN configuration wizard. The first screen displays as shown next.

Figure 34 VPN Wizard: Gateway Setting
WIZARD - VPN

Gateway Policy Property

Gateway Policy Setting

0.0.0.0

yBranchOffice com

The following table describes the labels in this screen.
Table 17 VPN Wizard: Gateway Setting

LABEL DESCRIPTION

Gateway Policy

Property

Name Type up to 32 characters to identify this VPN gateway policy. You may use any
character, including spaces, but the ZyWALL drops trailing spaces.
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Table 17 VPN Wizard: Gateway Setting

LABEL

DESCRIPTION

My ZyWALL

When the ZyWALL is in router mode, enter the WAN IP address or the domain nhame
of your ZyWALL or leave the field set to 0.0.0.0.

The following applies if the My ZyWALL field is configured as 0.0.0.0:

When the WAN interface operation mode is set to Active/Passive, the ZyWALL uses
the IP address (static or dynamic) of the WAN interface that is in use.

When the WAN interface operation mode is set to Active/Active, the ZyWALL uses
the IP address (static or dynamic) of the primary (highest priority) WAN interface to
set up the VPN tunnel as long as the corresponding WAN1 or WAN2 connection is
up. If the corresponding WAN1 or WAN2 connection goes down, the ZyWALL uses
the IP address of the other WAN port.

If both WAN connections go down, the ZyWALL uses the dial backup IP address for
the VPN tunnel when using dial backup or the LAN IP address when using traffic
redirect. See the chapter on WAN for details on dial backup and traffic redirect.
When the ZyWALL is in bridge mode, this field is read-only and displays the
ZyWALL'’s IP address.

Remote
Gateway
Address

Enter the WAN IP address or domain name of the remote IPSec router (secure
gateway) in the field below to identify the remote IPSec router by its IP address or a
domain name. Set this field to 0.0.0.0 if the remote IPSec router has a dynamic WAN
IP address.

Back

Click Back to return to the previous screen.

Next

Click Next to continue.

4.4 VPN Wizard Network Setting

Use this screen to name the VPN network policy (IPSec SA) and identify the devices behind
the IPSec routers at either end of a VPN tunnel.

Two active SAs cannot have the local and remote | P address(es) both the same. Two active
SAs can have the same local or remote | P address, but not both. You can configure multiple
SAs between the same local and remote IP addresses, aslong as only oneis active at any time.
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Figure 35 VPN Wizard: Network Setting

MName

MNetwork Policy Propert

¥ active

Metwork Policy Setting

Local Metwork
Starting IP Address 192 . 188 . 1 . =0
Ending IP Address / Subnet Mask 192 . 188 . 1 . EO

Rermote Metwork
Starting IP Address 0 . o0 . o0 . 0
Ending IF Address / Subnet Mask 285 . 0 . 0 . 0

fTest

" Single ™ Range IP © Subnst

- Single o Range IP ' Subnet

The following table describes the labelsin this screen.
Table 18 VPN Wizard: Network Setting

LABEL DESCRIPTION

Network Policy

Property

Active If the Active check box is selected, packets for the tunnel trigger the ZyWALL to build
the tunnel.
Clear the Active check box to turn the network policy off. The ZyWALL does not
apply the policy. Packets for the tunnel do not trigger the tunnel.

Name Type up to 32 characters to identify this VPN network policy. You may use any

character, including spaces, but the ZyWALL drops trailing spaces.

Network Policy
Setting

Local Network

Local IP addresses must be static and correspond to the remote IPSec router's
configured remote IP addresses.
Select Single for a single IP address. Select Range IP for a specific range of IP

addresses. Select Subnet to specify IP addresses on a network by their subnet
mask.

Subnet Mask

Starting IP When the Local Network field is configured to Single, enter a (static) IP address on

Address the LAN behind your ZyWALL. When the Local Network field is configured to Range
IP, enter the beginning (static) IP address, in a range of computers on the LAN behind
your ZyWALL. When the Local Network field is configured to Subnet, this is a
(static) IP address on the LAN behind your ZyWALL.

Ending IP When the Local Network field is configured to Single, this field is N/A. When the

Address/ Local Network field is configured to Range IP, enter the end (static) IP address, in a

range of computers on the LAN behind your ZyWALL. When the Local Network field
is configured to Subnet, this is a subnet mask on the LAN behind your ZyWALL.

Remote
Network

Remote IP addresses must be static and correspond to the remote IPSec router's
configured local IP addresses.

Select Single for a single IP address. Select Range IP for a specific range of IP
addresses. Select Subnet to specify IP addresses on a network by their subnet
mask.
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Table 18 VPN Wizard: Network Setting

Subnet Mask

LABEL DESCRIPTION

Starting IP When the Remote Network field is configured to Single, enter a (static) IP address

Address on the network behind the remote IPSec router. When the Remote Network field is
configured to Range IP, enter the beginning (static) IP address, in a range of
computers on the network behind the remote IPSec router. When the Remote
Network field is configured to Subnet, enter a (static) IP address on the network
behind the remote IPSec router

Ending IP When the Remote Network field is configured to Single, this field is N/A. When the

Address/ Remote Network field is configured to Range IP, enter the end (static) IP address, in

a range of computers on the network behind the remote IPSec router. When the
Remote Network field is configured to Subnet, enter a subnet mask on the network
behind the remote IPSec router.

Back

Click Back to return to the previous screen.

Next

Click Next to continue.

4.5 VPN Wizard IKE Tunnel Setting (IKE Phase 1)

Use this screen to specify the authentication, encryption and other settings needed to negotiate
aphase 1 IKE SA.

Figure 36 VPN Wizard: IKE Tunnel Setting

Megotiation Mode & Main Mode ¢ Agaressive Mode
Encryption &lgorithm * pes  aEs { 3DES
&uthentication &lgorithm " =Hal * MDS

Key Group * pH1L . DHz

S4 Life Time 28300 (Seconds)

Pre-Shared Key [12345678

e
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The following table describes the label s in this screen.
Table 19 VPN Wizard: IKE Tunnel Setting

LABEL

DESCRIPTION

Negotiation Mode

Select Main Mode for identity protection. Select Aggressive Mode to allow
more incoming connections from dynamic IP addresses to use separate
passwords.

Note: Multiple SAs (security associations) connecting through a
secure gateway must have the same negotiation mode.

Encryption
Algorithm

When DES is used for data communications, both sender and receiver must
know the same secret key, which can be used to encrypt and decrypt the
message or to generate and verify a message authentication code. The DES
encryption algorithm uses a 56-bit key. Triple DES (3DES) is a variation on DES
that uses a 168-bit key. As a result, 3DES is more secure than DES. It also
requires more processing power, resulting in increased latency and decreased
throughput. This implementation of AES uses a 128-bit key. AES is faster than
3DES.

Authentication
Algorithm

MD5 (Message Digest 5) and SHA1 (Secure Hash Algorithm) are hash
algorithms used to authenticate packet data. The SHA1 algorithm is generally
considered stronger than MD5, but is slower. Select MD5 for minimal security
and SHA-1 for maximum security.

Key Group

You must choose a key group for phase 1 IKE setup. DH1 (default) refers to
Diffie-Hellman Group 1 a 768 bit random number. DH2 refers to Diffie-Hellman
Group 2 a 1024 bit (1 Kb) random number. DH5 refers to Diffie-Hellman Group
5 a 1536-bit random number.

SA Life Time
(Seconds)

Define the length of time before an IKE SA automatically renegotiates in this
field. The minimum value is 180 seconds.

A short SA Life Time increases security by forcing the two VPN gateways to
update the encryption and authentication keys. However, every time the VPN
tunnel renegotiates, all users accessing remote resources are temporarily
disconnected.

Pre-Shared Key

Type your pre-shared key in this field. A pre-shared key identifies a
communicating party during a phase 1 IKE negotiation. It is called "pre-shared"”
because you have to share it with another party before you can communicate
with them over a secure connection.

Type from 8 to 31 case-sensitive ASCII characters or from 16 to 62
hexadecimal ("0-9", "A-F") characters. You must precede a hexadecimal key
with a "Ox (zero x), which is not counted as part of the 16 to 62 character range
for the key. For example, in "0x0123456789ABCDEF", 0x denotes that the key
is hexadecimal and 0123456789ABCDEF is the key itself.

Both ends of the VPN tunnel must use the same pre-shared key. You will
receive a PYLD_MALFORMED (payload malformed) packet if the same pre-
shared key is not used on both ends.

Back

Click Back to return to the previous screen.

Next

Click Next to continue.

4.6 VPN Wizard IPSec Setting (IKE Phase 2)

Use this screen to specify the authentication, encryption and other settings needed to negotiate
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aphase 2 IPSec SA.
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Figure 37 VPN Wizard: IPSec Setting
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The following table describes the labels in this screen.
Table 20 VPN Wizard: IPSec Setting

LABEL

DESCRIPTION

Encapsulation Mode

Tunnel is compatible with NAT, Transport is not.

Tunnel mode encapsulates the entire IP packet to transmit it securely. A Tunnel
mode is required for gateway services to provide access to internal systems.
Tunnel mode is fundamentally an IP tunnel with authentication and encryption.
Transport mode is used to protect upper layer protocols and only affects the
data in the IP packet. In Transport mode, the IP packet contains the security
protocol (AH or ESP) located after the original IP header and options, but before
any upper layer protocols contained in the packet (such as TCP and UDP).

IPSec Protocol

Select the security protocols used for an SA.

Both AH and ESP increase ZyWALL processing requirements and
communications latency (delay).

Encryption Algorithm

When DES is used for data communications, both sender and receiver must
know the same secret key, which can be used to encrypt and decrypt the
message or to generate and verify a message authentication code. The DES
encryption algorithm uses a 56-bit key. Triple DES (3DES) is a variation on DES
that uses a 168-bit key. As a result, 3DES is more secure than DES. It also
requires more processing power, resulting in increased latency and decreased
throughput. This implementation of AES uses a 128-bit key. AES is faster than
3DES. Select NULL to set up a tunnel without encryption. When you select
NULL, you do not enter an encryption key.

Authentication MD5 (Message Digest 5) and SHA1 (Secure Hash Algorithm) are hash

Algorithm algorithms used to authenticate packet data. The SHA1 algorithm is generally
considered stronger than MD5, but is slower. Select MD5 for minimal security
and SHA-1 for maximum security.

SA Life Time Define the length of time before an IKE SA automatically renegotiates in this

(Seconds) field. The minimum value is 180 seconds.

A short SA Life Time increases security by forcing the two VPN gateways to
update the encryption and authentication keys. However, every time the VPN
tunnel renegotiates, all users accessing remote resources are temporarily
disconnected.
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Table 20 VPN Wizard: IPSec Setting (continued)

LABEL

DESCRIPTION

Secret (PFS)

Perfect Forward Perfect Forward Secrecy (PFS) is disabled (None) by default in phase 2 IPSec

SA setup. This allows faster IPSec setup, but is not so secure.

Select DH1, DH2 or DH5 to enable PFS. DH1 refers to Diffie-Hellman Group 1
a 768 bit random number. DH2 refers to Diffie-Hellman Group 2 a 1024 bit
(1Kb) random number (more secure, yet slower). DH5 refers to Diffie-Hellman
Group 5 a 1536-bit random number.

Back

Click Back to return to the previous screen.

Next

Click Next to continue.

4.7 VPN Wizard Status Summary

This read-only screen shows the status of the current VPN setting. Use the summary tableto
check whether what you have configured is correct.

Figure 38 VPN Wizard: VPN Status

Gateway Policy Property
Marne Test

Gateway Policy Setting

My Zyw ALl 0.0.0.0
Remote Gateway Address MyBranchoffice .com
Metworl: Policy Property
Active Tes
MName Test

Metworl: Policy Setting
Local Metwark

Starting IP Address 192.168.1.50

Ending IF Address 19Z2.168.1.60
Remote Network

Starting IP Address 10.0.0.0

Subnet Mask 255.0.0.0

IKE Tunnel Setting (IKE Phase 1)
Authentication For Activating WP
Authenticated By

User Name

Password
Megotiation Mode Main Mode
Encryption Algorithm DES
Authentication algorithm MOe
Key Group DH1
SA Life Time ZBE00 {Seconds)
Pre-Shared Key 12345678

IFSec Setting (IKE Phase 2)

Encapsulation Mode Tunnel Mode
IP=ec Protocol E=P
Encryption Algorithm CES
Authentication Algorithm SHAL
SA Life Time ZBE00 {Seconds)
Perfect Forward Secrecy (PF3) Maone

Back | Finish
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The following table describes the label s in this screen.
Table 21 VPN Wizard: VPN Status

LABEL DESCRIPTION

Gateway Policy

Property

Name This is the name of this VPN gateway policy.

Gateway Policy
Setting

My ZyWALL

This is the WAN IP address or the domain name of your ZyWALL in router
mode or the ZyWALL'’s IP address in bridge mode.

Remote Gateway
Address

This is the IP address or the domain name used to identify the remote IPSec
router.

Network Policy

Property
Active This displays whether this VPN network policy is enabled or not.
Name This is the name of this VPN network policy.

Network Policy
Setting

Local Network

Starting IP Address

This is a (static) IP address on the LAN behind your ZyWALL.

Ending IP Address/
Subnet Mask

When the local network is configured for a single IP address, this field is N/A.
When the local network is configured for a range IP address, this is the end
(static) IP address, in a range of computers on the LAN behind your ZyWALL.
When the local network is configured for a subnet, this is a subnet mask on the
LAN behind your ZyWALL.

Remote Network

Starting IP Address

This is a (static) IP address on the network behind the remote IPSec router.

Ending IP Address/
Subnet Mask

When the remote network is configured for a single IP address, this field is N/A.
When the remote network is configured for a range IP address, this is the end
(static) IP address, in a range of computers on the network behind the remote
IPSec router. When the remote network is configured for a subnet, this is a
subnet mask on the network behind the remote IPSec router.

IKE Tunnel Setting
(IKE Phase 1)

Negotiation Mode

This shows Main Mode or Aggressive Mode. Multiple SAs connecting through
a secure gateway must have the same negotiation mode.

Encryption This is the method of data encryption. Options can be DES, 3DES or AES.
Algorithm

Authentication MD5 (Message Digest 5) and SHA1 (Secure Hash Algorithm) are hash
Algorithm algorithms used to authenticate packet data.

Key Group This is the key group you chose for phase 1 IKE setup.

SA Life Time This is the length of time before an IKE SA automatically renegotiates.
(Seconds)

Pre-Shared Key

This is a pre-shared key identifying a communicating party during a phase 1 IKE
negotiation.

IPSec Setting (IKE
Phase 2)

Encapsulation Mode

This shows Tunnel mode or Transport mode.
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Table 21 VPN Wizard: VPN Status (continued)

LABEL

DESCRIPTION

IPSec Protocol

ESP or AH are the security protocols used for an SA.

Encryption This is the method of data encryption. Options can be DES, 3DES, AES or
Algorithm NULL.

Authentication MD5 (Message Digest 5) and SHA1 (Secure Hash Algorithm) are hash
Algorithm algorithms used to authenticate packet data.

SA Life Time This is the length of time before an IKE SA automatically renegotiates.
(Seconds)

Perfect Forward
Secret (PFS)

Perfect Forward Secret (PFS) is disabled (None) by default in phase 2 IPSec
SA setup. Otherwise, DH1, DH2 or DH5 are selected to enable PFS.

Back

Click Back to return to the previous screen.

Finish

Click Finish to complete and save the wizard setup.

4.8 VPN Wizard Setup Complete

Congratulations! You have successfully set up the VPN rulefor your ZyWALL. If you aready
had VPN rules configured, the wizard adds the new VPN rule after the last existing VPN rule.

Figure 39 VPN Wizard Setup Complete

Congratulations, The YPH wizard configuration is complete,
Check our exciting range of ZyXEL products at http:vwww . zvxel.com

Having VPN access problems?

i,
Z2,

Verify your settings in this wizard.

If wour wizard entries are correct, but still cannot access the
Internet, then check that your ISP account is active and that the
settings vou entered in the wizard are correct.

If yvou still have problems, please contact custormer suppart,

Close |

4.9 Anti-Spam Wizard: Email Server Location Setting

Use this screen to select the locations where you have e-mail servers. Anicon of an e-mail
server appears at each spot you select.

g The anti-spam wizard does NOT enable anti-spam.
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Figure 40 Anti-Spam Wizard: Email Server Location Setting
WIZARD - Anti-Spam

Email Server Location Setting

The following table describes the labels in this screen.
Table 22 Anti-Spam Wizard: Email Server Location Setting
LABEL DESCRIPTION

Intranet These are the networks directly connected to the ZyWALL.

¢ Select WLAN if you have an e-mail server(s) connected to the ZyWALL’s WLAN.

« Select WAN 1 if you have an e-mail server(s) connected to the ZyWALL's WAN
1

¢ Select LAN if you have an e-mail server(s) connected to the ZyWALL's LAN.
* Select WAN 2 if you have an e-mail server(s) connected to the ZyWALL’s WAN.
¢ Select DMZ if you have an e-mail server(s) connected to the ZyWALL's DMZ.

Internet These are the networks that the ZyWALL connects to through an Internet connection.

¢ Select Internet if the e-mail server(s) you use are on the Internet.
* Select VPN if you use a VPN tunnel to connect to an e-mail server(s).

Back Click Back to return to the previous screen.

Next Click Next to continue.

4.10 Anti-Spam Wizard: Direction Recommendations

This screen displays recommended traffic flows to scan for spam based on the locations of
your e-mail servers.
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Figure 41 Anti-Spam Wizard: Direction Recommendations

we recommend the following directionds) should be checked,

o WANLS WANZ to LAN {SMTP) since the mail server is at LAN

Back | M

» For e-mail serversonthe LAN, DMZ, or WLAN the ZyWALL recommends checking
traffic that comes from the WAN to the zone(s) where the e-mail server islocated. Thisis
to check for spam coming to the ZyWALL’s e-mail server from outside e-mail servers.

» For e-mail serverson the Internet, the ZyWALL recommends checking traffic that comes
from the WAN to the LAN, DMZ, and WLAN zones. Thisisto check for spam coming to
the ZyWALL’slocal users from the outside e-mail server.

» For email serverslocated at the other end of a VPN tunnel, the ZyWALL recommends
checking traffic that comes from the VPN to the LAN, DMZ, and WLAN zones. Thisisto
check for spam coming to the ZyWALL’s local users from the e-mail server at the VPN
peer.

* If you have (your) e-mail server at the WAN zone, the ZyWALL recommends having
anti-spam functionality installed on another device between the e-mail server and the
Internet. Another option would be to move the e-mail server to the LAN, DMZ, or
WLAN.

» Click Back to return to the previous screen.

» Click Next to continue.

4.11 Anti-Spam Wizard: Direction Configuration
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Use this screen to select which traffic directions the anti-spam feature checks for spam.
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Figure 42 Anti-Spam Wizard: Direction Configuration

Recommended Protected Traffic Direction Settings
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The following table describes the labels in this screen.
Table 23 Anti-Spam Wizard: Direction Configuration
LABEL DESCRIPTION

Enable Anti-Spam Select this check box to check traffic for spam SMTP (TCP port 25 and
POP3 (TCP port 110) e-mail.

From, To Select the directions of travel of packets that you want to check. Select or
clear a row or column’s first check box (with the interface label) to select or
clear the interface’s whole row or column.

You could for example have the ZyWALL check packets traveling in from the
WAN to the interface your e-mail server is on. For example, From WAN1 To
DMZ, or From WANZ2 To DMZ.

From LAN To LAN means packets traveling from a computer on one LAN
subnet to a computer on another LAN subnet via the LAN interface of the
ZyWALL. The ZyWALL does not check packets traveling from a LAN
computer to another LAN computer on the same subnet.

From WAN1 To WAN1 means packets that come in through the WAN 1
interface and the ZyWALL routes back out through the WAN 1 interface.
From VPN means traffic that came into the ZyWALL through a VPN tunnel
and is going to the selected “to” interface. For example, From VPN To LAN
specifies the VPN traffic that is going to the LAN or terminating at the
ZyWALL'’s LAN interface. The ZyWALL checks the traffic after decrypting it.
To VPN is traffic that comes in through the selected “from” interface and
goes out through any VPN tunnel. For example, From LAN To VPN
specifies the traffic that is coming from the LAN and going out through a VPN
tunnel. The ZyWALL checks the traffic before encrypting it.

From VPN To VPN means traffic that comes in through a VPN tunnel and
goes out through (another) VPN tunnel. This is the case when the ZyWALL
is the hub in a hub-and-spoke VPN. The ZyWALL checks the traffic after
decrypting it (before encrypting it again).

Note: The VPN connection directions apply to the traffic going
to or from the ZyWALL'’s VPN tunnels. They do not
apply to other VPN traffic for which the ZyWALL is not
one of the gateways (VPN pass-through traffic).
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Table 23 Anti-Spam Wizard: Direction Configuration

LABEL DESCRIPTION
Back Click Back to return to the previous screen.
Next Click Next to continue.

4.12 Anti-Spam Wizard: Setup Complete

Congratulations! You have successfully set up the directions that the anti-spam feature checks
for spam. This does not enable the anti-spam feature. Go to the SECURITY > ANTI-SPAM

screens to enable anti-spam.
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Figure 43 Anti-Spam Wizard: Setup Complete

Congratulations. The Anti-Spam direction configuration is complete,

Cloze |
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This chapter gives examples of how to configure some of your ZyWALL'’s key features. See
the related chapter on afeature for more details.

5.1 Dynamic VPN Rule Configuration

Dynamic VPN rules alow VPN connections from |PSec routers with dynamic WAN [P
addresses. Thistutoria shows how to configure abasic VPN (Virtual Private Network) tunnel
to alow atraveling sales manager named Bob (Y in the figure) using aZyWALL P1 (B) to
securely connect to computers and servers on the office network X behind aZyWALL 70 (A).

» The ZyWALLs are peers.

* ZyWALL B has adynamically-assigned WAN [P addresses (represented by 0.0.0.0), so
only ZyWALL B can initiate (trigger) the VPN tunnel.

» ZyWALL B automaticaly initiatesa VPN tunnel to ZyWALL A whenever Y triesto
connect to an I P address from 10.0.0.2 to 10.0.0.64 and passes the identification
authentication.

Figure 44 Dynamic VPN Rule Example
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This example uses the following settings.
Table 24 Dynamic VPN Rule Tutorial Settings

ZYWALL A
FIELD (COMPANY) ZYWALL B (BOB)
Gateway Policy Property Name (identifies the VPN rule) A-B_Gateways A-B_Gateways
My ZyWALL (ZyWALL's WAN IP address) 1.2.34 0.0.0.0
Primary Remote Gateway Address (peer ZyWALL’s WAN 0.0.0.0 1234
IP address)
Network Policy Property Name (name of the policy that X-Y_Networks X-Y_Networks
identifies the networks behind the ZyWALLS)
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Table 24 Dynamic VPN Rule Tutorial Settings

ZYWALL A
FIELD (COMPANY) ZYWALL B (BOB)
Local Network (network behind the local ZyWALL) 10.0.0.2 192.168.167.2
~10.0.0.64
Note: Use static IP addresses or static DHCP to
make sure the computers behind the
ZyWALLs always use these IP addresses.
Remote Network (network behind the peer ZyWALL) 0.0.0.0 10.0.0.2 ~10.0.0.64

Pre-Shared Key (password)

MyPre-123!@#

MyPre-123!@#

Extended Authentication

Enabled, Server
Mode

Enabled, Client
Mode

Extended Authentication Username and Password

(in Local User
Database)
SalesManager,
Manager1234

(in VPN Gateway
Policy Edit)
SalesManagetr,
Manager1234

5.1.1 Configure Bob’s User Account

This example includes extended authentication. Bob has to enter the correct username and
password to use the ZyWALL tunnel. This keeps others from using Bob’'s ZyWALL if itis
lost or stolen. ZyWALL A needs to check the VPN tunnel requests that come in from
ZyWALL B. In this example, you configure alocal user database account named
“SalesManager” on ZyWALL A.

1 GotoSECURITY >AUTH SERVER.
2 Add and activate accounts for the users. In this example, enter "SalesManager” with

"Manager1234".
‘Database. RADIUS
I T B T S T E—
-# ISaIesManager I aaaaaaaa
B [ |
B T [ |
s | .
- - N e N W,
(30 s | [
B T [ |
B T [ |
Resetl
3 Click Apply.

5.1.2 VPN Gateway and Network Policy Configuration

This section covers how to configure the company’s ZyWALL (A) and the telecommuter’s
ZyWALL (B).
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1 Click SECURITY > VPN > VPN Rules (IKE), and then the add gateway policy ()
icon to display the Edit Gateway Policy screen. Use this screen to configure the VPN
gateway policy that identifies the ZyWALLSs.

The company’s ZyWALL (A) and the telecommuter’s ZyWALL (B) gateway policy edit
screens are shown next.

» Theinformation that identifies the ZyWALL 70 (A) iscircled in red.

e Theinformation that identifiesthe ZyWALL P1 (B) iscircled in yellow.
* Information that is the same in both is circled in orange.

» Extended authentication settings are in green.
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Figure 45 VPN Gateway Policy Edit Screens

Company Device (A) Remote Device (B)

VPN - GATEWAY POLICY - EDIT VPN - GATEWAY POLICY - EDIT
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B
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[rannnnnn
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=Nk
[mos =]

GE00

Associated Network Policies

Remote T
Local Remote
‘work . s Network Network
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2 Afteryouclick Apply, the A-B_Gateways gateway policy displays as shown next. Click
SECURITY > VPN and the A-B_Gateways' add network policy (¥ ) icon. The
following figure shows ZyWALL A’s screen.
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Figure 46 SECURITY > VPN > Add Network Policy (ZyWALL A)

YPHN Rules.(IKE)_I ¥PM Rules {Manual) SA Monitor Global Setting

¥PN Rules

Local * : Internet ' Remote °
__ Network & __ SSA'PN Tunne - Network &

3 Edit the VPN-Network Policy -Edit screen to configure network policies. A network
policy identifies the devices behind the IPSec routers at either end of a VPN tunnel and
specifies the authentication, encryption and other settings needed to negotiate a phase 2
IPSec SA.

Here are the company’s ZyWALL (A) and the telecommuter’s ZyWALL (B) network
policy edit screens.

» Theinformation that identifies network X iscircled in red.

» Theinformation that identifies network Y iscircled in yellow.
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Figure 47 VPN Network Policy Edit Screens
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4 After you click Apply, the network policy displays with the gateway policy.

5 IntheZyWALL B, select "X-Y_Networks' in the Activating VPN Rulefield to activate
the VPN rule. The color of "X-Y_Networks' VPN policy changes to pink.

Figure 48 Activate VPN Rule (ZyWALL B)

¥PN Rules (IKE) |  SA Monitor Global Setting
¥PN Rules
Local * Internet = Remote

. Network

o

A-B_Gateways  %90.0.0.0 En1.2.3.4 & {2%?
Y H-v_Networks €17 182.165.167.2 10'0'0:24' % & 02

10.0.0

6 Review the settings on both ZyWAL Ls as shown next.
» Theinformation that identifies the ZyWALL 70 (A) and network X iscircled in red.

» Theinformation that identifies the ZyWALL P1 (B) and network Y iscircled in
yellow.

ZyWALL 5/35/70 Series User’'s Guide 115




Chapter 5 Tutorials

Figure 49 Tutorial: VPN Summary Screens Comparison Example
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You have configured the company’s ZyWALL (A) and the telecommuter’s ZyWALL (B).

5.1.3 Configure Zero Configuration Mode on ZyWALL B

The ZyWALL P1’s zero configuration mode provides a simplified user mode for the web
configurator interface. The user uses thisinterface to configure the ZyWALL's Internet access
settings and log into the VPN tunnel (see Section 5.1.4 on page 117). Do the following to have
the telecommuter’s ZyWALL (B) use zero configuration mode.

1 Loginto ZyWALL B’sweb configurator.
2 Goto MAINTENANCE and click the Device M ode tab.
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3 Sdect Zero Configuration Mode.

Time
Password and
Date

Device Ffw

General Mode Upload

LT

Zero Configuration

Device Mode

" Router
LAaM Interface IP Address 192 . 168 . 167 .
LaN Interface Subnet 255 . 255 . 255 . 0
Masl
¥ DHce
Lpddpr':';;ftam”g 192 ., 188 . 167 . 33
Pool Size I?.’-:
" Bridge
IP Address ] ] a
IP Subnet Mask a a
Gateway IP Address i} 0 i}

& Zero Configuration Mode

Backup&Restore Restart Diagnosis

The ZywaALL restarts automatically after vou change the device mode and click "apply".

Apply | Reset |

4 Click Apply. The system reboots automatically and restarts in zero configuration mode.

5.1.4 Testing Your VPN Configuration
Test the VPN configuration before giving the ZyWALL P1 to Bob.

1 ZyWALL A should already be connected to the Internet using it’s public WAN 1P
address. Connect ZyWALL B to the Internet. Make sure it gets a public WAN IP. You
may have to take ZyWALL B to another location if it cannot get a public IP address at

the company.

2 Configure one computer to use | P address 192.168.167.2/24 behind ZyWALL B. Use
"ipconfig" in the command mode to ensure the IP address is properly configured.

Figure 50 Check The Telecommuter's Computer IP Address

C:\>ipconfig
Windows 2000 IP Configuration
Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix

IP Address. . . . . . . . . . . . - 192.168.167.2
Subnet Mask . . . . . . . . . . . 1 255.255.255.0
Default Gateway . . . . . . . . . - 192.168.167.1
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Open aweb browser (like Internet Explorer) to connect to the ZyWALL P1'sLAN IP
address (http://192.168.167.1 in this example).

The user mode screen for VPN authentication displays. Enter the user name
"SalesManager" and password "Manager1234". Click Activate.

ZyXEL

INTERNET ACCESS

¥PN SA Monitor

| ¥PN Acl':iuai:'i'on

SECURITY

Autl ation For Activating YPN
LOGS
User Mame ISaIesManager
ADYANCED e I aaaaaaaa
EXIT
Reset |

5 ZyWALL B automatically initiates and negotiates the VPN tunnel with ZyWALL A
after you pass the authentication. A successful screen displays. Click Return.

¥PN Tunnel Establishment Successful

Flease click Return to go to the WPN Rules screen,

Return |

6 Send aping from the telecommuter’s computer (1P address 192.168.167.2) to adevice
on the office network (X), for example 10.0.0.2. You should get a response.
To do thisin most Windows computers, click Sart > Run, enter cmd, and then enter
ping followed by the IP address of a computer on network X. Here is an example.

Figure 51 Telecommuter Pinging a Network X IP Address Example

C:\>ping 10.0.0.2

Pinging 10.0.0.2 with 32 bytes of data:

Reply from 10.0.0.2: bytes=32 time=3ms TTL=126
Reply from 10.0.0.2: bytes=32 time=2ms TTL=126
Reply from 10.0.0.2: bytes=32 time=2ms TTL=126
Reply from 10.0.0.2: bytes=32 time=2ms TTL=126

Ping statistics for 10.0.0.2:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 2ms, Maximum = 3ms, Average

2ms

If thereis no reply to the ping, the system log can help identify a configuration problem. Click
L OGSto see the system log. See Section on page 561 for information on the log messages.
You may need to click LOGS > L og Settingsin the advanced web configurator and make
sure IKE and IPSec logging is enabled at both ends. You can clear the existing log and re-
attempt to build the tunnel (this makes it easier to identify the relevant logs).
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When you can ping | P address 10.0.0.2 from the computer with |P address 192.168.167.2
behind ZyWALL B, you know the VPN tunnel works.

5.1.5 Using the Dynamic VPN Rule for More VPN Tunnels

Other remote users (like sales people and telecommuters) using | PSec routers with dynamic
WAN [P addresses can a so use the same gateway and network policy on ZyWALL A. The
gateway policiesyou configure on the remote | PSec routers differ by user name and password.
The network policies on the remote IPSec routers differ by the |P address of the computer
behind the remote | PSec router. Even though all of the remote I PSec routers use the same
gateway policy and network policy on ZyWALL A, ZyWALL A builds adifferent VPN
tunnel for each remote |PSec router. See Section 19.9 on page 379 to display VPN tunnels.

Figure 52 Additional Dynamic VPN Rules Example
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» Create aunigue user name and password for each remote IPSec router in ZyWALL A's
local user database (or on a RADIUS server that ZyWALL A is configured to use).

» Configure agateway policy on each remote | PSec router. Use the sasme MyZyWALL and
Primary Remote Gateway address and Pre-Shared K ey settings on all of the remote
IPSec routers, but a different user name and password for each.

» Configure a different network policy for each remote |PSec router. Make sure the |IP
addresses of the computers (behind the remote | PSec routers) that can trigger the dynamic
rule VPN tunnels do not overlap with each other. For example, computers Y, Z, and L all
use different private IP addresses. You can aso use virtual address mapping (NAT over
IPSec) to avoid an overlap (see Section on page 393).

5.2 Security Settings for VPN Traffic

The ZyWALL can apply the firewall, IDP, anti-virus, anti-spam and content filtering to the
traffic going to or from the ZyWALL’s VPN tunnels. The ZyWALL applies the security
settings to the traffic before encrypting VPN traffic that it sends out or after decrypting
received VPN traffic.
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g The security settings apply to VPN traffic going to or from the ZyWALL'’s VPN

tunnels. They do not apply to other VPN traffic for which the ZyWALL is not
one of the gateways (VPN pass-through traffic).

You can turn on content filtering for all of the ZyWALL’'s VPN traffic (regardless of its
direction of travel). You can apply firewall, IDP, anti-virus and anti-spam security to VPN
traffic based on its direction of travel. The following examples show how you do thisfor IDP
and the firewall.

5.2.1 IDP for From VPN Traffic Example

120

You can apply security settings to the From VPN packet direction to protect your network
from attacks, intrusions, viruses and spam that may come in through a VPN tunnel. For
example, you can use IDP to protect your LAN from intrusions that might come in through
any of the VPN tunnels or interfaces.

Figure 53 IDP for From VPN Traffic

Hereis how you would configure this example.

1 Click SECURITY >IDP > General.

2 Select the To LAN column’sfirst check box (with the interface label) to select all of the
To LAN packet directions.

3 Click Apply.
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Figure 54 IDP Configuration for Traffic From VPN
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5.2.2 IDP for To VPN Traffic Example

You can also apply security settings to the To VPN packet direction to protect the remote
networks from attacks, intrusions, viruses and spam originating from your own network. For
example, you can use IDP to protect the remote networks from intrusions that might comein
through your ZyWALL’'s VPN tunnels.

Figure 55 IDP for To VPN Traffic
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Hereis how you would configure this example.
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1 Click SECURITY > IDP > General.

2 Select the To VPN column’sfirst check box (with the interface label) to select all of the
To VPN packet directions.

3 Click Apply.

Figure 56 IDP Configuration for To VPN Traffic
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5.3 Firewall Rule for VPN Example

122

Thefirewall provides even more fine-tuned control for VPN tunnels. You can configure
default and custom firewall rulesfor VPN packets.

Take the following example. You have aLAN FTP server with | P address 192.168.1.4 behind
device A. You could configure a VPN rule to allow the network behind device B to access
your LAN FTP server through a VPN tunnel. Now, if you don’'t want other services like chat
or e-mail going to the FTP server, you can configure firewall rulesthat allow only FTP traffic
to come from VPN tunnelsto the FTP server. Furthermore, you can configure the firewall rule
so that only the network behind device B can access the FTP server through aVPN tunnel (not
other remote networks that have VPN tunnels with the ZyWALL).
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Figure 57 Firewall Rule for VPN
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5.3.1 Configuring the VPN Rule

This section shows how to configure a VPN rule on device A to let the network behind B
access the FTP server. You would also have to configure a corresponding rule on device B

1 Click Security > VPN to open the following screen. Click the Add Gateway Policy
icon.

Figure 58 SECURITY > VPN > VPN Rules (IKE)

SA Monitor

Global Setting

2 Usethis screen to set up the connection between the routers. Configure thefields that are
circled asfollows and click Apply.
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Figure 59 SECURITY > VPN > VPN Rules (IKE)> Add Gateway Policy
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i
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3 Click the Add Network Policy icon.

Remote Network

ZyWALL 5/35/70 Series User’'s Guide



Chapter 5 Tutorials

Figure 60 SECURITY > VPN > VPN Rules (IKE): With Gateway Policy Example

_¥I5N_IGieT(II-(E)—| ¥PMN Rules {Manual) SA Monitor Global Setting

Local * Internet Remote °
__ Network & SSUPNTannel . Network
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4 Usethis screen to specify which computers behind the routers can use the VPN tunnel.
Configure the fields that are circled as follows and click Apply. You may notice that the

example does not specify the port numbers. Thisis due to the following reasons.

* While FTP uses a control session on port 20, the port for the data session is not fixed.

So this example uses the firewall’s FTP application layer gateway (ALG) to handle
thisinstead of specifying port numbersin this VPN network policy.

» Thefirewall provides better security because it operates at layer 4 and checks traffic

sessions. The VPN network policy only operates at layer 3 and just checks IP
addresses and port numbers.
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Figure 61 SECURITY > VPN > VPN Rules (IKE)> Add Network Policy
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5.3.2 Configuring the Firewall Rules

Suppose you have several VPN tunnels but you only want to allow device B’s network to
access the FTP server. You aso only want FTP traffic to go to the FTP server, so you want to
block all other traffic types (like chat, e-mail, web and so on). The following sections show
how to configure firewall rules to enforce these restrictions.

5.3.2.1 Firewall Rule to Allow Access Example
Configure afirewall rule that allows FTP access from the VPN tunnel to the FTP server.
1 Click Security > Firewall > Rule Summary.

2 Seect VPN To LAN asthe packet direction and click Refresh.
3 Click theinsert icon at the top of the M odify column.

Figure 62 SECURITY > FIREWALL > Rule Summary

Default Rule | Rule Summary | Anti-Probing Threshold Service
Rule Summar
Packet Direction: IVPN x| Ta ILAN x| Refresh |

¥PM to LAM - Default Policy : Permit

Source | Destination | Service
2 # Nomelactive 2201, | PStinene” | “Frpe Actionschilod pyqqi
[+]

4 Configuretherule asfollows and click Apply. The source addresses are the VPN rule's
remote network and the destination addressisthe LAN FTP server.

ZyWALL 5/35/70 Series User’'s Guide 127




Chapter 5 Tutorials

Figure 63 SECURITY > FIREWALL > Rule Summary > Edit: Allow

FIREWALL - EDIT RULE

Edit Source Address

Ay Address I_

k] vty |

Edit Destination Address

Ay Address I_

| _woaty |

Edit Service

*ECHO REPLY(ICMP: Type: MCode:0)
*ECHO REQUESTIICMP: Type: BiCads:0)
PR _MAT_TrUDP:4500)

Ay (Al

Ay (TCR)

Any(DF)

A1 (ICHMP)

AWM Qe TCR5190)
AUTHCTCR:113)

BGRTCP7S)

BOOTP_CLIEMTDR BS)
BOOTP_SERYER(LDP:E7)
CU-SEEME(TCPIUDP: 7648, 24032)
DMS(TCRUDR:S3)

FINGER(TCP:79)

Edit Schedule

(E ™ D

Actions When Matched

|
u
perrit =

—

5 Theruledisplaysin the summary list of VPN to LAN firewall rules.
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Figure 64 SECURITY > FIREWALL > Rule Summary: Allow

Default Rule | Rule Summary | Anti-Probing Threshold Service

Rule Summar

Packet Direction: | P = 7o |Lan x| Refresh |

: Destinainn : f
o <amdcte] _source s e e e

¥PN to LAN - Default Policy : Permit

Ftiré- 19216621 - 192168225 +|[1921681.4 =||FTP(TCR2021) =

1 (e Y it | M 0

FTP- Al Permit| Mo | No
Allow

5.3.2.2 Default Firewall Rule to Block Other Access Example

Now you configure the default firewall rule to block all VPN to LAN traffic. This blocks any
other types of access from VPN tunnelsto the LAN FTP server. This means that you need to
configure more firewall rulesif you want to allow any other VPN tunnels to access the LAN.
1 Click SECURITY > FIREWALL > Default Rule.
2 Configure the screen as follows and click Apply.
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Figure 65 SECURITY > FIREWALL > Default Rule: Block From VPN To LAN

~ Default Rule

" | Rule Summary

Anti-Probing

Threshold

Service

Default Rule Setup

0%

|1uu%

[~ Enable Firewall

[ Allow Asymmetrical Route (Warning: When this box is checked, all LAN to LAN, WANL to WANL, WAN2
to WANZ, DMZ to DMZ, WLAN to WLAMN, and VPN to WPN packets will bypass the Firewall check.)

1 Rules 0 Rules 0 Rules 0 Rules 0 Rules
| Permit ;| | |Permi ;| | |permit ;| | |Permit ;| | [Permit ;| N T ;| u
2 Rules B |1 Rules B |0 Rules B |0 Rules B |0 Rules B | 0 Rules B
|Drap _||' oo =| W | Jovap =W | [Permit x| T | |oroe x| | |Permit x|
‘ 2 Rules 0 Rules B 1 Rues F 0 Rules B 0 Rules B 0 Rules B
| |Drop _II_ |Drnp LIF |Drnp LIF |Permit;||_ |Drc-p ;II? |Perrn'rt;||_
‘ 0 Rules 0 Rules [ 0 Rules B 0 Rules B 0 Rules B | 0 Rules
|orop _| I' [Permit =| T | |Permt =" | [orep =] R | |orop =] R0 | |Permit | [T
‘ 0 Rules 0 Rues [ 0 Rules B 0 Rules B 0 Rules B | 0 Rules B
|ovap _| I' fPermt =T | Jrermt | T | Joree w| 0| |ore v |Permit = | T
1 Rules 0 Rules g 0 Rules 5&" 0 Rules I? 0 Rules g 0 Rules g
‘ v [Permit =| T | |Permt =| = | [Permit | | |Permit =] | [Permit =| [
#¥ Log

5.4 How to Set up a 3G WAN Connection

This section shows you how to configure and set up a 3G WAN connection on the ZyWALL.
In this example, you have set up WAN 1 and want the ZyWALL to use both of the WAN
interfaces (the physical WAN port and 3G card) for Internet access at the same time.

5.4.1 Inserting a 3G Card

To enable and use the 3G WAN connection, you need to insert a 3G card into the ZyWALL.

5 See Table 272 on page 773 for the 3G wireless cards you can use in the
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1 Make surethe ZyWALL is off before inserting or removing a card (to avoid damage).
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2 If you have awireless card or Turbo card in the ZyWALL, removeit.

3 Slide the connector end of the 3G card into the dot.
4 Connect the ZyWALL’s power.

5.4.2 Configuring 3G WAN Settings

You should already have an activated user account and network access information from the
service provider.

1
2
3

7

Click NETWORK > WAN > 3G (WAN 2) on the ZyWALL.

Enable WAN 2.

The Access Point Name (APN) field displays with a GSM or HSDPA 3G card. Select
Access Point Name (APN) and enter the APN ("Internet” for example) provided by
your service provider.

If your service provider gave you a user name and password, select CHAP/PAP in the
Authentication Type field and enter the user name and password in the fields below. If
they were not given, set the authentication type to None.

The Pin Code field displays with a GSM or HSDPA 3G card. Enter the PIN code and
phone number provided by your service provider. contact your service provider if they
did not provide these.

If your service provider gave you an | P address for a 3G connection, select Use Fixed | P
Address and enter it in the My WAN I P Addressfield. Otherwise, select Get
Automatically from I SP.

Click Apply.

Figure 66 Tutorial: NETWORK > WAN > 3G (WAN2)

General WAN 1 3G (WAN 2) Traffic Redirect Dial Backup
WANZ Setup
¥ Enable

ISP Parameters for Internet Access

& focess Point Name (APN)  [Example

 Initial String {containing I
APM)

Authentication Type m
User Mame |Example

Password I ********

Retype to Confirm I ********

FIN Code |

Phone Murmber I

i Mailed-Up

Idle Timeout I1DD (Seconds)

WAN IP Address Assignment

o+ Get Automatically from ISP
" Use Fixed IP Address
My WaN IP Address o . o0 . 0o .0

Advanced Setup _—
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5.4.3 Checking WAN Connections

1 Go to the web configurator’s Home screen.

2 Inthe network status table, make sure the status for WAN 1 and WAN 2 is not Down
and thereis an IP address. If the WAN 2 connection is not up, make sure you have
entered the correct information in the NETWORK > WAN > 3G (WAN 2) screen and
the signal strength to the service provider’s base station is not too low and can connect to
anetwork.

Figure 67 Tutorial: Home

Automatic Refresh Interval [ L_ Refresh WIZARD () HELP @

System Information ‘Security Services
System Name Turbo Card Mot Installed
Modal Zywall 5 IDP/ Anti-Wirus Definitions u1.002 [M/A)
Boothase Yersion Wl,08 | 01/28/2005 IDP/Anti-Wirus Expiration Date License Inactive
Firmware Version Wd,04(XD.00b2 | 0L/07/2008  ‘03/2007 Anti-S$pam Expiration Date License Inactive
Up Time 00:01:00 Content Filter Expiration Date License Inactive
System Time 2008-01-21 09:20:53 GMT Intrianibetes ted I

= Virus Detected MiA
Device Mode Router

i : Spam Mail Detected Cisable (collect statistics)
Firewall Disabled
Web Site Blocked MiA

 System Resources

] Connected (UMTS/HEDPA)
ety l:l 23/32 MB Service Provider Chunghwa Telecam
Sessions |:| 27 /6000 signal Strength

4 2 3 -57 dernilll
cPU 0%h

Latest Alerts

Date/Time Message
2008-01-21 09:20:11 WAMZ connection iz up,
2008-01-21 09:20:11 WANL connection i down.

Interfaces Status  IP/Netmask IPAssignment Renew

WM 1 100M/Full 112,23,37.41/ DHCP dient | Renew
255,255.255.0 —I

WAN 2 Connected 116.59.247.27/ IPCP client

Drop
255,255,255, 255 System Status
Disl Backup Down 0.0.0.0/ 0.0.0.0 /A pial | Port Statistics | DHCP Table VPN Bandwidth
LaN 100M/Full 19216811/ DHCP server  NiA
255.255.255.0
wlaM  100MFull 0,0,0.0/ 0.0.0.0 Static Hi A
oME 100M/Full  0,0,0.0/ 0.0.0.0 Static M A

5.5 Configuring Load Balancing

In this example, you have set up WAN 1 and WAN 2 and you want the ZyWALL to use both
of the WAN interfaces at the same time. You also balance the |oad between the two WAN
interfaces using the weighted round-robin method.

1 Click NETWORK >WAN > General.

2 Set the WAN operation mode to active/active and select Weighted Round-Robin in the
L oad Balancing Algorithm field.

3 Enter 6 astheweight for WAN 1 and 4 for WAN 2.
4 Click Apply.
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Figure 68 Tutorial: NETWORK > WAN > General

General WAN 1 3G (WAN 2) Traffic Redirect Dial Backup

" Active/Passive (Fail Over) Made
[ Fall Back to Prirary AR Wwhen Possible
% Activedactive Mode

Load Balancing Algorithm IWeighted Round-Robinj
I waN Interface to Local Host Mapping Timeout IQU 1 ~ 600[Seconds)

WAN 2 |4 (0~10)

5.6 Configuring Content Filtering

You can use the ZyWALL's content filtering policies to apply specific content filtering
settings to specific users. You can even filter certain things at certain times. For example, you
decide to set the default policy to block accessto several categories of web content including
things like pornography, hacking, nudity, and arts and entertainment, and so on. Now, suppose
you want to allow an employee named Bob to access arts and entertainment web pages during
lunch. You can create another policy for traffic from Bob’s computer.

g The ordering of your policies is very important as the ZyWALL applies policies
in the order they are listed.

The ZyWALL applies the content filter policies based on the source address and the schedule.
So for this example, when the ZyWALL receives arequest from the LAN for aweb page, it
checks the request against the first policy. If the traffic matches (that isif it isfrom Bob’s
computer and thetimeis between 12:00 and 13:00), the ZyWALL appliesthefirst policy. Any
traffic that does not match the first policy will match the default policy and the ZyWALL
treatsit based on the default policy.

5.6.1 Enable Content Filtering

Do the following to turn on content filtering and have the ZyWALL use the external content
filtering service.

g You must register for external content filtering before you can use it.
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Usethe REGISTRATION screens (see Chapter 6 on page 141) to create amyZyXEL.com
account, register your device and activate the external content filtering service.

1 Click SECURITY > CONTENT FILTER.
2 Enablethe content filter and external database content filtering.
3 Click Apply.

Figure 69 SECURITY > CONTENT FILTER > General
CONTENT FILTER

Dhject

General Setup

I

External Database Service General Setup

External Database Service License Status

Message to display when a site is blocked

5.6.2 Block Categories of Web Content

Hereis how to block access to web pages by category of content.

1 Click SECURITY > CONTENT FILTER > Policy and then the external database icon
next to the default policy.
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Figure 70 SECURITY > CONTENT FILTER > Policy

CONTENT FILTER

General

Resource Usage

Policy Summary

2 Select Active.
3 Select the categories to block.
4 Click Apply.

Figure 71 SECURITY > CONTENT FILTER > Policy > External Database (Default)

Group Address

Modify

Select Categories

m

B I B R

Test Web Site Attribute:

1

<< AR A

External Database Service Configuration

IR B B N

CONTENT FILTER - EDIT POLICY - EXTERNAL DATABASE
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5.6.3 Assign Bob’s Computer a Specific IP Address

You will configure a content filtering policy for traffic from Bob’s computer’s | P address. Do
the following to have the ZyWALL aways give Bob’'s computer the same |P address
(192.168.1.33 in this example).

1 Click HOME > Show DHCP Table.

2 Find the entry for Bob's computer and select the Reser ve check box as shown next.

3 Click Apply.

Figure 72 HOME > Show DHCP Table

Interface L&

n 192.165.1.33 00:0f:fe:le:da:el

Apply Refresh |

5.6.4 Create a Content Filter Policy for Bob

Do the faollowing to create a content filtering policy for traffic from Bob’s computer.

1 Click SECURITY >CONTENT FILTER > Palicy and then the Insert button. The
ZyWALL appliesthe content filter policies in order, so make sure you add the new
policy before the default policy.

Figure 73 SECURITY > CONTENT FILTER > Policy

General | Policy | Object Cache

Resource Usage

Content Filter Storage Space in Use
DOI"IO

|1EID‘3-"o

Policy Summar;

Default Policy |An\; VI % _-@ L] H ﬁ

>new rule before rule |1 {rule numbsr)

rule |1 to rule |1 (rule number)

2 Select Active.

3 Givethe policy aname.

4 Configure asingle address of 192.168.1.33.
5 Click Apply.
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Figure 74 SECURITY > CONTENT FILTER > Policy > Insert
CONTENT FILTER - EDIT POLICY - GENERAL

General Setup

Restrict Web Features

| u |

Address Setup

Any Addresz |

192.168.1.33
o . o . 0o . 0
o . o . 0o . 0
o . o . 0o . 0

—
e |

5.6.5 Set the Content Filter Schedule

You want to let Bob access arts and entertainment web pages, but only during lunch. So you
configure ascheduleto only apply the Bob policy from 12:00 to 13:00. For the rest of thetime,
the ZyWALL applies the default content filter policy (which blocks accessto arts and
entertainment web pages).

1 Click SECURITY > CONTENT FILTER > Policy and then the Bob policy’s schedule
icon.

Figure 75 SECURITY > CONTENT FILTER > Policy
CONTENT FILTER

General

Resource Usage

Policy Summary

Modify

3 Click Apply.
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Figure 76 SECURITY > CONTENT FILTER > Policy > Schedule (Bob)
CONTENT FILTER - EDIT POLICY - SCHEDULE

Schedule Setup

Time Segment 1 Time Segment 2

o
o
o

i
i
i
i
i
i
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5.6.6 Block Categories of Web Content for Bob

Now you select the categories of web pages to block Bob from accessing.
1 Click SECURITY >CONTENT FILTER > Policy and then the Bab policy’s external
database icon.

Figure 77 SECURITY > CONTENT FILTER > Policy
CONTENT FILTER

General

Resource Usage

Policy Summary

Modify

2 Select Active.
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3 Select the categoriesto block. Thisis very similar to Section 5.6.2 on page 134, except
you do not select the arts and entertainment category.

4 Click Apply.

Figure 78 SECURITY > CONTENT FILTER > Policy > External Database (Bob)
CONTENT FILTER - EDIT POLICY - EXTERNAL DATABASE

External Database Service Configuration

Select Categories

[ 1
1

r |

Test Web Site Attribute:

ZyWALL 5/35/70 Series User’'s Guide 139




Chapter 5 Tutorials

140 ZyWALL 5/35/70 Series User’'s Guide




Registration Screens

6.1 Overview

The registration screens let you activate and update your account with myZyXEL .com,
allowing you access to subscription services required for the ZyWALL’s security features.

6.1.1 What You Can Do in the Registration Screens

» Usethe Registration screen (Section 6.2 on page 142) to register with myZyXEL.com
and activate a service(s), or view your registration status.

» Usethe Service screen (Section 6.3 on page 144) to view registration details and enter
your iCard’s PIN number (license key).

6.1.2 What You Need to Know About Registration

myZyXEL.com

myZyXEL.com is ZyXEL'’s online services center where you can register your ZyWALL and
manage subscription services available for the ZyWALL.

Subscription Services Available on the ZyWALL

At the time of writing, the ZyWALL can use content filtering, anti-spam, anti-virus and IDP
(Intrusion Detection and Prevention) subscription services.

Content Filtering

Content filtering allows or blocks access to web sites. Subscribe to category-based content
filtering to block access to categories of web sites based on content. Your ZyWALL accesses
an external database that has millions of web sites categorized based on content. You can have
the ZyWALL block, block and/or log access to web sites based on these categories.

Anti-spam

Anti-spam identifies and marks or discards spam e-mail. An anti-spam subscription lets the
ZyWALL check e-mail with an external anti-spam server.

Anti-virus

Anti-virus allows the ZyWALL to scan packets for computer viruses and del etes the infected
packets.
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IDP

IDP alowsthe ZyWALL to detect malicious or suspicious packets and respond immediately.

Signatures

Thisisthe pattern of code used by a particular virus. The ZyWALL comparesfileswith a
database of signaturesto identify possible viruses. The ID& P and anti-virus features use the
same signature files on the ZyWALL to detect and scan for viruses.

Signature Updates

&5

After the service is activated, the ZyWALL downloads the up-to-date signature files from the
update server (http://myupdate.zywall.zyxel.com). You will get automatic e-mail notification
of new signature rel eases from mySecurityZone after you activate the IDP/Anti-virus service.
You can also check for new signature or virus updates at http://mysecurity.zyxel.com.

To update the signature file or use a subscription service, you have to register
and activate the corresponding service at myZyXEL.com (through the
ZyWALL).

Finding Out More

See the chapters about content filtering, anti-virus, anti-spam and IDP for more information.

6.2 The Registration Screen

Click REGISTRATION in the navigation panel to open the screen as shown next. Use this
screen to register your ZyWALL with myZyXEL .com and activate a service, such as content
filtering, anti-spam or anti-virus.

Instead of using this screen you can go to http://www.myZyXEL .com with the ZyWALL’s
serial number and LAN MAC address to register it. Refer to the web site’s on-line help for
details.

Please note the following.

 You need to create an account before you can register your device and activate the
services at myZyXEL.com.

» To activate aservice on aZyWALL, you need to access myZyXEL .com via that
ZyWALL.

» Make sureyou haveinstalled the ZyWALL Turbo extension card before you activate the
IDP and anti-virus subscription services. Turn the ZyWALL off before you install or

remove the ZyWALL Turbo Card. Seethe ZyWALL Turbo Card guide for more
information.
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Figure 79 REGISTRATION > Registration

Registration Service

* Hew myZy*EL.com account L Existing myZy~<EL.com account
User Name |zyoiaLL Check |

laaaxaaa [Type username and passward fram 6 to 20

Password characters.)

Confirm Password l*******

E-Mail Address Ites‘t@zyxel.com
Country ITaiwan _;!

A

¥ caontent Filtering 1-month Trial
¥ anti Spam 3-month Trial
W 1DR/av 3-maonth Trial

Mote: For more device services management, please go to myZy*EL.com

Apply | Reset I

The following table describes the labels in this screen.
Table 25 REGISTRATION > Registration

LABEL DESCRIPTION

Device Registration If you select Existing myZyXEL.com account, only the User Name and
Password fields are available.

New myZyXEL.com If you haven't created an account at myZyXEL.com, select this option and

account configure the following fields to create an account and register your
ZyWALL.

Existing myZyXEL.com | If you already have an account at myZyXEL.com, select this option and enter

account your user name and password in the fields below to register your ZyWALL.

User Name Enter a user name for your myZyXEL.com account. The name should be
from six to 20 alphanumeric characters (and the underscore). Spaces are
not allowed.

Check Click this button to check with the myZyXEL.com database to verify the user
name you entered has not been used.

Password Enter a password of between six and 20 alphanumeric characters (and the
underscore). Spaces are not allowed.

Confirm Password Enter the password again for confirmation.

E-Mail Address Enter your e-mail address. You can use up to 80 alphanumeric characters
(periods and the underscore are also allowed) without spaces.

Country Select your country from the drop-down box list.

Service Activation You can try trial service subscription. After the trial expires, you can buy an

iCard and enter the license key in the REGISTRATION Service screen to
extend the service.

Content Filtering 1- Select the check box to activate a trial. The trial period starts the day you
month Trial activate the trial.
Anti Spam 3-month Select the check box to activate a trial. The trial period starts the day you
Trial activate the trial.

IDP/AV 3-month Trial Select the check box to activate a trial. The trial period starts the day you
activate the trial.
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Table 25 REGISTRATION > Registration

LABEL DESCRIPTION
Apply Click Apply to save your changes back to the ZyWALL.
Reset Click Reset to begin configuring this screen afresh.

g If the ZyWALL is registered already, this screen is read-only and indicates
whether trial services are activated. Use the Service screen to update your

service subscription status.

Figure 80 REGISTRATION > Registration: Registered Device

Registration Service

v Existing rmyZy®EL.comn account

User Name I

paceuard lc-z.z..’ (Type username and password from & to 20
characters,)

¥ content Filtering 1-month Trial (Service has been activated.)
[ Anti Spam 3-month Trial {Service has been activated.)
¥ IDP/aY 3-month Trial {Service has been activated.)

Mote: For more device services management, please go to myZ2y®EL.cam

6.3 The Service Screen

After you activate atrial, you can a so use the Ser vice screen to register and enter your iCard’s
PIN number (license key). Click REGISTRATION > Service to open the screen as shown

next.

,@ If you restore the ZyWALL to the default configuration file or upload a different
configuration file after you register, click the Service License Refresh button

to update license information.
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Figure 81 REGISTRATION > Service

__Registration | Service |

Registration Type

Content Filter Service Active Trial 2005-058-24
Anti-Spam Service Active Trial 2005-10-23
IDP/anti-Virus Service Active Standard 2007-01-22

License Upgrade

License Key IS-ZASDm -SD43B0EEEASDDSD Updste I

Service Licenze Refresh (Sync with myZy#ELcom to download license Info.)

The following table describes the labels in this screen.
Table 26  REGISTRATION > Service

LABEL

DESCRIPTION

Service Management

Service

This field displays the service name available on the ZyWALL.

Status

This field displays whether a service is activated (Active) or not (Inactive).

Registration Type

This field displays whether you applied for a trial application (Trial) or
registered a service with your iCard’s PIN number (Standard).

Expiration Day

This field displays the date your service expires.

License Upgrade

License Key

Enter your iCard’s PIN number and click Update to activate or extend a
standard service subscription.

If a standard service subscription runs out, you need to buy a new iCard
(specific to your ZyWALL) and enter the new PIN number to extend the

service.

Service License
Refresh

Click this button to renew service license information (such as the license
key, registration status and expiration day).
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LAN Screens

7.1 Overview

A network is a shared communication system to which many computers are attached.

The Local AreaNetwork (LAN) includes the computers and networking devicesin your home
or office that you connect to the ZyWALL’s LAN ports.

The Wide Area Network (WAN) is another network (most likely the Internet) that you connect

to the ZyWALL’'s WAN port. See Chapter 9 on page 169 for how to use the WAN screens to
set up your WAN connection.

The LAN and the WAN are two separate networks. The ZyWALL controls the traffic that
goes between them. The following graphic gives an example.

Figure 82 LAN and WAN

-

i WAN

m
[ ] N 0 e
== — g W
L]
el

/g This chapter is only applicable when the ZyWALL is in router mode.

7.1.1 What You Can Do in The LAN Screens

» Usethe L AN screen (Section 7.2 on page 152) to configure TCP/IP, DHCP, IPPMAC
binding and NetBIOS settings on the LAN.

» Usethe Static DHCP screen (Section 7.3 on page 155) to configure the | P addresses
assigned to devicesin the LAN by DHCP.
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» UsethelP Alias screen (Section 7.4 on page 156) to configure | P alias settings on the
ZyWALL’sLAN ports.

» Usethe Port Roles screen (Section 7.5 on page 158) to configure LAN ports on the
ZyWALL. The Port Roles screen is available on the ZyWALL 5 and ZyWALL 35.

7.1.2 What You Need to Know About LAN

150

IP Address and Subnet Mask

Similar to the way houses on a street share a common street name, so too do computers on a
LAN share one common network number.

Where you abtain your network number depends on your particular situation. If the ISP or
your network administrator assigns you a block of registered 1P addresses, follow their
instructions in selecting the | P addresses and the subnet mask.

If the ISP did not explicitly give you an IP network number, then most likely you have asingle
user account and the ISP will assign you a dynamic | P address when the connection is
established. If thisisthe case, it is recommended that you select a network number from
192.168.0.0 to 192.168.255.0 and you must enable the Network Address Translation (NAT)
feature of the ZyWALL. The Internet Assigned Number Authority (IANA) reserved this block
of addresses specifically for private use; please do not use any other number unless you are
told otherwise. If you select 192.168.1.0 as the network number; it covers 254 individual
addresses, from 192.168.1.1 to 192.168.1.254 (zero and 255 are reserved). In other words, the
first three numbers specify the network number while the last number identifies an individual
computer on that network.

Once you have decided on the network number, pick an IP address that is easy to remember,
for instance, 192.168.1.1, for your ZyWALL, but make sure that no other device on your
network is using that | P address.

The subnet mask specifies the network number portion of an IP address. Your ZyWALL will
compute the subnet mask automatically based on the IP address that you entered. You don't
need to change the subnet mask computed by the ZyWALL unless you are instructed to do
otherwise.

Private IP Addresses

Every machine on the Internet must have a unique address. If your networks are isolated from
the Internet, for example, only between your two branch offices, you can assign any IP
addresses to the hosts without problems. However, the Internet Assigned Numbers Authority
(IANA) has reserved the following three blocks of 1P addresses specificaly for private
networks:

¢ 10.0.0.0 — 10.255.255.255

¢ 172.16.0.0 — 172.31.255.255

¢ 192.168.0.0 — 192.168.255.255
You can obtain your |P address from the IANA, from an ISP or it can be assigned from a
private network. If you belong to a small organization and your Internet access is through an
ISP, the ISP can provide you with the Internet addresses for your local networks. On the other

hand, if you are part of amuch larger organization, you should consult your network
administrator for the appropriate |P addresses.
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g Regardless of your particular situation, do not create an arbitrary IP address;
always follow the guidelines above. For more information on address
assignment, please refer to RFC 1597, Address Allocation for Private Internets
and RFC 1466, Guidelines for Management of IP Address Space.

MAC Address

Every Ethernet device has a unique MAC (Media Access Control) address. The MAC address
isassigned at the factory and consists of six pairs of hexadecimal characters, for example,
00:A0:C5:00:00:02.

DHCP

The ZyWALL can use DHCP (Dynamic Host Configuration Protocol, RFC 2131 and RFC
2132) to automatically assign IP addresses subnet masks, gateways, and some network
information like the IP addresses of DNS servers to the computers on your LAN. You can
aternatively have the ZyWALL relay DHCP information from another DHCP server. If you
disable the ZyWALL’s DHCP service, you must have another DHCP server on your LAN, or
else the computers must be manually configured.

IP Pool Setup

The ZyWALL is pre-configured with a pool of IP addresses for the computers on your LAN.
See Table 269 on page 770 for the default IP pool range. Do not assign your LAN computers
static | P addresses that are in the DHCP pool.

RIP Setup

RIP (Routing Information Protocol, RFC 1058 and RFC 1389) allows arouter to exchange
routing information with other routers. RIP Direction controls the sending and receiving of
RIP packets. When set to Both or Out Only, the ZyWALL will broadcast its routing table
periodically. When set to Both or In Only, it will incorporate the RIP information that it
receives; when set to None, it will not send any RIP packets and will ignore any RIP packets
received.

RIP Version controls the format and the broadcasting method of the RIP packets that the
ZyWALL sends (it recognizes both formats when receiving). RIP-1 is universally supported;
but RIP-2 carries more information. RIP-1 is probably adequate for most networks, unlessyou
have an unusual network topology.

Both RIP-2B and RIP-2M send routing datain RIP-2 format; the difference being that RI P-
2B uses subnet broadcasting while RIP-2M uses multicasting. Multicasting can reduce the
load on non-router machines since they generally do not listen to the RIP multicast address
and so will not receive the RIP packets. However, if one router uses multicasting, then all
routers on your network must use multicasting, aso.

By default, RIP Direction is set to Both and RIP Version to RIP-1.
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Multicast

Traditionally, IP packets are transmitted in one of either two ways - Unicast (1 sender - 1
recipient) or Broadcast (1 sender - everybody on the network). Multicast delivers | P packetsto
agroup of hosts on the network - not everybody and not just 1.

IGMP (Internet Group Management Protocol) is a network-layer protocol used to establish
membership in a Multicast group - it is not used to carry user data. IGMP version 2 (RFC
2236) isan improvement over version 1 (RFC 1112) but IGMP version 1isstill inwide use. If
you would like to read more detailed information about interoperability between IGMP
version 2 and version 1, please see sections 4 and 5 of RFC 2236. The class D IP addressis
used to identify host groups and can be in the range 224.0.0.0 to 239.255.255.255. The address
224.0.0.0 is not assigned to any group and is used by |P multicast computers. The address
224.0.0.1 isused for query messages and is assigned to the permanent group of all IP hosts
(including gateways). All hosts must join the 224.0.0.1 group in order to participatein IGMP.
The address 224.0.0.2 is assigned to the multicast routers group.

The ZyWALL supports both IGMPversion 1 (IGM P-v1) and IGMP version 2 (IGMP-v2). At
start up, the ZyWALL queries all directly connected networks to gather group membership.
After that, the ZyWALL periodically updates this information. 1P multicasting can be enabled/
disabled on the ZyWALL LAN and/or WAN interfaces in the web configurator (L AN;

WAN). Select None to disable IP multicasting on these interfaces.

WINS

WINS (Windows Internet Naming Service) is a Windows implementation of NetBIOS Name
Server (NBNS) on Windows. It keeps track of NetBIOS computer names. It stores a mapping
table of your network’s computer names and |P addresses. The table is dynamically updated
for IP addresses assigned by DHCP. This helps reduce broadcast traffic since computers can
guery the server instead of broadcasting a request for a computer name’s | P address. In this
way WINS issimilar to DNS, although WINS does not use a hierarchy (unlike DNS). A
network can have more than one WINS server. Samba can also serve asa WINS server.

IP Alias

IP alias allows you to partition a physical network into different logical networks over the
same Ethernet interface. The LAN, DMZ or WLAN may all be partitioned in this way.

Port Roles

Port Roles allows you to set ports as part of the LAN, DMZ and/or WLAN interface.

7.2 The LAN Screen
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Click NETWORK > LAN to open the LAN screen. Use this screen to configure the
ZyWALL's|P address and other LAN TCP/IP settings as well as the built-in DHCP server
capability that assigns | P addresses and DNS serversto systems that support DHCP client

capability.
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Figure 83 NETWORK > LAN

LAN

|

=

Static DHCP IP Alias

LAN TCP/IP

DHCP Setup

Filter {(IP/MAC Binding)

Windows Networking {NetBI0OS over TCPSIP)

The following table describes the label s in this screen.
Table 27 NETWORK > LAN

LABEL

DESCRIPTION

LAN TCP/IP

IP Address

Type the IP address of your ZyWALL in dotted decimal notation. 192.168.1.1 is the
factory default. Alternatively, click the right mouse button to copy and/or paste the
IP address.

IP Subnet Mask

The subnet mask specifies the network number portion of an IP address. Your
ZyWALL automatically calculates the subnet mask based on the IP address that
you assign. Unless you are implementing subnetting, use the subnet mask
computed by the ZyWALL.

RIP Direction

RIP (Routing Information Protocol, RFC1058 and RFC 1389) allows a router to
exchange routing information with other routers. The RIP Direction field controls
the sending and receiving of RIP packets. Select the RIP direction from Both/In
Only/Out Only/None. When set to Both or Out Only, the ZyWALL will broadcast
its routing table periodically. When set to Both or In Only, it will incorporate the
RIP information that it receives; when set to None, it will not send any RIP packets
and will ignore any RIP packets received. Both is the default.
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Table 27 NETWORK > LAN (continued)

LABEL

DESCRIPTION

RIP Version

The RIP Version field controls the format and the broadcasting method of the RIP
packets that the ZyWALL sends (it recognizes both formats when receiving). RIP-1
is universally supported but RIP-2 carries more information. RIP-1 is probably
adequate for most networks, unless you have an unusual network topology. Both
RIP-2B and RIP-2M sends the routing data in RIP-2 format; the difference being
that RIP-2B uses subnet broadcasting while RIP-2M uses multicasting.
Multicasting can reduce the load on non-router machines since they generally do
not listen to the RIP multicast address and so will not receive the RIP packets.
However, if one router uses multicasting, then all routers on your network must use
multicasting, also. By default, RIP direction is set to Both and the Version set to
RIP-1.

Multicast

Select IGMP V-1 or IGMP V-2 or None. IGMP (Internet Group Management
Protocol) is a network-layer protocol used to establish membership in a Multicast
group - it is not used to carry user data. IGMP version 2 (RFC 2236) is an
improvement over version 1 (RFC 1112) but IGMP version 1 is still in wide use. If
you would like to read more detailed information about interoperability between
IGMP version 2 and version 1, please see sections 4 and 5 of RFC 2236.

DHCP Setup

DHCP

DHCP (Dynamic Host Configuration Protocol, RFC 2131 and RFC 2132) allows
individual clients (workstations) to obtain TCP/IP configuration at startup from a
server. Unless you are instructed by your ISP, leave this field set to Server. When
configured as a server, the ZyWALL provides TCP/IP configuration for the clients.
When set as a server, fill in the IP Pool Starting Address and Pool Size fields.
Select Relay to have the ZyWALL forward DHCP requests to another DHCP
server. When set to Relay, fill in the DHCP Server Address field.

Select None to stop the ZyWALL from acting as a DHCP server. When you select
None, you must have another DHCP server on your LAN, or else the computers
must be manually configured.

IP Pool Starting

This field specifies the first of the contiguous addresses in the IP address pool.

Address

Pool Size This field specifies the size, or count of the IP address pool.

DHCP Server Type the IP address of the DHCP server to which you want the ZyWALL to relay

Address DHCP requests. Use dotted decimal notation. Alternatively, click the right mouse
button to copy and/or paste the IP address.

DHCP WINS Type the IP address of the WINS (Windows Internet Naming Service) server that

Server 1, 2 you want to send to the DHCP clients. The WINS server keeps a mapping table of

the computer names on your network and the IP addresses that they are currently
using.

Filter (IP/MAC

Dynamic IP/MAC
binding

Binding

Drop packets that | Select this to allow traffic only from devices on the LAN which have received an IP
do not match address from the ZyWALL. This is done by allowing traffic only from devices on the
static IP or LAN with specific combinations of IP and MAC addresses. These IP addresses are

dynamically assigned by the ZyWALL or manually set using static DHCP.

See the Static DHCP screen for a list of static IP/MAC address combinations. See
the DHCP Table available from the Home screen for a list of dynamically assigned
IP (and their corresponding MAC addresses).

Exempt packets
in this IP address
range.
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Set the ZyWALL to allow packets from the LAN with source IP addresses within a
specified range. This allows packets even when their IP and MAC addresses do
not match those specified in the Static DHCP screen or DHCP Table.

Type this range of IP addresses in the From and To fields.
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Table 27 NETWORK > LAN (continued)

LABEL

Windows
Networking
(NetBIOS over
TCP/IP)

DESCRIPTION

NetBIOS (Network Basic Input/Output System) are TCP or UDP packets that
enable a computer to connect to and communicate with a LAN. For some dial-up
services such as PPPoE or PPTP, NetBIOS packets cause unwanted calls.
However it may sometimes be necessary to allow NetBIOS packets to pass
through to the WAN in order to find a computer on the WAN.

Allow between
LAN and WAN1

Select this check box to forward NetBIOS packets from the LAN to WAN l1and from
WAN 1 to the LAN. If your firewall is enabled with the default policy set to block
WAN 1 to LAN traffic, you also need to enable the default WAN 1 to LAN firewall
rule that forwards NetBIOS traffic.

Clear this check box to block all NetBIOS packets going from the LAN to WAN 1
and from WAN 1 to the LAN.

Allow between
LAN and WAN2

Select this check box to forward NetBIOS packets from the LAN to WAN 2 and
from WAN 2 to the LAN. If your firewall is enabled with the default policy set to
block WAN 2 to LAN traffic, you also need to enable the default WAN 2 to LAN
firewall rule that forwards NetBIOS traffic.

Clear this check box to block all NetBIOS packets going from the LAN to WAN 2
and from WAN 2 to the LAN.

Allow between
LAN and DMZ

Select this check box to forward NetBIOS packets from the LAN to the DMZ and
from the DMZ to the LAN. If your firewall is enabled with the default policy set to
block DMZ to LAN traffic, you also need to enable the default DMZ to LAN firewall
rule that forwards NetBIOS traffic.

Clear this check box to block all NetBIOS packets going from the LAN to the DMZ
and from the DMZ to the LAN.

Allow between
LAN and WLAN

Select this check box to forward NetBIOS packets from the LAN to the WLAN and
from the WLAN to the LAN.

Clear this check box to block all NetBIOS packets going from the LAN to the WLAN
and from the WLAN to the LAN.

Apply

Click Apply to save your changes back to the ZyWALL.

Reset

Click Reset to begin configuring this screen afresh.

7.3 The LAN Static DHCP Screen

Thistable allows you to assign IP addresses on the LAN to specific individual computers
based on their MAC addresses.

To change your ZyWALL'’s static DHCP settings, click NETWORK > LAN > Satic DHCP.
The screen appears as shown.
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Figure 84 NETWORK > LAN > Static DHCP

LAN

IP Alias Port Roles

Static DHCP Table

MAL Address 1P Address

The following table describes the labelsin this screen.
Table 28° NETWORK > LAN > Static DHCP

LABEL DESCRIPTION

# This is the index number of the static IP table entry (row).

MAC Address Type the MAC address of a computer on your LAN.

IP Address Type the IP address that you want to assign to the computer on your LAN.
Alternatively, click the right mouse button to copy and/or paste the IP address.

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.

7.4 The LAN IP Alias Screen

IP dlias alows you to partition a physical network into different logical networks over the
same Ethernet interface.
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The ZyWALL hasasingle LAN interface. Even though more than one of ports 1~4 may bein
the LAN port role, they are all still part of asingle physical Ethernet interface and all use the

same | P address.

The ZyWALL supportsthree logical LAN interfaces viaits single physical LAN Ethernet

interface. The ZyWALL itself is the gateway for each of the logical LAN networks.

When you use IP dlias, you can aso configure firewall rules to control access between the

LAN'slogical networks (subnets).

Make sure that the subnets of the logical networks do not overlap.

The following figure shows a LAN divided into subnets A, B, and C.
Figure 85 Physical Network & Partitioned Logical Networks

A: 192.168.1.1 - 192.168.1.24

B: 192.168.2.1-192.168.2.24 | ummmmmmm.
X _% —N\E——

C: 192.168.3.1 - 192.168.3.24

>

To change your ZyWALL’s P alias settings, click NETWORK >LAN > |P Alias. The
Screen appears as shown.

Figure 86 NETWORK > LAN > IP Alias

o) Static DHER Sy IP Alias | PortRoles

¥ Enable 1P alias 1

IP Address 192 . 188 . 2 . 1
IP Subnet Mask 255, 256 . 255 . D
RIF Direction Mone VI

RIP Version |RIP-1 vI

™ Enable 1P alias 2

IF Address D & 4 s 0 s 0
IF Subnet Mask A o Y o BE o B
RIP Direction

RIP Wersion

Rezet |
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The following table describes the label s in this screen.
Table 29 NETWORK > LAN > |P Alias

LABEL

DESCRIPTION

Enable IP Alias 1,
2

Select the check box to configure another LAN network for the ZyWALL.

IP Address

Enter the IP address of your ZyWALL in dotted decimal notation.
Alternatively, click the right mouse button to copy and/or paste the IP address.

IP Subnet Mask

Your ZyWALL will automatically calculate the subnet mask based on the IP
address that you assign. Unless you are implementing subnetting, use the subnet
mask computed by the ZyWALL.

RIP Direction

RIP (Routing Information Protocol, RFC 1058 and RFC 1389) allows a router to
exchange routing information with other routers. The RIP Direction field controls
the sending and receiving of RIP packets. Select the RIP direction from Both/In
Only/Out Only/None. When set to Both or Out Only, the ZyWALL will broadcast
its routing table periodically. When set to Both or In Only, it will incorporate the
RIP information that it receives; when set to None, it will not send any RIP packets
and will ignore any RIP packets received.

RIP Version

The RIP Version field controls the format and the broadcasting method of the RIP
packets that the ZyWALL sends (it recognizes both formats when receiving). RIP-
1 is universally supported but RIP-2 carries more information. RIP-1 is probably
adequate for most networks, unless you have an unusual network topology. Both
RIP-2B and RIP-2M sends the routing data in RIP-2 format; the difference being
that RIP-2B uses subnet broadcasting while RIP-2M uses multicasting.
Multicasting can reduce the load on non-router machines since they generally do
not listen to the RIP multicast address and so will not receive the RIP packets.
However, if one router uses multicasting, then all routers on your network must
use multicasting, also. By default, RIP direction is set to Both and the Version set
to RIP-1.

Apply

Click Apply to save your changes back to the ZyWALL.

Reset

Click Reset to begin configuring this screen afresh.

7.5 The LAN Port Roles Screen

Use the Port Roles screen to set ports as part of the LAN, DMZ and/or WLAN interface.

Ports 1~4 on the ZyWALL 5 and ZyWALL 35 ports can be part of the LAN, DMZ or WLAN
interface. The ZyWALL 70 has a separate (dedicated) LAN port, so ports 1~4 can be set as
part of the DMZ and/or WLAN interface.

Do the following if you are configuring from a computer connected to a LAN,
DMZ or WLAN port and changing the port's role:
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1 A port's|P address varies asits role changes, make sure your computer's | P addressisin
the same subnet asthe ZyWALL's LAN, DMZ or WLAN IP address.

2 Usethe appropriate LAN, DMZ or WLAN |IP address to access the ZyWALL.

To change your ZyWALL’s port role settings, click NETWORK > LAN > Port Roles. The
screen appears as shown.
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The radio buttons correspond to Ethernet ports on the front panel of the ZyWALL. On the
ZyWALL 70, ports 1 to 4 are all DMZ ports by default. On the ZyWALL 5 or ZyWALL 35,
ports1to 4 areal LAN ports by default.

g Your changes are also reflected in the DMZ Port Roles and WLAN Port
Roles screens.

Figure 87 NETWORK > LAN > Port Roles

LAN Static DHCP IP alias Port Roles

| s e |
Q i WLAN

Apply I Reset |

The following table describes the labelsin this screen.
Table 30 NETWORK > LAN > Port Roles

LABEL DESCRIPTION

LAN Select a port’'s LAN radio button to use the port as part of the LAN. The port will
use the ZyWALL's LAN IP address and MAC address.

DMz Select a port's DMZ radio button to use the port as part of the DMZ. The port will
use the ZyWALL's DMZ IP address and MAC address.

WLAN Select a port's WLAN radio button to use the port as part of the WLAN.
The port will use the ZyWALL’s WLAN IP address and MAC address.

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.

After you change the LAN/DMZ/WLAN port roles and click Apply, please wait for few
seconds until the following screen appears. Click Return to go back to the Port Roles screen.

Figure 88 Port Roles Change Complete

Port Role Hardware Reconfiguration Complete

Please click on Return to go to the Port Roles screen,

Return |
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8.1 Overview

The ZyWALL can act as a bridge between a switch and awired LAN or between two routers.
This chapter describes how to configure bridge settings. This chapter is only applicable when
the ZyWALL isin bridge mode.

In bridge mode, the ZyWALL functions as atransparent firewall (also known as a bridge
firewall). The ZyWALL bridges traffic traveling between the ZyWALL's interfaces and still
filters and inspects packets. You do not need to change the configuration of your existing
network.

In the first figure below the ZyWALL isin bridge mode and is bridging traffic on the WAN.
Therouter device has a public WAN 1P address and the ZyWALL istransparent. In the second
figure the ZyWALL isin router mode and has a public WAN |P address and routes traffic
between the LAN and WAN.

Figure 89 Bridge Mode

LAN WAN
192.168.1.1 A.B.C.D
\’? == R
192.168.0.1
Figure 90 Router Mode
LAN WAN
192.168.1.33 192.168.1.1 AB.CD
E \z_ (rlnter\n:at)

8.1.1 What You Can Do in the Bridge Screens

» Usethe Bridge screen (Section 8.2 on page 163) to configure bridge and RSTP (Rapid
Spanning Tree Protocol) settings.

» Usethe Port Roles screen (Section 8.3 on page 164) to set ports as part of the LAN, DMZ
and/or WLAN interface.
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8.1.2 What You Need To Know About Bridging

Bridge Loop

Be careful to avoid bridge loops when you enable bridging in the ZyWALL. Bridge loops
cause broadcast traffic to circle the network endlessly, resulting in possible throughput
degradation and disruption of communications. The following example shows the network
topology that can lead to this problem:

 If your ZyWALL (in bridge mode) is connected to awired LAN while communicating
with another bridge or a switch that is also connected to the same wired LAN as shown
next.

Figure 91 Bridge Loop: Bridge Connected to Wired LAN

K“_\

W
)}

‘]I

~ ETHERNET

To prevent bridge loops, ensure that your ZyWALL is not set to bridge mode while connected
to two wired segments of the same LAN or you enable RSTP in the Bridge screen.

Spanning Tree Protocol (STP)

STP detects and breaks network loops and provides backup links between switches, bridges or
routers. It allows a bridge to interact with other STP-compliant bridges in your network to
ensure that only one route exists between any two stations on the network.

Rapid STP

The ZyWALL uses |[EEE 802.1w RSTP (Rapid Spanning Tree Protocol) that allow faster
convergence of the spanning tree (while also being backwards compatible with STP-only
aware bridges). Using RSTP, topology change information does not have to propagate to the
root bridge and unwanted learned addresses are flushed from the filtering database. In RSTR,
the port states are Discarding, Learning, and Forwarding.

Finding Out More
To see more information on bridging refer to Section 33.5 on page 591.
To see more advanced information on bridging refer to Section 8.4 on page 166.
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8.2 The Bridge Screen

Select Bridge and click Apply in the MAINTENANCE > Device M ode screen to have the
ZyWALL function as a bridge.

You can use the firewall and VPN in bridge mode. See the user’s guide for alist of other
features that are available in bridge mode.

Click NETWORK > BRIDGE to display the screen shown next. Use this screen to configure
bridge and RSTP (Rapid Spanning Tree Protocol) settings.

Figure 92 NETWORK > Bridge

BRIDGE

Bridge Setup

Port Roles

RSTP Path Cost

The following table describes the |abels in this screen.
Table 31 NETWORK > Bridge

LABEL DESCRIPTION
Bridge IP Address Setup
IP Address Type the IP address of your ZyWALL in dotted decimal notation.

IP Subnet Mask

The subnet mask specifies the network number portion of an IP address.

Gateway IP Address

Enter the gateway IP address.
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Table 31 NETWORK > Bridge (continued)

LABEL

First/Second/Third DNS
Server

DESCRIPTION

DNS (Domain Name System) is for mapping a domain name to its
corresponding IP address and vice versa. The DNS server is extremely
important because without it, you must know the IP address of a machine
before you can access it. The ZyWALL uses a system DNS server (in the
order you specify here) to resolve domain names for content filtering, the
time server, etc.

If you have the IP address(es) of the DNS server(s), enter the DNS server's
IP address(es) in the field(s) to the right.

Rapid Spanning Tree
Protocol Setup

Enable Rapid Spanning
Tree Protocol

Select the check box to activate RSTP on the ZyWALL.

Bridge Priority

Enter a number between 0 and 61440 as bridge priority of the ZyWALL.

Bridge priority is used in determining the root switch, root port and
designated port. The switch with the highest priority (lowest numeric value)
becomes the root. If multiple devices have the lowest priority, the device
with the lowest MAC address becomes the root.

The lower the numeric value you assign, the higher the priority for this
bridge.

Bridge Priority determines the root bridge, which in turn determines Hello
Time, Max Age and Forward Delay.

Bridge Hello Time

Enter an interval (between 1 and 10) in seconds that the root bridge waits
before sending a hello packet.

Bridge Max Age

Enter an interval (between 6 and 40) in seconds that a bridge waits to get a
Hello BPDU from the root bridge.

Forward Delay

Enter the length of time (between 4 and 30) in seconds that a bridge
remains in the listening and learning port states. The default is 15 seconds.

Bridge Port

This is the bridge port type.

RSTP Active

Select the check box to enable RSTP on the corresponding port.

RSTP Priority
O(Highest)~240(Lowest)

Enter a number between 0 and 240 as RSTP priority for the corresponding
port. 0 is the highest.

RSTP Path Cost
1(Lowest)~65535(Highe
st)

Enter a number between 1 and 65535 as RSTP path cost for the
corresponding port. 65535 is the highest.

Apply

Click Apply to save your changes back to the ZyWALL.

Reset

Click Reset to begin configuring this screen afresh.

8.3 The Bridge Port Roles Screen

Use the Port Roles screen to set ports as part of the LAN, DMZ and/or WLAN interface.

Ports 1~4 on the ZyWALL 5 and ZyWALL 35 ports can be part of the LAN, DMZ or WLAN
interface. The ZyWALL 70 has a separate (dedicated) LAN port, so ports 1~4 can be set as
part of the DMZ and/or WLAN interface.

To change your ZyWALL’s port role settings, click NETWORK > BRIDGE > Port Roles.
The screen appears as shown.
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The radio buttons correspond to Ethernet ports on the front panel of the ZyWALL. On the
ZyWALL 70, ports 1 to 4 are all DMZ ports by default. On the ZyWALL 5 or ZyWALL 35,
ports1to 4 areal LAN ports by default.

Figure 93 NETWORK > Bridge > Port Roles

Bridge Port Roles
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Port Roles Setup
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The following table describes the label s in this screen.
Table 32 NETWORK > Bridge > Port Roles

LABEL DESCRIPTION

LAN Select a port’'s LAN radio button to use the port as part of the LAN.
DMz Select a port's DMZ radio button to use the port as part of the DMZ.
WLAN Select a port’'s WLAN radio button to use the port as part of the WLAN.
Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.

After you change the LAN/DMZ/WLAN port roles and click Apply, please wait for few
seconds until the following screen appears. Click Return to go back to the Port Roles screen.

Figure 94 Port Roles Change Complete

Port Role Hardware Reconfiguration Complete

Please click on Return to go to the Port Roles screen,

Return |
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8.4 Bridge Technical Reference

STP Terminology

Theroot bridge is the base of the spanning tree. Path cost is the cost of transmitting a frame
from the root bridge to that port. It is assigned according to the speed of the link to which a

port is attached. The slower the media, the higher the cost - see the next table.
Table 33 STP Path Costs

LINK RECOMMENDED RECOMMENDED ALLOWED

SPEED VALUE RANGE RANGE
Path Cost | 4Mbps 250 100 to 1000 1 to 65535
Path Cost | 10Mbps 100 50 to 600 1 to 65535
Path Cost | 16Mbps 62 40 to 400 1to 65535
Path Cost | 100Mbps 19 10 to 60 1 to 65535
Path Cost | 1Gbps 4 3to 10 1 to 65535
Path Cost | 10Gbps 2 1to5 1to 65535

On each bridge, the root port isthe port through which this bridge communicates with the root.
It isthe port on this switch with the lowest path cost to the root (the root path cost). If thereis
no root port, then this bridge has been accepted as the root bridge of the spanning tree network.

For each LAN segment, a designated bridge is selected. This bridge has the lowest cost to the
root among the bridges connected to the LAN.

How STP Works
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After a bridge determines the lowest cost-spanning tree with STP, it enables the root port and
the ports that are the designated ports for connected LANS, and disables all other ports that
participate in STP. Network packets are therefore only forwarded between enabled ports,
eliminating any possible network loops.

STP-aware bridges exchange Bridge Protocol Data Units (BPDUSs) periodically. When the
bridged LAN topology changes, a new spanning tree is constructed.

Once a stable network topology has been established, all bridges listen for Hello BPDUs
(Bridge Protocol Data Units) transmitted from the root bridge. If a bridge does not get aHello
BPDU after a predefined interval (Max Age), the bridge assumes that the link to the root
bridge is down. This bridge then initiates negotiations with other bridges to reconfigure the
network to re-establish avalid network topology.
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STP Port States

STP assigns five port states (see next table) to eliminate packet looping. A bridge port is not
allowed to go directly from blocking state to forwarding state so as to eliminate transient

loops.
Table 34 STP Port States
PORT STATE DESCRIPTION
Disabled STP is disabled (default).
Blocking Only configuration and management BPDUs are received and processed.
Listening All BPDUs are received and processed.
Learning All BPDUs are received and processed. Information frames are submitted to the
learning process but not forwarded.
Forwarding All BPDUs are received and processed. All information frames are received and
forwarded.
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WAN Screens

9.1 Overview

This chapter discusses the ZyWALL’s WAN screens. Use these screens to configure your
ZyWALL for Internet access.

A WAN (Wide Area Network) connection is an outside connection to another network or the
Internet. It connects your private networks (such asaLAN (Loca Area Network) and other

networks, so that a computer in one location can communicate with computersin other
locations.

The ZyWALL has amultiple WAN feature which enables you to connect up to two 1SPs (or
networks). The ZyWALL 5 also supports a 3G WAN connection. You can configure the
distribution of traffic on the WAN connections using the load balancing settings.

You can have either awired WAN connection with a 3G (WAN) connection or two wired
WAN connections as shown in the following figures.

Figure 95 LAN and WAN (Multiple)
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N
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9.1.1 What You Can Do in the WAN Screens

» Usethe General screen (Section 9.2 on page 172) to configure load balancing, route
priority, and connection test settings for the ZyWALL.

» Usethe WAN 1 and 2 screens (Section 9.3 on page 182) to configure the WAN1 and
WANZ2 interfaces for Internet access on the ZyWALL.

» Usethe 3G (WAN2) screen (Section 9.4 on page 192 for 3G) to configure the WAN2
interface for Internet access on the ZyWALL.

» Usethe Traffic Redirect screen (Section 9.5 on page 197) to configure an alternative
gateway.

» Usethe Dial Backup screen (Section 9.7 on page 199) to configure the backup WAN dial-
up connection.

9.1.2 What You Need to Know About WAN
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Encapsulation Method

Encapsulation is used to include data from an upper layer protocol into alower layer protocol.
To set up aWAN connection to the Internet, you need to use the same encapsulation method
used by your ISP (Internet Service Provider). If your ISP offers adial-up Internet connection
using PPPoE (PPP over Ethernet) or PPPoA, they should also provide a username and
password (and service name) for user authentication.

WAN IP Address

The WAN IP addressis an |P address for the ZyWALL, which makes it accessible from an
outside network. It is used by the ZyWALL to communicate with other devicesin other
networks. It can be static (fixed) or dynamically assigned by the | SP each time the ZyWALL
tries to access the Internet.

If your ISP assigns you a static WAN I P address, they should also assign you the subnet mask
and DNS server |P address(es) (and a gateway 1P address if you use the Ethernet or ENET
ENCAP encapsulation method).

3G (Third Generation) is a digital, packet-switched wirel ess technology. Bandwidth usageis
optimized as multiple users share the same channel and bandwidth is only allocated to users
when they send data. It allows fast transfer of voice and non-voice data and provides
broadband Internet access to mobile devices.

Multiple WAN Features

You can use a second connection for load sharing to increase overall network throughput or as
a backup to enhance network reliability.

The ZyWALL 70 or ZyWALL 35 hastwo WAN ports. You can connect one port to one ISP
(or network) and connect the other to a second ISP (or network). When the ZyWALL 5isin
router mode, you can optionally insert a 3G card to add a second WAN interface.

The ZyWALL can balance the load between the two WAN interfaces (see Section 9.2.2 on
page 177).
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You can use policy routing to specify the WAN interface that specific services go through. An
ISP may give traffic from certain (more expensive) connections priority over the traffic from
other accounts. You could route delay intolerant traffic (like voice over IP calls) through this
kind of connection. Other traffic could be routed through a cheaper broadband Internet
connection that does not provide priority service. If one WAN interface's connection goes
down, the ZyWALL can automatically send its traffic through the other WAN interface. See
Chapter 24 on page 457 for details.

The ZyWALL's NAT feature allows you to configure sets of rules for one WAN interface and
separate sets of rulesfor the other WAN interface. Refer to Chapter 22 on page 435 for details.

You can select through which WAN interface you want to send out traffic from UPnP-enabled
applications (see Chapter 28 on page 519).

The ZyWALL's DDNS lets you select which WAN interface you want to use for each
individual domain name. The DDNS high availability feature lets you have the ZyWALL use
the other WAN interface for a domain name if the configured WAN interface's connection
goes down. See Section 26.1.2 on page 479 for details.

When configuring a VPN rule, you have the option of selecting one of the ZyWALL's domain
namesin the My Addressfield.

Load Balancing

On the ZyWALL, load balancing is the process of dividing traffic loads between the two
WAN interfaces (or ports). This allows you to improve quality of services and maximize
bandwidth utilization.

See also policy routing to provide quality of service by dedicating a route for a specific traffic
type and bandwidth management to specify a set amount of bandwidth for a specific traffic
type on an interface.

The ZyWALL uses three load balancing methods (least load first, weighted round robin and
spillover) to decide which WAN interface the traffic for asession! (from the LAN) uses.

The available bandwidth you configure on the ZyWALL refersto the actual bandwidth
provided by the | SP and the measured bandwidth refers to the bandwidth an interface is
currently using.

TCP/IP Priority (Metric)

The metric represents the "cost of transmission”. A router determines the best route for
transmission by choosing a path with the lowest "cost". RIP routing uses hop count as the
measurement of cost, with aminimum of "1" for directly connected networks. The number
must be between "1" and "15"; a number greater than "15" meansthe link isdown. The
smaller the number, the lower the "cost".

1 Themetric setsthe priority for the ZyWALL's routes to the Internet. Each route must
have a unigue metric.

2 The priorities of the WAN interface routes must always be higher than the dial-backup
and traffic redirect route priorities.

1. Inthe load balancing section, a session may refer to normal connection-oriented, UDP and SNMP?2 traffic.
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Lets say that you have the WAN operation mode set to active/passive, meaning the ZyWALL
uses the second highest priority WAN interface as aback up. The WAN 1 route has a metric of
"2", the WAN 2 route has ametric of "3", the traffic-redirect route has ametric of "14" and the
dial-backup route has a metric of "15". In this case, the WAN 1 route acts as the primary
default route. If the WAN 1 route fails to connect to the Internet, the ZyWALL tries the WAN
2 route next. If the WAN 2 routefails, the ZyWALL triesthe traffic-redirect route. In the same
manner, the ZyWALL uses the dial-backup route if the traffic-redirect route also fails.

The dial-backup or traffic redirect routes cannot take priority over the WAN 1 and WAN 2
routes.

Finding Out More
Refer to Section 7.1.2 on page 150 for information on IP addresses, LAN and more.

9.1.3 Before You Begin

You need to know your Internet access settings such as encapsulation and WAN 1P address.
Get this information from your ISP,

9.2 The General Screen
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Use this screen to configure load balancing, route priority, and connection test properties.

Mapping a WAN Interface to a Local Host

You can set the ZyWALL to send all of alocal computer’s traffic through the same WAN
interface. Thisis useful when aredirect server forwards a user request for afile and informs
thefile server that a particular WAN IP address is requesting the file. If the user’s subsequent
sessions came from a different WAN I P address, the file server would deny the request. Here
isan example.
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Figure 97 Incorrect WAN IP
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1 LAN user A wantsto download afile from aremote server on the Internet. The
ZyWALL isusing active/active load balancing and sends the request to an update server

(B) through WAN 1.
2 Update server B sendsafilelist to LAN user A. The download address of the desired file

isafile server (C). At the sametime, update server B informsfile server C that a
computer located at the WAN 1's |P address will download afile.
3 When LAN user A triesto retrieve the file from file server C, the request goes through

WAN 2.
File server C findsthat the request comes from WAN 2's | P address instead of WAN 1's|P

address and rejects the request.

9.2.1 Configuring the General Screen
To configure your WAN General settings click NETWORK > WAN to open the Gener al
screen.

g WAN 2 refers to either the physical WAN 2 port on a ZyWALL with multiple
WAN ports or the 3G card on a single WAN ZyWALL in router mode.
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Figure 98 NETWORK > WAN > General
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Traffic Redirect Dial Backup
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The following table describes the label s in this screen.
Table 35 NETWORK > WAN > General

LABEL

DESCRIPTION

Active/Passive
(Fail Over) Mode

Select the Active/Passive (fail over) operation mode to have the ZyWALL use the
second highest priority WAN interface as a back up. This means that the ZyWALL
will normally use the highest priority (primary) WAN interface (depending on the
priorities you configure in the Route Priority fields). The ZyWALL will switch to the
secondary (second highest priority) WAN interface when the primary WAN
interface's connection fails.

Fall Back to
Primary WAN
When Possible

This field determines the action the ZyWALL takes after the primary WAN interface
fails and the ZyWALL starts using the secondary WAN interface.

Select this check box to have the ZyWALL change back to using the primary WAN
interface when the ZyWALL can connect through the primary WAN interface again.
Clear this check box to have the ZyWALL continue using the secondary WAN
interface, even after the ZyWALL can connect through the primary WAN interface
again. The ZyWALL continues to use the secondary WAN interface until it's
connection fails (at which time it will change back to using the primary WAN
interface if its connection is up.

Active/Active
Mode

Select Active/Active Mode to have the ZyWALL use both of the WAN interfaces at
the same time and allow you to enable load balancing.

Load Balancing
Algorithm

Select Least Load First, Weighted Round Robin or Spillover to activate load
balancing and set the related fields. Otherwise, select None.

Refer to Section 9.2.2 on page 177 for load balancing configuration.

WAN Interface to
Local Host
Mapping Timeout

Select this option to have the ZyWALL send all of a local computer’s traffic through
the same WAN interface for the period of time that you specify (1 to 600 seconds).
This is useful when a redirect server forwards a local user’s request for a file and
informs the file server that a particular WAN IP address is requesting the file. If the
user’s subsequent sessions came from a different WAN IP address, the file server
would deny the request.

This field is configurable only when you select Active/Active Mode and enable
load balancing.

Route Priority

WAN1 The default WAN connection is "1' as your broadband connection via the WAN

WAN2 interface should always be your preferred method of accessing the WAN. The

Traffic Redirect ZyWALL switches from WAN interface 1 to WAN interface 2 if WAN interface 1's

. connection fails and then back to WAN interface 1 when WAN interface 1's

Dial Backup connection comes back up. The default priority of the routes is WAN 1, WAN 2,
Traffic Redirect and then Dial Backup:
You have three choices for an auxiliary connection (WAN 2, Traffic Redirect and
Dial Backup) in the event that your regular WAN connection goes down. If Dial
Backup is preferred to Traffic Redirect, then type "14" in the Dial Backup
Priority (metric) field (and leave the Traffic Redirect Priority (metric) at the
default of "15").
The Dial Backup field is available only when you enable the corresponding dial
backup feature in the Dial Backup screen.

Connectivity

Check

Check Period

The ZyWALL tests a WAN connection by periodically sending a ping to either the
default gateway or the address in the Ping this Address field.

Type a number of seconds (5 to 300) to set the time interval between checks. Allow
more time if your destination IP address handles lots of traffic.

Check Timeout

Type the number of seconds (1 to 10) for your ZyWALL to wait for a response to
the ping before considering the check to have failed. This setting must be less than
the Check Period. Use a higher value in this field if your network is busy or
congested.
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Table 35 NETWORK > WAN > General (continued)

LABEL DESCRIPTION
Check Fail Type how many WAN connection checks can fail (1-10) before the connection is
Tolerance considered "down" (not connected). The ZyWALL still checks a "down" connection
to detect if it reconnects.
Check WAN1/2 Select the check box to have the ZyWALL periodically test the respective WAN
Connectivity interface's connection.
Select Ping Default Gateway to have the ZyWALL ping the WAN interface's
default gateway IP address.
Select Ping this Address and enter a domain name or IP address of a reliable
nearby computer (for example, your ISP's DNS server address) to have the
ZyWALL ping that address. For a domain name, use up to 63 alphanumeric
characters (hyphens, periods and the underscore are also allowed) without
spaces.
Check Traffic Select the check box to have the ZyWALL periodically test the traffic redirect
Redirection connection.
Connectivity Select Ping Default Gateway to have the ZyWALL ping the backup gateway's IP
address.
Select Ping this Address and enter a domain name or IP address of a reliable
nearby computer (for example, your ISP's DNS server address) to have the
ZyWALL ping that address. For a domain name, use up to 63 alphanumeric
characters (hyphens, periods and the underscore are also allowed) without
spaces.
Windows NetBIOS (Network Basic Input/Output System) are TCP or UDP packets that
Networking enable a computer to connect to and communicate with a LAN. For some dial-up
(NetBIOS over services such as PPPoE or PPTP, NetBIOS packets cause unwanted calls.
TCP/IP):

Allow between
WAN1 and LAN

Select this check box to forward NetBIOS packets from WAN 1 to the LAN port and
from the LAN port to WANL1. If your firewall is enabled with the default policy set to
block WAN 1 to LAN traffic, you also need to enable the default WAN1 to LAN
firewall rule that forwards NetBIOS traffic.

Clear this check box to block all NetBIOS packets going from WAN 1 to the LAN
port and from LAN port to WANL1.

Allow between
WAN1 and DMZ

Select this check box to forward NetBIOS packets from WAN 1 to the DMZ port
and from the DMZ port to WANL1.

Clear this check box to block all NetBIOS packets going from WAN 1 to the DMZ
port and from DMZ port to WANL1.

Allow between
WAN1 and
WLAN

Select this check box to forward NetBIOS packets from WAN 1 to the WLAN port
and from the WLAN port to WAN 1.
Clear this check box to block all NetBIOS packets going from WAN 1to the WLAN
port and from WLAN port to WAN1.

Allow between
WAN2 and LAN

Select this check box to forward NetBIOS packets from WAN 2 to the LAN port and
from the LAN port to WAN2. If your firewall is enabled with the default policy set to
block WAN 2 to LAN traffic, you also need to enable the default WAN2 to LAN
firewall rule that forwards NetBIOS traffic.

Clear this check box to block all NetBIOS packets going from WAN 2 to the LAN
port and from LAN port to WAN2.

Allow between
WAN2 and DMZ

Select this check box to forward NetBIOS packets from WAN 2 to the DMZ port
and from the DMZ port to WANZ2.

Clear this check box to block all NetBIOS packets going from WAN 2 to the DMZ
port and from DMZ port to WAN2.

Allow between
WAN1 and
WLAN
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Select this check box to forward NetBIOS packets from WAN 2 to the WLAN port
and from the WLAN port to WAN 2.

Clear this check box to block all NetBIOS packets going from WAN 2 to the WLAN
port and from WLAN port to WAN 2.
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Table 35 NETWORK > WAN > General (continued)

LABEL DESCRIPTION

Allow Trigger Dial | Select this option to allow NetBIOS packets to initiate calls.
Apply Click Apply to save your changes back to the ZyWALL.
Reset Click Reset to begin configuring this screen afresh.

9.2.2 Configuring Load Balancing

To configure load balancing on the ZyWALL, click NETWORK >WAN in the navigation
panel. The WAN General screen displays by default. Select Active/Active M ode under
Operation M ode to enable load balancing on the ZyWALL.

The WAN General screen varies depending on what you select in the L oad Balancing
Algorithm field.

9.2.3 Least Load First

The least load first agorithm uses the current (or recent) outbound and/or inbound bandwidth
utilization of each WAN interface as the load balancing criteria for making decisions on how
how to route traffic. The outbound bandwidth utilization is defined as the measured outbound
throughput over the available outbound bandwidth. The inbound bandwidth utilization is
defined as the measured inbound throughput over the available inbound bandwidth. The two
ratios are indexes used to calculate which WAN interface isless utilized at the time. A new
LAN-originated session is distributed to the less utilized WAN interface.

Example 1

The following figure depicts an example where both the WAN interfaces on the ZyWALL are
connected to the Internet. The configured available outbound bandwidths for WAN 1 and
WAN 2 are 512K and 256K respectively.

Figure 99 Least Load First Example

WAN1
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8000K <——
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256K @ —m»
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If the outbound bandwidth utilization is used as the load balancing index and the measured
outbound throughput of WAN 1is412K and WAN 2 is 198K, the ZyWALL calculates the
load balancing index as shown in the table below.
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Since WAN 2 hasasmaller load balancing index (meaning that it isless utilized than WAN 1),
the ZyWALL will send the subsequent new session traffic through WAN 2.

Table 36 Least Load First: Example 1

OUTBOUND LOAD BALANCING INDEX
INTERFACE (MIA)
AVAILABLE (A) MEASURED (M)
WAN 1 512 K 412K 08
WAN 2 256 K 198 K 0.77
Example 2

This example uses the same network scenario asin Figure 99 on page 177, but uses both the
outbound and inbound bandwidth utilization in calculating the load balancing index. If the
measured inbound stream throughput for both WAN 1 and WAN 2 is 1600K, the ZyWALL
calculates the average load balancing indices as shown in the table bel ow.

Since WAN 1 hasasmaller load balancing index (meaning that it isless utilized than WAN 2),
the ZyWALL will send the next new session traffic through WAN 1.

Table 37 Least Load First: Example 2

OUTBOUND INBOUND AVERAGE LOAD
INTERFACE | AVAILABLE | MEASURED | AVAILABLE | MEASURED | UANCINGINDSY )
(OA) (OM) (1) (IM)
WAN 1 512 K 412K 8000 K 1600 K (0.8+0.2)/2=05
WAN 2 256 K 198 K 2000 K 1600 K (0.77+0.8)/2=0.79
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To configure Least Load First, select Least Load First in the Load Balancing Algorithm
field.

Figure 100 Load Balancing: Least Load First
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The following table describes the related fields in this screen.
Table 38 Load Balancing: Least Load First

LABEL DESCRIPTION

Active/Active Select Active/Active Mode and set the related fields to enable load balancing on
Mode the ZyWALL.

Load Balancing | Set the load balancing method to Least Load First.

Algorithm

WAN Interface | Select this option to have the ZyWALL send all of a local computer’s traffic through
to Local Host the same WAN interface for the period of time that you specify (1 to 600 seconds).
Mapping This is useful when a redirect server forwards a local user’s request for a file and
Timeout informs the file server that a particular WAN IP address is requesting the file. If the

user’s subsequent sessions came from a different WAN IP address, the file server
would deny the request.

Time Frame You can set the ZyWALL to get the measured bandwidth using the average
bandwidth in the specified time interval.

Enter the time interval between 10 and 600 seconds.

Load Balancing | Specify the direction of the traffic utilization you want the ZyWALL to use in

Index(es) calculating the load balancing index.
Select Outbound Only, Inbound Only or Outbound + Inbound.
Interface This field displays the name of the WAN interface (WAN 1 and WAN 2).
Available This field is applicable when you select Outbound + Inbound or Inbound Only in
Inbound the Load Balancing Index(es) field.
Bandwidth Specify the inbound (or downstream) bandwidth (in kilo bites per second) for the
interface. This should be the actual downstream bandwidth that your ISP provides.
Available This field is applicable when you select Outbound + Inbound or Outbound Only in
Outbound the Load Balancing Index(es) field.
Bandwidth Specify the outbound (or upstream) bandwidth (in kilo bites per second) for the

interface. This should be the actual upstream bandwidth that your ISP provides.

9.2.4 Weighted Round Robin

Round Robin routes traffic on arotating basis and is activated only when aWAN interface has
more traffic than the configured available bandwidth. On the ZyWALL with two WAN
interfaces, an amount of traffic is sent through the first interface. The second interface isalso
given an equal amount of traffic, and then the same amount of traffic is sent through the first
interface again; and so on. Thisworksin alooping fashion until there is no outgoing traffic.

Similar to the Round Robin (RR) algorithm, the Weighted Round Robin (WRR) algorithm sets
the ZyWALL to send traffic through each WAN interface in turn. In addition, the WAN
interfaces are assigned weights. An interface with alarger weight gets more of the traffic than
an interface with a smaller weight.

Thisagorithm is best suited for situations when the bandwidths set for the two WAN
interfaces are different.

For example, in the figure below, the configured available bandwidth of WAN1is 1M and
WANZ2 is512K. You can set the ZyWAL L to distribute the network traffic between the two
interfaces by setting the weight of WAN1 and WAN2 to 2 and 1 respectively. The ZyWALL
assigns the traffic of two sessionsto WANL for every one session's traffic assigned to WAN2.
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Figure 101 Weighted Round Robin Algorithm Example
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To load balance using the weighted round robin method, select Weighted Round Robin inthe
L oad Balancing Algorithm field.

Figure 102 Load Balancing: Weighted Round Robin
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The following table describes the related fields in this screen.
Table 39 Load Balancing: Weighted Round Robin
LABEL DESCRIPTION

Active/Active Select Active/Active Mode and set the related fields to enable load balancing on the
Mode ZyWALL.

Load Balancing | Set the load balancing method to Weighted Round Robin.
Algorithm

WAN Interface | Select this option to have the ZyWALL send all of a local computer’s traffic through
to Local Host the same WAN interface for the period of time that you specify (1 to 600 seconds).
Mapping This is useful when a redirect server forwards a local user’s request for a file and
Timeout informs the file server that a particular WAN IP address is requesting the file. If the
user’s subsequent sessions came from a different WAN IP address, the file server
would deny the request.

Interface This field displays the name of the WAN interface (WAN 1 and WAN 2).

Ratio Specify the weight for the interface. Enter O to set the ZyWALL not to send traffic load
to the interface. The higher the number, the bigger the weight (the more traffic sent).

9.2.5 Spillover
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With the spillover load balancing algorithm, the ZyWALL sends network traffic to the
primary interface until the maximum allowable load is reached, then the ZyWALL sends the
excess network traffic of new sessionsto the secondary WAN interface. Configure the Route
Priority metricsin the WAN General screen to determine the primary and secondary WANS.
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In cases where the primary WAN interface uses an unlimited access Internet connection and
the secondary WAN uses a per-use timed access plan, the ZyWALL will only use the
secondary WAN interface when the traffic load reaches the upper threshold on the primary
WAN interface. This alows you to fully utilize the bandwidth of the primary WAN interface
while avoiding overloading it and reducing Internet connection fees at the same time.

In the following example figure, the upper threshold of the primary WAN interfaceis set to
800K. The ZyWALL sends network traffic of a new session that exceeds this limit to the
secondary WAN interface.

Figure 103 Spillover Algorithm Example
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To load balance using the spillover method, select Spillover in the L oad Balancing
Algorithm field.

Configure the Route Priority metricsin the WAN Gener al screen to determine the primary
and secondary WANSs. By default, WAN 1 isthe primary WAN and WAN 2 is the secondary
WAN.

Figure 104 Load Balancing: Spillover

General WAN 1 WAN 2 Traffic Redirect Dial Backup
Operation Mode

" Active/Passive (Fail Over) Mode
¥ Fall Back to Primary WAN When Fossible
% Active/fctive Made

Load Balancing Algorithm ISpiIIover LI

™ waN Interface to Local Host Mapping Timeaut I2U 1~ 600(Seconds)

Tirne Frarme |1D 10(Seconds] ~ 600{Seconds]
Send traffic to secondary WAN when primary WAN bandwidth exceeds IU— Kbps

The following table describes the related fields in this screen.
Table 40 Load Balancing: Spillover

LABEL DESCRIPTION
Active/Active Select Active/Active Mode and set the related fields to enable load balancing on
Mode the ZyWALL.

Load Balancing | Set the load balancing method to Spillover.
Algorithm
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Table 40 Load Balancing: Spillover (continued)

LABEL DESCRIPTION

WAN Interface | Select this option to have the ZyWALL send all of a local computer’s traffic through
to Local Host the same WAN interface for the period of time that you specify (1 to 600 seconds).
Mapping This is useful when a redirect server forwards a local user’s request for a file and
Timeout informs the file server that a particular WAN IP address is requesting the file. If the
user's subsequent sessions came from a different WAN IP address, the file server
would deny the request.

Time Frame You can set the ZyWALL to get the measured bandwidth using the average
bandwidth in the specified time interval.

Enter the time interval between 10 and 600 seconds.

Send traffic to Specify the maximum allowable bandwidth on the primary WAN. Once this
secondary WAN | maximum bandwidth is reached, the ZyWALL sends the new session traffic that
when primary exceeds this limit to the secondary WAN. The ZyWALL continues to send traffic of
WAN bandwidth | existing sessions to the primary WAN.

exceeds

9.3 The WAN1 and WAN2 Screen

-1

To change your ZyWALL's WAN ISP, IP and MAC settings, click NETWORK >WAN and
then the WAN > WAN 1 or WAN 2 (on aZyWALL with two WAN Ethernet interfaces). The
screen differs by the encapsulation.

The WAN 1 and WAN 2 IP addresses of a ZyWALL with multiple WAN
interfaces must be on different subnets.

WAN IP Address Assignment

Every computer on the Internet must have a unique IP address. If your networks are isolated
from the Internet, for instance, only between your two branch offices, you can assign any IP
addresses to the hosts without problems. However, the Internet Assigned Numbers Authority
(IANA) has reserved the following three blocks of 1P addresses specificaly for private
networks.

Table 41 Private IP Address Ranges

10.0.0.0 - 10.255.255.255

172.16.0.0 - 172.31.255.255
192.168.0.0 - 192.168.255.255

You can obtain your |P address from the IANA, from an ISP or have it assigned by a private
network. If you belong to a small organization and your Internet access is through an ISP, the
I SP can provide you with the Internet addresses for your local networks. On the other hand, if
you are part of amuch larger organization, you should consult your network administrator for
the appropriate IP addresses.
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g Regardless of your particular situation, do not create an arbitrary IP address;
always follow the guidelines above. For more information on address
assignment, please refer to RFC 1597, Address Allocation for Private Internets
and RFC 1466, Guidelines for Management of IP Address Space.

DNS Server Address Assignment

Use DNS (Domain Name System) to map a domain name to its corresponding | P address and
vice versa, for instance, the | P address of www.zyxel.com is 204.217.0.2. The DNS server is
extremely important because without it, you must know the | P address of a computer before

you can access it.
The ZyWALL can get the DNS server addresses in the following ways.

1 ThelSPtellsyou the DNS server addresses, usualy in the form of an information sheet,
when you sign up. If your ISP gives you DNS server addresses, manually enter them in
the DNS server fields.

2 If your ISP dynamically assignsthe DNS server | P addresses (along with the ZyWALL's
WAN |IP address), set the DNS server fields to get the DNS server address from the ISP,

3 You can manually enter the IP addresses of other DNS servers. These servers can be
public or private. A DNS server could even be behind aremote | PSec router (see Section

on page 480).

WAN MAC Address
Every Ethernet device has aunique MAC (Media Access Control) address. The MAC address
isassigned at the factory and consists of six pairs of hexadecimal characters, for example,
00:A0:C5:00:00:02.
You can configure the WAN port's MAC address by either using the factory default or cloning
the MAC address from a computer on your LAN. Onceit is successfully configured, the
address will be copied to the "rom" file (ZyNOS configuration file). It will not change unless
you change the setting or upload a different "rom" file.

9.3.1 WAN Ethernet Encapsulation

For ISPs (such as Telstra) that send UDP heartbeat packets to verify that the customer is still
online, please create a WAN-to-WAN/ZyWALL firewall rule for those packets. Contact your
ISP to find the correct port number.

The screen shown next is for Ether net encapsulation.
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Figure 105 NETWORK > WAN > WAN (Ethernet Encapsulation)
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The following table describes the label s in this screen.
Table 42 NETWORK > WAN > WAN (Ethernet Encapsulation)

LABEL DESCRIPTION

ISP Parameters

for Internet

Access

Encapsulation You must choose the Ethernet option when the WAN port is used as a regular
Ethernet.

Service Type Choose from Standard, Telstra (RoadRunner Telstra authentication method), RR-
Manager (Roadrunner Manager authentication method), RR-Toshiba
(Roadrunner Toshiba authentication method) or Telia Login.
The following fields do not appear with the Standard service type.

User Name Type the user name given to you by your ISP.

Password Type the password associated with the user name above.

Retype to Type your password again to make sure that you have entered is correctly.

Confirm
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Table 42 NETWORK > WAN > WAN (Ethernet Encapsulation) (continued)

LABEL DESCRIPTION

Login Server IP | Type the authentication server IP address here if your ISP gave you one.
Address This field is not available for Telia Login.

Login Server Type the domain name of the Telia login server, for example loginl.telia.com.
(Telia Login only)

Relogin The Telia server logs the ZyWALL out if the ZyWALL does not log in periodically.
Every(min) Type the number of minutes from 1 to 59 (30 default) for the ZyWALL to wait

(Telia Login only)

between logins.

WAN IP Address

Assignment

Get automatically | Select this option If your ISP did not assign you a fixed IP address. This is the
from ISP default selection.

Use Fixed IP Select this option If the ISP assigned a fixed IP address.

Address

My WAN IP Enter your WAN IP address in this field if you selected Use Fixed IP Address.
Address

My WAN IP Enter the IP subnet mask (if your ISP gave you one) in this field if you selected Use
Subnet Mask Fixed IP Address.

Gateway IP Enter the gateway IP address (if your ISP gave you one) in this field if you selected
Address Use Fixed IP Address.

Advanced Setup

Enable NAT
(Network
Address
Translation)

Network Address Translation (NAT) allows the translation of an Internet protocol
address used within one network (for example a private IP address used in a local
network) to a different IP address known within another network (for example a
public IP address used on the Internet).

Select this check box to enable NAT.

RIP Direction RIP (Routing Information Protocol) allows a router to exchange routing information
with other routers. The RIP Direction field controls the sending and receiving of
RIP packets.
Choose Both, None, In Only or Out Only.
When set to Both or Out Only, the ZyWALL will broadcast its routing table
periodically.
When set to Both or In Only, the ZyWALL will incorporate RIP information that it
receives.
When set to None, the ZyWALL will not send any RIP packets and will ignore any
RIP packets received.
By default, RIP Direction is set to Both.

RIP Version The RIP Version field controls the format and the broadcasting method of the RIP

packets that the ZyWALL sends (it recognizes both formats when receiving).
Choose RIP-1, RIP-2B or RIP-2M.

RIP-1 is universally supported; but RIP-2 carries more information. RIP-1 is
probably adequate for most networks, unless you have an unusual network
topology. Both RIP-2B and RIP-2M sends the routing data in RIP-2 format; the
difference being that RIP-2B uses subnet broadcasting while RIP-2M uses
multicasting. Multicasting can reduce the load on non-router machines since they
generally do not listen to the RIP multicast address and so will not receive the RIP
packets. However, if one router uses multicasting, then all routers on your network
must use multicasting, also. By default, the RIP Version field is set to RIP-1.

Enable Multicast

Select this check box to turn on IGMP (Internet Group Management Protocol).
IGMP is a network-layer protocol used to establish membership in a Multicast
group - it is not used to carry user data.
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Table 42 NETWORK > WAN > WAN (Ethernet Encapsulation) (continued)
LABEL DESCRIPTION

Multicast Version | Choose None (default), IGMP-V1 or IGMP-V2. IGMP (Internet Group Management
Protocol) is a session-layer protocol used to establish membership in a Multicast
group — it is not used to carry user data. IGMP version 2 (RFC 2236) is an
improvement over version 1 (RFC 1112) but IGMP version 1 is still in wide use. If
you would like to read more detailed information about inter-operability between
IGMP version 2 and version 1, please see sections 4 and 5 of RFC 2236.

Spoof WAN MAC | You can configure the WAN port's MAC address by either using the factory
Address from assigned default MAC Address or cloning the MAC address of a computer on your
LAN LAN. By default, the ZyWALL uses the factory assigned MAC Address to identify
itself on the WAN.

Otherwise, select this option and enter the IP address of the computer on the LAN
whose MAC you are cloning. Once it is successfully configured, the address will be
copied to the rom file (ZyNOS configuration file). It will not change unless you
change the setting or upload a different ROM file.

Clone the Enter the IP address of the computer on the LAN whose MAC you are cloning.
computer's MAC | If you clone the MAC address of a computer on your LAN, it is recommended that
address — IP you clone the MAC address prior to hooking up the WAN port.

Address

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.

9.3.2 PPPoE Encapsulation

186

The ZyWALL supports PPPOE (Point-to-Point Protocol over Ethernet). PPPoE isan IETF
standard (RFC 2516) specifying how a personal computer (PC) interacts with a broadband
modem (DSL, cable, wireless, etc.) connection. The PPPoE optionisfor adia-up connection
using PPPoE.

For the service provider, PPPOE offers an access and authentication method that works with
existing access control systems (for example RADIUS).

One of the benefits of PPPOE isthe ability to let you access one of multiple network services,
afunction known as dynamic service selection. This enables the service provider to easily
create and offer new |P services for individuals.

Operationally, PPPoE saves significant effort for both you and the ISP or carrier, asit requires
no specific configuration of the broadband modem at the customer site.

By implementing PPPOE directly on the ZyWALL (rather than individual computers), the
computers on the LAN do not need PPPoE software installed, since the ZyWALL does that
part of the task. Furthermore, with NAT, all of the LANS computers will have access.

The screen shown next is for PPPoE encapsul ation.
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Figure 106 NETWORK > WAN > WAN (PPPoE Encapsulation)
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The following tabl

e describes the labels in this screen.

Table 43 NETWORK > WAN > WAN (PPPoE Encapsulation)

LABEL

DESCRIPTION

ISP Parameters
for Internet
Access

Encapsulation

Select PPPoE for a dial-up connection using PPPoE.

Service Name

Type the PPPoE service name provided to you by your ISP. PPPoOE uses a service
name to identify and reach the PPPOE server.

User Name Type the user name given to you by your ISP.

Password Type the password associated with the user name above.

Retype to Type your password again to make sure that you have entered is correctly.
Confirm

Authentication The ZyWALL supports PAP (Password Authentication Protocol) and CHAP

Type (Challenge Handshake Authentication Protocol). CHAP is more secure than PAP;

however, PAP is readily available on more platforms.

Use the drop-down list box to select an authentication protocol for outgoing calls.
Options are:

CHAP/PAP - Your ZyWALL accepts either CHAP or PAP when requested by this
remote node.

CHAP - Your ZyWALL accepts CHAP only.

PAP - Your ZyWALL accepts PAP only.
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Table 43 NETWORK > WAN > WAN (PPPoE Encapsulation) (continued)

LABEL DESCRIPTION
Nailed-Up Select Nailed-Up if you do not want the connection to time out.
Idle Timeout This value specifies the time in seconds that elapses before the ZyWALL

automatically disconnects from the PPPOE server.

WAN IP Address

Assignment

Get Select this option If your ISP did not assign you a fixed IP address. This is the
automatically default selection.

from ISP

Use Fixed IP Select this option If the ISP assigned a fixed IP address.

Address

My WAN IP Enter your WAN IP address in this field if you selected Use Fixed IP Address.
Address

Advanced Setup

Enable NAT
(Network
Address
Translation)

Network Address Translation (NAT) allows the translation of an Internet protocol
address used within one network (for example a private IP address used in a local
network) to a different IP address known within another network (for example a
public IP address used on the Internet).

Select this checkbox to enable NAT.

For more information about NAT see Chapter 22 on page 435.

RIP Direction RIP (Routing Information Protocol) allows a router to exchange routing information
with other routers. The RIP Direction field controls the sending and receiving of
RIP packets.
Choose Both, None, In Only or Out Only.
When set to Both or Out Only, the ZyWALL will broadcast its routing table
periodically.
When set to Both or In Only, the ZyWALL will incorporate RIP information that it
receives.
When set to None, the ZyWALL will not send any RIP packets and will ignore any
RIP packets received.
By default, RIP Direction is set to Both.

RIP Version The RIP Version field controls the format and the broadcasting method of the RIP

packets that the ZyWALL sends (it recognizes both formats when receiving).
Choose RIP-1, RIP-2B or RIP-2M.

RIP-1 is universally supported; but RIP-2 carries more information. RIP-1 is
probably adequate for most networks, unless you have an unusual network
topology. Both RIP-2B and RIP-2M sends the routing data in RIP-2 format; the
difference being that RIP-2B uses subnet broadcasting while RIP-2M uses
multicasting. Multicasting can reduce the load on non-router machines since they
generally do not listen to the RIP multicast address and so will not receive the RIP
packets. However, if one router uses multicasting, then all routers on your network
must use multicasting, also. By default, the RIP Version field is set to RIP-1.

Enable Multicast

Select this check box to turn on IGMP (Internet Group Management Protocol).
IGMP is a network-layer protocol used to establish membership in a Multicast
group - it is not used to carry user data.

Multicast Version

Choose None (default), IGMP-V1 or IGMP-V2. IGMP (Internet Group Management
Protocol) is a session-layer protocol used to establish membership in a Multicast
group — it is not used to carry user data. IGMP version 2 (RFC 2236) is an
improvement over version 1 (RFC 1112) but IGMP version 1 is still in wide use. If
you would like to read more detailed information about inter-operability between
IGMP version 2 and version 1, please see sections 4 and 5 of RFC 2236.
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Table 43 NETWORK > WAN > WAN (PPPoE Encapsulation) (continued)

LABEL DESCRIPTION

Spoof WAN MAC | You can configure the WAN port's MAC address by either using the factory

Address from assigned default MAC Address or cloning the MAC address of a computer on your

LAN LAN. By default, the ZyWALL uses the factory assigned MAC Address to identify
itself on the WAN.
Otherwise, select this option and enter the IP address of the computer on the LAN
whose MAC you are cloning. Once it is successfully configured, the address will be
copied to the rom file (ZyNOS configuration file). It will not change unless you
change the setting or upload a different ROM file.

Clone the Enter the IP address of the computer on the LAN whose MAC you are cloning.

computer's MAC | |f you clone the MAC address of a computer on your LAN, it is recommended that

address — IP you clone the MAC address prior to hooking up the WAN port.

Address

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.

9.3.3 PPTP Encapsulation

Point-to-Point Tunneling Protocol (PPTP) is anetwork protocol that enables secure transfer of
data from aremote client to a private server, creating a Virtual Private Network (VPN) using
TCP/IP-based networks.

PPTP supports on-demand, multi-protocol and virtual private networking over public
networks, such as the Internet. The screen shown next isfor PPT P encapsulation.
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Figure 107 NETWORK > WAN > WAN (PPTP Encapsulation)
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The following table describes the |abels in this screen.
Table 44 NETWORK > WAN > WAN (PPTP Encapsulation)

LABEL

DESCRIPTION

ISP Parameters
for Internet Access

Encapsulation

Set the encapsulation method to PPTP. The ZyWALL supports only one PPTP
server connection at any given time. To configure a PPTP client, you must
configure the User Name and Password fields for a PPP connection and the
PPTP parameters for a PPTP connection.

190

User Name Type the user name given to you by your ISP.
Password Type the password associated with the user name above.
Retype to Confirm | Type your password again to make sure that you have entered it correctly.
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Table 44 NETWORK > WAN > WAN (PPTP Encapsulation) (continued)

LABEL DESCRIPTION

Authentication The ZyWALL supports PAP (Password Authentication Protocol) and CHAP

Type (Challenge Handshake Authentication Protocol). CHAP is more secure than PAP;
however, PAP is readily available on more platforms.
Use the drop-down list box to select an authentication protocol for outgoing calls.
Options are:
CHAP/PAP - Your ZyWALL accepts either CHAP or PAP when requested by this
remote node.
CHAP - Your ZyWALL accepts CHAP only.
PAP - Your ZyWALL accepts PAP only.

Nailed-up Select Nailed-Up if you do not want the connection to time out.

Idle Timeout This value specifies the time in seconds that elapses before the ZyWALL
automatically disconnects from the PPTP server.

PPTP

Configuration

My IP Address Type the (static) IP address assigned to you by your ISP.

My IP Subnet Your ZyWALL will automatically calculate the subnet mask based on the IP

Mask address that you assign. Unless you are implementing subnetting, use the subnet

mask computed by the ZyWALL.

Server IP Address

Type the IP address of the PPTP server.

Connection ID/
Name

Type your identification name for the PPTP server.

WAN IP Address
Assignment

Get automatically
from ISP

Select this option If your ISP did not assign you a fixed IP address. This is the
default selection.

Translation)

Use Fixed IP Select this option If the ISP assigned a fixed IP address.

Address

My WAN IP Enter your WAN IP address in this field if you selected Use Fixed IP Address.
Address

Advanced Setup

Enable NAT Network Address Translation (NAT) allows the translation of an Internet protocol
(Network Address | address used within one network (for example a private IP address used in a local

network) to a different IP address known within another network (for example a
public IP address used on the Internet).

Select this checkbox to enable NAT.
For more information about NAT see Chapter 22 on page 435.

RIP Direction

RIP (Routing Information Protocol) allows a router to exchange routing
information with other routers. The RIP Direction field controls the sending and
receiving of RIP packets.

Choose Both, None, In Only or Out Only.

When set to Both or Out Only, the ZyWALL will broadcast its routing table
periodically.

When set to Both or In Only, the ZyWALL will incorporate RIP information that it
receives.

When set to None, the ZyWALL will not send any RIP packets and will ignore any
RIP packets received.

By default, RIP Direction is set to Both.
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Table 44 NETWORK > WAN > WAN (PPTP Encapsulation) (continued)

LABEL

DESCRIPTION

RIP Version

The RIP Version field controls the format and the broadcasting method of the RIP
packets that the ZyWALL sends (it recognizes both formats when receiving).

Choose RIP-1, RIP-2B or RIP-2M.

RIP-1 is universally supported; but RIP-2 carries more information. RIP-1 is
probably adequate for most networks, unless you have an unusual network
topology. Both RIP-2B and RIP-2M sends the routing data in RIP-2 format; the
difference being that RIP-2B uses subnet broadcasting while RIP-2M uses
multicasting. Multicasting can reduce the load on non-router machines since they
generally do not listen to the RIP multicast address and so will not receive the RIP
packets. However, if one router uses multicasting, then all routers on your
network must use multicasting, also. By default, the RIP Version field is set to
RIP-1.

Enable Multicast

Select this check box to turn on IGMP (Internet Group Management Protocol).
IGMP is a network-layer protocol used to establish membership in a Multicast
group - it is not used to carry user data.

Multicast Version

Choose None (default), IGMP-V1 or IGMP-V2. IGMP (Internet Group
Management Protocol) is a session-layer protocol used to establish membership
in a Multicast group — it is not used to carry user data. IGMP version 2 (RFC
2236) is an improvement over version 1 (RFC 1112) but IGMP version 1 is still in
wide use. If you would like to read more detailed information about inter-
operability between IGMP version 2 and version 1, please see sections 4 and 5 of
RFC 2236.

Spoof WAN MAC
Address from LAN

You can configure the WAN port's MAC address by either using the factory
assigned default MAC Address or cloning the MAC address of a computer on
your LAN. By default, the ZyWALL uses the factory assigned MAC Address to
identify itself on the WAN.

Otherwise, select this option and enter the IP address of the computer on the LAN
whose MAC you are cloning. Once it is successfully configured, the address will
be copied to the rom file (ZyNOS configuration file). It will not change unless you
change the setting or upload a different ROM file.

Clone the Enter the IP address of the computer on the LAN whose MAC you are cloning.
computer's MAC | |f you clone the MAC address of a computer on your LAN, it is recommended that
address — IP you clone the MAC address prior to hooking up the WAN port.

Address

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.

9.4 The 3G (WAN2) Screen

Use this screen to configure your 3G (WANZ2) settings.

After you insert a 3G card in the ZyWALL 5, the 3G connection becomes WAN 2. Refer to
Section 55.1 on page 773 for the type of 3G cards that you can use in the ZyWALL aong with
the corresponding supported features.
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g The actual data rate you obtain varies depending the 3G card you use, the
signal strength to the service provider’s base station, and so on.

If the signal strength of a 3G network istoo low, the 3G card may switch to an available 2.5G
or 2.75G network. Refer to Section 9.8 on page 204 for a comparison between 2G, 2.5G,
2.75G and 3G wireless technologies.

b}

Turn the ZyWALL off before you install or remove the 3G card.

i}

The WAN 1 and WAN 2 IP addresses of a ZyWALL with multiple WAN
interfaces must be on different subnets.

To change your ZyWALL 5's 3G WAN settings, click NETWORK > WAN > 3G (WAN 2)
or NETWORK >WIRELESS > 3G (WAN2).
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Figure 108 NETWORK > WAN > 3G (WAN 2)
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The following table describes the label s in this screen.
Table 45 NETWORK > WAN > 3G (WAN 2)

Dial Backup

LABEL DESCRIPTION

Enable Select this option to enable WAN 2.

3G Card The fields below display only when you enable WAN 2.
Configuration

3G Wireless Card | This displays the manufacturer and model name of your 3G card if you inserted
one in the ZyWALL. Otherwise, it displays Not Installed.
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Table 45 NETWORK > WAN > 3G (WAN 2) (continued)

LABEL

DESCRIPTION

Network Type

Select the type of the network (UMTS/HSDPA only, GPRS/EDGE only, GSM all
or WCDMA all) to which you want the card to connect. See Table 49 on page 204
for more information. Otherwise, select Automatically to have the card connect to
an available network using the default settings on the 3G card.

The types of the network vary depending on the 3G card you inserted.
This setting is saved to the flash of your 3G card.

Network
Selection

Select a service provider to which you want the card to connect. Otherwise, select
Automatically to have the ZyWALL use the default settings on the 3G card and
connect to your service provider’s base station.

This shows Automatically only by default. Click Scan to have the ZyWALL search
for and display the available service providers.

This field resets to the default setting (Automatically) if the ZyWALL restarts.

ISP Parameters
for Internet
Access

Access Point

This field displays with a GSM or HSDPA 3G card. Enter the APN (Access Point

Name (APN) Name) provided by your service provider. Connections with different APNs may
provide different services (such as Internet access or MMS (Multi-Media
Messaging Service)) and charge method.
You can enter up to 31 ASCII printable characters. Spaces are allowed.

Initial String Select this option and enter the initial string and APN if you know how to configure

(containing APN)

it or your ISP provides a string, which would include the APN, to initialize the 3G
card.

You can enter up to 72 ASCII printable characters. Spaces are allowed.
This field is available only when you insert a GSM 3G card.

Authentication The ZyWALL supports PAP (Password Authentication Protocol) and CHAP

Type (Challenge Handshake Authentication Protocol). CHAP is more secure than PAP;
however, PAP is readily available on more platforms.
Use the drop-down list box to select an authentication protocol for outgoing calls.
Options are:
CHAP/PAP - Your ZyWALL accepts either CHAP or PAP when requested by this
remote node.
CHAP - Your ZyWALL accepts CHAP only.
PAP - Your ZyWALL accepts PAP only.

User Name Type the user name (of up to 31 ASCII printable characters) given to you by your
service provider.

Password Type the password (of up to 31 ASCII printable characters) associated with the
user name above.

Retype to Type your password again to make sure that you have entered is correctly.

Confirm

PIN Code This field displays with a GSM or HSDPA 3G card. A PIN (Personal Identification

Number) code is a key to a 3G card. Without the PIN code, you cannot use the 3G
card.

Enter the 4-digit PIN code (0000 for example) provided by your ISP. If you enter
the PIN code incorrectly, the 3G card may be blocked by your ISP and you cannot
use the account to access the Internet.

If your ISP disabled PIN code authentication, enter an arbitrary number.

Phone Number

Enter the phone number (dial string) used to dial up a connection to your service
provider’s base station. Your ISP should provide the phone number.

For example, *994# is the dial string to establish a GPRS or 3G connection in
Taiwan.

Nailed-Up

Select Nailed-Up if you do not want the connection to time out.
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Table 45 NETWORK > WAN > 3G (WAN 2) (continued)

LABEL

DESCRIPTION

Idle Timeout

This value specifies the time in seconds that elapses before the ZyWALL
automatically disconnects from the ISP.

WAN IP Address
Assignment

Get automatically

Select this option If your ISP did not assign you a fixed IP address. This is the

from ISP default selection.

Use Fixed IP Select this option If the ISP assigned a fixed IP address.

Address

My WAN IP Enter your WAN IP address in this field if you selected Use Fixed IP Address.
Address

Advanced Setup

Enable NAT
(Network
Address
Translation)

Network Address Translation (NAT) allows the translation of an Internet protocol
address used within one network (for example a private IP address used in a local
network) to a different IP address known within another network (for example a
public IP address used on the Internet).

Select this checkbox to enable NAT.

For more information about NAT see Chapter 22 on page 435.

Enable Multicast

Select this check box to turn on IGMP (Internet Group Management Protocol).
IGMP is a network-layer protocol used to establish membership in a Multicast
group - it is not used to carry user data.

Multicast Version

Choose None (default), IGMP-V1 or IGMP-V2. IGMP (Internet Group Management
Protocol) is a session-layer protocol used to establish membership in a Multicast
group — it is not used to carry user data. IGMP version 2 (RFC 2236) is an
improvement over version 1 (RFC 1112) but IGMP version 1 is still in wide use. If
you would like to read more detailed information about inter-operability between
IGMP version 2 and version 1, please see sections 4 and 5 of RFC 2236.

Enable Budget
Control

Select this check box to set a monthly limit for the user account of the installed 3G
card. You must insert a 3G card before you enable budget control on the ZyWALL.
You can set a limit on the total traffic and/or call time. The ZyWALL takes the
actions you specified when a limit is exceeded during the month.

Time Budget

Select this check box and specify the amount of time (in hours) that the 3G
connection can be used within one month.

If you change the value after you configure and enable budget control, the ZyWALL
resets the statistics.

Data Budget

Select this check box and specify how much downstream and/or upstream data (in
Mega bytes) can be transmitted via the 3G connection within one month.

Select Download to set a limit on the downstream traffic (from the ISP to the
ZyWALL).

Select Upload to set a limit on the upstream traffic (from the ZyWALL to the ISP).
Select Download/Upload to set a limit on the total traffic in both directions.

If you change the value after you configure and enable budget control, the ZyWALL
resets the statistics.

Reset time and
data budget
counters on

Select the date on which the ZyWALL resets the budget every month. If the date
you selected is not available in a month, such as 30th or 31th, the ZyWALL resets
the budget on the last day of the month.

Reset time and
data budget
counters
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This button is available only when you enable budget control in this screen.

Click this button to reset the time and data budgets immediately. The count starts
over with the 3G connection’s full configured monthly time and data budgets. This
does not affect the normal monthly budget restart.
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Table 45 NETWORK > WAN > 3G (WAN 2) (continued)

LABEL

DESCRIPTION

Actions when
over budget

Specify the actions the ZyWALL takes when the time or data limit is exceeded.
Select Log to create a log.

Select Alert to create an alert. This option is available only when you select Log.
If you select Log, you can also select recurring every to have the ZyWALL send a
log (and alert if selected) for this event periodically. Specify how often (from 1 to
65535 minutes) to send the log (and alert if selected).

Select Allow to permit new 3G connections or Disallow to drop/block new 3G
connections.

Select Keep to maintain the existing 3G connection or Drop to disconnect it.

You cannot select Allow and Drop at the same time.

If you select Disallow and Keep, the ZyWALL allows you to transmit data using
the current connection, but you cannot build a new connection if the existing
connection is disconnected.

Actions when
over % of time
budget or % of
data budget

Specify the actions the ZyWALL takes when the specified percentage of time
budget or data limit is exceeded. Enter a number from 1 to 99 in the percentage
fields. If you change the value after you configure and enable budget control, the
ZyWALL resets the statistics.

Select Log to create a log.
Select Alert to create an alert. This option is available only when you select Log.

If you select Log, you can also select recurring every to have the ZyWALL send a
log (and alert if selected) for this event periodically. Specify how often (from 1 to
65535 minutes) to send the log (and alert if selected).

Apply

Click Apply to save your changes back to the ZyWALL.

Reset

Click Reset to begin configuring this screen afresh.

9.5 The Traffic Redirect Screen

Traffic redirect forwards WAN traffic to a backup gateway when the ZyWALL cannot
connect to the Internet through its normal gateway. Connect the backup gateway on the WAN
so that the ZyWALL still provides firewall protection for the LAN.

Figure 109 Traffic Redirect WAN Setup

WEN Gateway
ﬁ"; \- ( Internet
_/
Backup Gateway

IP alias allows you to avoid triangle route security issues when the backup gateway is
connected to the LAN or DMZ. Use IP alias to configure the LAN into two or three logical
networks with the ZyWALL itself as the gateway for each LAN network. Put the protected
LAN in one subnet (Subnet 1 in the following figure) and the backup gateway in another
subnet (Subnet 2). Configure a LAN to LAN/ZyWALL firewall rule that forwards packets
from the protected LAN (Subnet 1) to the backup gateway (Subnet 2).
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Figure 110 Traffic Redirect LAN Setup
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9.6 Configuring the Traffic Redirect Screen

&5

To change your ZyWALL s traffic redirect settings, click NETWORK >WAN > Traffic
Redirect. The screen appears as shown.

For the ZyWALL 5, if the traffic redirect feature does not work after you
configure the ZyWALL'’s traffic redirect settings in the Traffic Redirect screen,
you may need to turn on the WAN ping check by entering sys rn pingDrop
in the command interpreter. See the CLI Reference Guide.

Figure 111 NETWORK > WAN > Traffic Redirect
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The following table describes the labels in this screen.
Table 46 NETWORK > WAN > Traffic Redirect

LABEL DESCRIPTION

Active Select this check box to have the ZyWALL use traffic redirect if the normal WAN
connection goes down.

Backup Type the IP address of your backup gateway in dotted decimal notation. The ZyWALL

Gateway IP automatically forwards traffic to this IP address if the ZyWALL's Internet connection

Address terminates.

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.
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9.7 The Dial Backup Screen

Click NETWORK >WAN > Dial Backup to display the Dial Backup screen. Use this
screen to configure the backup WAN dial-up connection. Not all fields are available on all

models.

Figure 112 NETWORK > WAN > Dial Backup
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The following table describes the label s in this screen.
Table 47 NETWORK > WAN > Dial Backup

LABEL

DESCRIPTION

Dial Backup Setup

Enable Dial Backup

Select this check box to turn on dial backup.

Basic Settings

Login Name

Type the login name assigned by your ISP.

Password

Type the password assigned by your ISP.

Retype to Confirm

Type your password again to make sure that you have entered is correctly.

Authentication
Type

Use the drop-down list box to select an authentication protocol for outgoing calls.
Options are:

CHAP/PAP - Your ZyWALL accepts either CHAP or PAP when requested by this
remote node.

CHAP - Your ZyWALL accepts CHAP only.
PAP - Your ZyWALL accepts PAP only.

Primary/ Secondary
Phone Number

Type the first (primary) phone number from the ISP for this remote node. If the
Primary Phone number is busy or does not answer, your ZyWALL dials the
Secondary Phone number if available. Some areas require dialing the pound
sign # before the phone number for local calls. Include a # symbol at the
beginning of the phone numbers as required.

Dial Backup Port
Speed

Use the drop-down list box to select the speed of the connection between the
Dial Backup port and the external device. Available speeds are: 9600, 19200,
38400, 57600, 115200 or 230400 bps.

AT Command Initial
String

Type the AT command string to initialize the WAN device. Consult the manual of
your WAN device connected to your Dial Backup port for specific AT commands.

Advanced Modem
Setup

Click Edit to display the Advanced Setup screen and edit the details of your dial
backup setup.

TCP/IP Options

Get IP Address
Automatically from
Remote Server

Type the login name assigned by your ISP for this remote node.

Used Fixed IP Select this check box if your ISP assigned you a fixed IP address, then enter the

Address IP address in the following field.

My WAN IP Leave the field set to 0.0.0.0 (default) to have the ISP or other remote router

Address dynamically (automatically) assign your WAN IP address if you do not know it.
Type your WAN IP address here if you know it (static). This is the address
assigned to your local ZyWALL, not the remote router.

Enable NAT Network Address Translation (NAT) allows the translation of an Internet protocol

(Network Address | address used within one network to a different IP address known within another

Translation)

network.

Select the check box to enable NAT. Clear the check box to disable NAT so the
ZyWALL does not perform any NAT mapping for the dial backup connection.

Enable RIP

Select this check box to turn on RIP (Routing Information Protocol), which allows
a router to exchange routing information with other routers.
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Table 47 NETWORK > WAN > Dial Backup (continued)

LABEL

DESCRIPTION

RIP Version

The RIP Version field controls the format and the broadcasting method of the
RIP packets that the ZyWALL sends (it recognizes both formats when receiving).

Choose RIP-1, RIP-2B or RIP-2M.

RIP-1 is universally supported; but RIP-2 carries more information. RIP-1 is
probably adequate for most networks, unless you have an unusual network
topology. Both RIP-2B and RIP-2M sends the routing data in RIP-2 format; the
difference being that RIP-2B uses subnet broadcasting while RIP-2M uses
multicasting. Multicasting can reduce the load on non-router machines since they
generally do not listen to the RIP multicast address and so will not receive the
RIP packets. However, if one router uses multicasting, then all routers on your
network must use multicasting, also.

RIP Direction

RIP (Routing Information Protocol) allows a router to exchange routing
information with other routers. The RIP Direction field controls the sending and
receiving of RIP packets.

Choose Both, In Only or Out Only.

When set to Both or Out Only, the ZyWALL will broadcast its routing table
periodically.

When set to Both or In Only, the ZyWALL will incorporate RIP information that it
receives.

Broadcast Dial
Backup Route

Select this check box to forward the backup route broadcasts to the WAN.

Enable Multicast

Select this check box to turn on IGMP (Internet Group Management Protocol).
IGMP is a network-layer protocol used to establish membership in a Multicast
group - it is not used to carry user data.

Multicast Version

Select IGMP-v1 or IGMP-v2. IGMP version 2 (RFC 2236) is an improvement
over version 1 (RFC 1112) but IGMP version 1 is still in wide use. If you would
like to read more detailed information about interoperability between IGMP
version 2 and version 1, please see sections 4 and 5 of RFC 2236.

Budget

Always On

Select this check box to have the dial backup connection on all of the time.

Configure Budget

Select this check box to have the dial backup connection on during the time that
you select.

Allocated Budget

Type the amount of time (in minutes) that the dial backup connection can be
used during the time configured in the Period field. Set an amount that is less
than the time period configured in the Period field.

Period

Type the time period (in hours) for how often the budget should be reset. For
example, to allow calls to this remote node for a maximum of 10 minutes every
hour, set the Allocated Budget to 10 (minutes) and the Period to 1 (hour).

Idle Timeout

Type the number of seconds of idle time (when there is no traffic from the
ZyWALL to the remote node) for the ZyWALL to wait before it automatically
disconnects the dial backup connection. This option applies only when the
ZyWALL initiates the call. The dial backup connection never times out if you set
this field to "0" (it is the same as selecting Always On).

Apply

Click Apply to save your changes back to the ZyWALL.

Reset

Click Reset to begin configuring this screen afresh.

9.7.1 The Advanced Modem Setup Screen

Click the Edit button in the Dial Backup screen to display the Advanced Setup screen. Use
this screen to configure your advanced modem setup settings for the Dial Backup screen.
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AT Command Strings

For regular telephone lines, the default Dial string tells the modem that the line uses tone
dialing. ATDT isthe command for a switch that requires tone dialing. If your switch requires
pulse dialing, change the string to ATDP.

For ISDN lines, there are many more protocols and operational modes. Please consult the
documentation of your TA. You may need additional commandsin both Dial and Init strings.

DTR Signal

The majority of WAN devices default to hanging up the current call when the DTR (Data
Termina Ready) signal is dropped by the DTE. When the Drop DTR When Hang Up check
box is selected, the ZyWALL uses this hardware signal to force the WAN device to hang up,
in addition to issuing the drop command ATH.

Response Strings
The response strings tell the ZyWALL the tags, or labels, immediately preceding the various

call parameters sent from the WAN device. The response strings have not been standardized,;
please consult the documentation of your WAN deviceto find the correct tags.

9.7.2 Configuring the Advanced Modem Setup Screen
Click the Edit button in the Dial Backup screen to display the Advanced Setup screen.

,@ Consult the manual of your WAN device connected to your dial backup port for
specific AT commands.
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Figure 113 NETWORK > WAN > Dial Backup > Edit
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The following table describes the labels in this screen.
Table 48 NETWORK > WAN > Dial Backup > Edit

LABEL DESCRIPTION

AT Command

Strings

Dial Type the AT Command string to make a call.

Drop Type the AT Command string to drop a call. "~" represents a one second wait, for
example, "~~~+++~~ath" can be used if your modem has a slow response time.

Answer Type the AT Command string to answer a call.

Drop DTR When | Select this check box to have the ZyWALL drop the DTR (Data Terminal Ready)

Hang Up signal after the "AT Command String: Drop" is sent out.

AT Response

Strings

CLID Type the keyword that precedes the CLID (Calling Line Identification) in the AT
response string. This lets the ZyWALL capture the CLID in the AT response string
that comes from the WAN device. CLID is required for CLID authentication.

Called ID Type the keyword preceding the dialed number.

Speed Type the keyword preceding the connection speed.

Call Control

Dial Timeout Type a number of seconds for the ZyWALL to try to set up an outgoing call before

(sec) timing out (stopping).

Retry Count Type a number of times for the ZyWALL to retry a busy or no-answer phone

number before blacklisting the number.
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Table 48 NETWORK > WAN > Dial Backup > Edit (continued)

LABEL

DESCRIPTION

(sec)

Retry Interval

Type a number of seconds for the ZyWALL to wait before trying another call after a
call has failed. This applies before a phone number is blacklisted.

(sec)

Drop Timeout

Type the number of seconds for the ZyWALL to wait before dropping the DTR
signal if it does not receive a positive disconnect confirmation.

Call Back Delay

Type a number of seconds for the ZyWALL to wait between dropping a callback

(sec) request call and dialing the corresponding callback call.
Apply Click Apply to save your changes back to the ZyWALL.
Cancel Click Cancel to exit this screen without saving.

9.8 WAN Technical Reference

3G Comparison Table

See the following table for a comparison between 2G, 2.5G, 2.75G and 3G wireless

technologies.
Table 49 2G, 2.5G, 2.75G, 3G and 3.5G Wireless Technologies
MOBILE PHONE AND DATA STANDARDS DATA
NAME | TYPE
SPEED
GSM-BASED CDMA-BASED
2G Circuit- GSM (Global System for Mobile Interim Standard 95 (1S-95), the first Slow
switched Communications), Personal Handy- CDMA-based digital cellular standard
phone System (PHS), etc. pioneered by Qualcomm. The brand A
name for 1S-95 is cdmaOne. IS-95 is
also known as TIA-EIA-95.
2.5G Packet- GPRS (General Packet Radio CDMAZ2000 is a hybrid 2.5G / 3G
switched Services), High-Speed Circuit- protocol of mobile telecommunications
Switched Data (HSCSD), etc. standards that use CDMA, a multiple
2.75G | Packet- Enhanced Data rates for GSM access scheme for d|g|lta| radio. .
switched | Evolution (EDGE), Enhanced GPRS | CDMA2000 1xRTT (1 times Radio
(EGPRS), etc. Transmission Technology) is the core
CDMAZ2000 wireless air interface
standard. It is also known as 1x, 1xRTT,
or 1S-2000 and considered to be a 2.5G
or 2.75G technology.
3G Packet- UMTS (Universal Mobile CDMA2000 EV-DO (Evolution-Data
switched Telecommunications System), a third- | Optimized, originally 1x Evolution-Data
generation (3G) wireless standard Only), also referred to as EV-DO,
defined in ITU” specification, is EVDO, or just EV, is an evolution of
sometimes marketed as 3GSM. The CDMA2000 1xRTT and enables high-
UMTS uses GSM infrastructures and | speed wireless connectivity. It is also
W-CDMA (Wideband Code Division denoted as 1S-856 or High Data Rate
Multiple Access) as the air interface. (HDR).
3.5G Packet- HSDPA (High-Speed Downlink Packet
switched Access) is a mobile telephony
protocol, used for UMTS-based 3G V
networks and allows for higher data
transfer speeds. Fast
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A. The International Telecommunication Union (ITU) is an international organization within which governments and the private
sector coordinate global telecom networks and services.
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DMZ Screens

10.1 Overview

The DeMilitarized Zone (DM Z) provides away for public servers (Web, e-mail, FTP, etc.) to
be visible to the outside world (while still being protected from DoS (Denia of Service)
attacks such as SY N flooding and Ping of Desath). These public servers can aso still be
accessed from the secure LAN.

Figure 114 DMZ Overview
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10.1.1 What You Can Do in the DMZ Screens

» Usethe DMZ screen (Section 10.2 on page 210) to configure TCP/IP, DHCP, IPPMAC
binding and NetBIOS settings on the DMZ.

» Usethe Satic DHCP screen (Section 10.3 on page 213) to configure the | P addresses
assigned to devices in the DMZ by DHCP.

» UsethelP Alias screen (Section 10.4 on page 214) to configure IP alias settings on the
ZyWALL’'s DMZ ports.

» Usethe Port Roles screen (Section 10.5 on page 216) to configure DMZ ports on the
ZyWALL.
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10.1.2 What You Need To Know About DMZ

DMZ and Security
It is highly recommended that you connect al of your public serversto the DMZ port(s).

It isaso highly recommended that you keep all sensitive information off of the public servers
connected to the DMZ port. Store sensitive information on LAN computers.

DMZ and Firewall Rules

By default the firewall allows traffic between the WAN and the DMZ, traffic from the DMZ to
the LAN isdenied, and traffic from the LAN to the DMZ is alowed. Internet users can have
access to host servers on the DMZ but no access to the LAN, unless special filter rules
allowing access were configured by the administrator or the user is an authorized remote user.

DMZ and NAT
See Chapter 22 on page 435 for an overview of NAT.

If you do not configure SUA NAT or any full feature NAT mapping rules for the public IP
addresses on the DMZ, the ZyWALL will route traffic to the public P addresses on the DMZ
without performing NAT. This may be useful for hosting servers for NAT unfriendly
applications.

If the DMZ computers use private | P addresses, use NAT if you want to make them publicly
accessible.

DHCP
See Section 7.1.2 on page 150 for more information on DHCP.

Likethe LAN, the ZyWALL can also assign TCP/IP configuration via DHCP to computers
connected to the DMZ ports.

IP alias
See Section 7.4 on page 156 for more information on IP alias.

Port roles
See Section 7.5 on page 158 for more information on port roles.

10.1.3 DMZ Public IP Address Example

The following figure shows a simple network setup with public 1P addresses on the WAN and
DMZ and private |P addresses on the LAN. Lower case letters represent public 1P addresses
(like a.b.c.d for example). The LAN port and connected computers (A through C) use private
IP addresses that are in one subnet. The DMZ port and connected servers (D through F) use
public | P addresses that are in another subnet. The public |P addresses of the DMZ and WAN
ports are in separate subnets.
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Figure 115 DMZ Public Address Example
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10.1.4 DMZ Private and Public IP Address Example

The following figure shows a network setup with both private and public | P addresses on the
DMZ. Lower case letters represent public | P addresses (like a.b.c.d for example). The LAN
port and connected computers (A through C) use private | P addresses that are in one subnet.
The DMZ port and server F use private | P addresses that are in one subnet. The private IP
addresses of the LAN and DMZ are on separate subnets. The DMZ port and connected servers
(D and E) use public IP addresses that are in one subnet. The public I P addresses of the DMZ

and WAN are on separate subnets.

Configure one subnet (either the public or the private) in the Network > DM Z screen (see
Figure 117 on page 211) and configure the other subnet in the Network > DMZ > |P Alias
screen (see Figure 119 on page 215) to use this kind of network setup. You also need to

configure NAT for the private DMZ | P addresses.
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Figure 116 DMZ Private and Public Address Example
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10.2 The DMZ Screen
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Use this screen to configure TCP/IP, DHCP, IPIMAC binding and NetBI OS settings on the

DMZ.

The DMZ and the connected computers can have private or public |P addresses. When the
DMZ uses public | P addresses, the WAN and DMZ ports must use public | P addresses that are
on separate subnets. See Appendix E on page 817 for information on | P subnetting.

From the main menu, click NETWORK >DMZ to open the DM Z screen. The screen appears

as shown next.
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Figure 117 NETWORK > DMZ
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The following table describes the label s in this screen.
Table 50 NETWORK > DMZ

LABEL

DESCRIPTION

DMZ TCP/IP

IP Address

Type the IP address of your ZyWALL's DMZ port in dotted decimal notation.

Note: Make sure the IP addresses of the LAN, WAN, WLAN and
DMZ are on separate subnets.

IP Subnet Mask

The subnet mask specifies the network number portion of an IP address. Your

ZyWALL will automatically calculate the subnet mask based on the IP address

that you assign. Unless you are implementing subnetting, use the subnet mask
computed by the ZyWALL 255.255.255.0.

RIP Direction

RIP (Routing Information Protocol, RFC1058 and RFC 1389) allows a router to
exchange routing information with other routers. The RIP Direction field controls
the sending and receiving of RIP packets. Select the RIP direction from Both/In
Only/Out Only/None. When set to Both or Out Only, the ZyWALL will
broadcast its routing table periodically. When set to Both or In Only, it will
incorporate the RIP information that it receives; when set to None, it will not send
any RIP packets and will ignore any RIP packets received. Both is the default.
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Table 50 NETWORK > DMZ (continued)

LABEL

DESCRIPTION

RIP Version

The RIP Version field controls the format and the broadcasting method of the
RIP packets that the ZyWALL sends (it recognizes both formats when receiving).
RIP-1 is universally supported but RIP-2 carries more information. RIP-1 is
probably adequate for most networks, unless you have an unusual network
topology. Both RIP-2B and RIP-2M sends the routing data in RIP-2 format; the
difference being that RIP-2B uses subnet broadcasting while RIP-2M uses
multicasting. Multicasting can reduce the load on non-router machines since they
generally do not listen to the RIP multicast address and so will not receive the
RIP packets. However, if one router uses multicasting, then all routers on your
network must use multicasting, also. By default, RIP direction is set to Both and
the Version set to RIP-1.

Multicast

Select IGMP V-1 or IGMP V-2 or None. IGMP (Internet Group Management
Protocol) is a network-layer protocol used to establish membership in a Multicast
group - it is not used to carry user data. IGMP version 2 (RFC 2236) is an
improvement over version 1 (RFC 1112) but IGMP version 1 is still in wide use. If
you would like to read more detailed information about inter-operability between
IGMP version 2 and version 1, please see sections 4 and 5 of RFC 2236.

DHCP Setup

DHCP

DHCP (Dynamic Host Configuration Protocol, RFC 2131 and RFC 2132) allows
individual clients (workstations) to obtain TCP/IP configuration at startup from a
server. Unless you are instructed by your ISP, leave this field set to Server.
When configured as a server, the ZyWALL provides TCP/IP configuration for the
clients. When set as a server, fill in the IP Pool Starting Address and Pool Size
fields.

Select Relay to have the ZyWALL forward DHCP requests to another DHCP
server. When set to Relay, fill in the DHCP Server Address field.

Select None to stop the ZyWALL from acting as a DHCP server. When you
select None, you must have another DHCP server on your LAN, or else the
computers must be manually configured.

IP Pool Starting

This field specifies the first of the contiguous addresses in the IP address pool.

Address

Pool Size This field specifies the size, or count of the IP address pool.

DHCP Server Type the IP address of the DHCP server to which you want the ZyWALL to relay

Address DHCP requests. Use dotted decimal notation. Alternatively, click the right mouse
button to copy and/or paste the IP address.

DHCP WINS Type the IP address of the WINS (Windows Internet Naming Service) server that

Server 1, 2 you want to send to the DHCP clients. The WINS server keeps a mapping table

of the computer names on your network and the IP addresses that they are
currently using.

Filter IP/MAC
Binding

Drop packets that
do not match static
IP or Dynamic IP/
MAC binding

Select this to allow traffic only from devices on the DMZ which have received an
IP address from the ZyWALL. This is done by allowing traffic only from devices
on the DMZ with specific combinations of IP and MAC addresses. These IP
addresses are dynamically assigned by the ZyWALL or manually set using static
DHCP.

See the Static DHCP screen for a list of static IP/MAC address combinations.
See the DHCP Table available from the Home screen for a list of dynamically
assigned IP addresses (and their corresponding MAC addresses).

Exempt packets in
this IP address
range.
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Set the ZyWALL to allow packets from the DMZ with source IP addresses within
a specified range. This allows packets even when their IP and MAC addresses
do not match those specified in the Static DHCP screen or DHCP Table.

Type this range of IP addresses in the From and To fields.
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Table 50 NETWORK > DMZ (continued)

LABEL

DESCRIPTION

Windows
Networking
(NetBIOS over
TCP/IP)

Allow between
DMZ and LAN

Select this check box to forward NetBIOS packets from the LAN to the DMZ and
from the DMZ to the LAN. If your firewall is enabled with the default policy set to
block DMZ to LAN traffic, you also need to configure a DMZ to LAN firewall rule
that forwards NetBIOS traffic.

Clear this check box to block all NetBIOS packets going from the LAN to the
DMZ and from the DMZ to the LAN.

Allow between
DMZ and WAN 1

Select this check box to forward NetBIOS packets from the DMZ to WAN land
from WAN 1 to the DMZ.

Clear this check box to block all NetBIOS packets going from the DMZ to WAN 1
and from WAN 1 to the DMZ.

Allow between
DMZ and WAN 2

Select this check box to forward NetBIOS packets from the DMZ to WAN 2 and
from WAN 2 to the DMZ.

Clear this check box to block all NetBIOS packets going from the DMZ to WAN 2
and from WAN 2 to the DMZ.

Allow between
DMZ and WLAN

Select this check box to forward NetBIOS packets from the WLAN to the DMZ
and from the DMZ to the WLAN. If your firewall is enabled with the default policy
set to block DMZ to WLAN traffic and WLAN to DMZ traffic, you also need to
configure DMZ to WLAN and WLAN to DMZ firewall rules that forward NetBIOS
traffic.

Clear this check box to block all NetBIOS packets going from the WLAN to the
DMZ and from the DMZ to the WLAN.

Apply

Click Apply to save your changes back to the ZyWALL.

Reset

Click Reset to begin configuring this screen afresh.

10.3 The Static DHCP Screen

This table allows you to assign | P addresses on the DMZ to specific individual computers
based on their MAC Addresses.

To change your ZyWALL'’s static DHCP settings on the DMZ, click NETWORK >DMZ >
Satic DHCP. The screen appears as shown.
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Figure 118 NETWORK > DMZ > Static DHCP
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The following table describes the |abels in this screen.
Table 51 NETWORK > DMZ > Static DHCP
LABEL DESCRIPTION
# This is the index number of the static IP table entry (row).
MAC Address Type the MAC address of a computer on your DMZ.
IP Address Type the IP address that you want to assign to the computer on your DMZ.
Alternatively, click the right mouse button to copy and/or paste the IP address.
Apply Click Apply to save your changes back to the ZyWALL.
Reset Click Reset to begin configuring this screen afresh.

10.4 The IP Alias Screen

214

Configure | P dias settings to partition a physical network into different logical networks over
the same Ethernet interface.

See Section 7.4 on page 156 for more information on IP alias.

The IP dias IP addresses can be either private or public regardliess of whether the physical
DMZ interfaceis set to use a private or public IP address. Use NAT if you want to make DMZ
computers with private IP addresses publicly accessible. When you use |P alias, you can have
the DMZ use both public and private IP addresses at the same time.

Make sure that the subnets of the logical networks do not overlap.
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To change your ZyWALL’s P alias settings, click NETWORK >DMZ > |P Alias. The

Screen appears as shown.

Figure 119 NETWORK > DMZ > IP Alias
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The following table describes the labels in this screen.
Table 52 NETWORK > DMZ > IP Alias

LABEL DESCRIPTION

Enable IP Alias 1, | Select the check box to configure another DMZ network for the ZyWALL.
2

IP Address Enter the IP address of your ZyWALL in dotted decimal notation.

Note: Make sure the IP addresses of the LAN, WAN, WLAN and
DMZ are on separate subnets.

IP Subnet Mask

Your ZyWALL will automatically calculate the subnet mask based on the IP
address that you assign. Unless you are implementing subnetting, use the subnet
mask computed by the ZyWALL.

RIP Direction

RIP (Routing Information Protocol, RFC1058 and RFC 1389) allows a router to
exchange routing information with other routers. The RIP Direction field controls
the sending and receiving of RIP packets. Select the RIP direction from Both/In
Only/Out Only/None. When set to Both or Out Only, the ZyWALL will broadcast
its routing table periodically. When set to Both or In Only, it will incorporate the
RIP information that it receives; when set to None, it will not send any RIP packets
and will ignore any RIP packets received.

RIP Version

The RIP Version field controls the format and the broadcasting method of the RIP
packets that the ZyWALL sends (it recognizes both formats when receiving). RIP-
1 is universally supported but RIP-2 carries more information. RIP-1 is probably
adequate for most networks, unless you have an unusual network topology. Both
RIP-2B and RIP-2M sends the routing data in RIP-2 format; the difference being
that RIP-2B uses subnet broadcasting while RIP-2M uses multicasting.
Multicasting can reduce the load on non-router machines since they generally do
not listen to the RIP multicast address and so will not receive the RIP packets.
However, if one router uses multicasting, then all routers on your network must
use multicasting, also. By default, RIP direction is set to Both and the Version set
to RIP-1.
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Table 52 NETWORK > DMZ > IP Alias (continued)

LABEL DESCRIPTION
Apply Click Apply to save your changes back to the ZyWALL.
Reset Click Reset to begin configuring this screen afresh.

10.5 The DMZ Port Roles Screen

Use the Port Roles screen to set ports as part of the LAN, DMZ and/or WLAN interface.
See Section 7.5 on page 158 for more information on port roles.

To change your ZyWALL’s port role settings, click NETWORK >DMZ > Port Roles. The
screen appears as shown.

The radio buttons correspond to Ethernet ports on the front panel of the ZyWALL. On the
ZyWALL 70, ports 1 to 4 are all DMZ ports by default. On the ZyWALL 5 or ZyWALL 35,
ports 1to 4 areal LAN ports by default.
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Your changes are also reflected in the LAN and/or WLAN Port Roles
screens.

Figure 120 NETWORK > DMZ > Port Roles

DM2

Static DHCP IP Alias Port Roles

LAl @ & &
" e FIEIEIES
ki wiLan . . O
Apply I Reset |

The following table describes the labelsin this screen.
Table 53 NETWORK > DMZ > Port Roles

LABEL DESCRIPTION

LAN Select a port’'s LAN radio button to use the port as part of the LAN. The port will
use the ZyWALL's LAN IP address and MAC address.

DMz Select a port's DMZ radio button to use the port as part of the DMZ. The port will
use the ZyWALL's DMZ IP address and MAC address.

WLAN Select a port's WLAN radio button to use the port as part of the WLAN.
The port will use the ZyWALL’s WLAN IP address and MAC address.

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.
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WLAN Screens

11.1 Overview

A wireless LAN can be as simple as two computers with wireless LAN adapters
communicating in a peer-to-peer network or as complex as a number of computers with
wireless LAN adapters communicating through access points which bridge network traffic to
thewired LAN.

To add awireless network to the ZyWALL, install awireless card or connect awireless device
such as an Access Point to one of the ZyWALL's Ethernet ports. This chapter describes
configuring one (or more) of the ZyWALL's Ethernet ports to use as a separate network for
connecting wireless devices. See Section 12.2 on page 232 for information on configuring
wireless LAN settings for awireless card installed in the ZyWALL.

The following diagram shows the ZyWALL connecting to awirelessLAN through an AP,

Figure 121 WLAN Overview

11.1.1 What You Can Do in the WLAN Screens

» Usethe WL AN screen (Section 11.2 on page 220) to configure TCP/IP, DHCP, IPPIMAC
binding and NetBIOS settings on the WLAN.

» Usethe Satic DHCP screen (Section 11.3 on page 223) to configure the |P addresses
assigned to devicesin the LAN by DHCP.

» UsethelP Alias screen (Section 11.4 on page 224) to configure | P aias settings on the
ZyWALL’sLAN ports.
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» UsethePort Roles screen (Section 11.5 on page 226) to set aport to be part of the WLAN
and connect an Access Point (AP) to the WLAN interface to extend the ZyWALL’s
wireless LAN coverage.

11.1.2 What You Need to Know About WLAN

DHCP

See Section 7.1.2 on page 150 for more information on DHCP.

Likethe LAN, the ZyWALL can also assign TCP/IP configuration via DHCP to computers
connected to the WLAN ports.

IP alias

See Section 7.4 on page 156 for more information on IP alias.

Port roles
See Section 7.5 on page 158 for more information on port roles.

Finding Out More

» See Section 2.5 on page 58 for how to install aWLAN card.
» Seethe WLAN appendix for more detailed information on WLANS.

11.2 The WLAN Screen

Do one of the following to add alocal wireless LAN to the ZyWALL. See Section 9.4 on page
192 if you need to configure a 3G connection (a3G connection isfor Internet access instead of
providing alocal wireless LAN).

,@ Turn the ZyWALL off before you install or remove the wireless LAN card. See
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the product specifications chapter for a table of compatible ZyXEL WLAN
cards (and the WLAN security features each card supports) and how to install
a WLAN card.

Insert acompatible wireless LAN card and enable the card in the WIREL ESS > Wi-Fi screen
(see Figure 130 on page 232).

Click NETWORK >WLAN to open the WL AN screen to configure the IP address for the
ZyWALL’'sWLAN interface, other TCP/IP and DHCP settings.
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Figure 122 NETWORK > WLAN
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The following table describes the labelsin this screen.
Table 54 NETWORK > WLAN

LABEL DESCRIPTION
WLAN TCP/IP
IP Address Type the IP address of your ZyWALL’s WLAN interface in dotted decimal notation.

Alternatively, click the right mouse button to copy and/or paste the IP address.

Note: Make sure the IP addresses of the LAN, WAN, WLAN and
DMZ are on separate subnets.

IP Subnet Mask

The subnet mask specifies the network number portion of an IP address. Your
ZyWALL automatically calculates the subnet mask based on the IP address that
you assign. Unless you are implementing subnetting, use the subnet mask
computed by the ZyWALL.

RIP Direction

RIP (Routing Information Protocol, RFC1058 and RFC 1389) allows a router to
exchange routing information with other routers. The RIP Direction field controls
the sending and receiving of RIP packets. Select the RIP direction from Both/In
Only/Out Only/None. When set to Both or Out Only, the ZyWALL will broadcast
its routing table periodically. When set to Both or In Only, it will incorporate the
RIP information that it receives; when set to None, it will not send any RIP packets
and will ignore any RIP packets received. Both is the default.
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Table 54 NETWORK > WLAN (continued)

LABEL

DESCRIPTION

RIP Version

The RIP Version field controls the format and the broadcasting method of the RIP
packets that the ZyWALL sends (it recognizes both formats when receiving). RIP-1
is universally supported but RIP-2 carries more information. RIP-1 is probably
adequate for most networks, unless you have an unusual network topology. Both
RIP-2B and RIP-2M sends the routing data in RIP-2 format; the difference being
that RIP-2B uses subnet broadcasting while RIP-2M uses multicasting.
Multicasting can reduce the load on non-router machines since they generally do
not listen to the RIP multicast address and so will not receive the RIP packets.
However, if one router uses multicasting, then all routers on your network must use
multicasting, also. By default, RIP direction is set to Both and the Version set to
RIP-1.

Multicast

Select IGMP V-1 or IGMP V-2 or None. IGMP (Internet Group Management
Protocol) is a network-layer protocol used to establish membership in a Multicast
group - it is not used to carry user data. IGMP version 2 (RFC 2236) is an
improvement over version 1 (RFC 1112) but IGMP version 1 is still in wide use. If
you would like to read more detailed information about inter-operability between
IGMP version 2 and version 1, please see sections 4 and 5 of RFC 2236.

DHCP Setup

DHCP

DHCP (Dynamic Host Configuration Protocol, RFC 2131 and RFC 2132) allows
individual clients (workstations) to obtain TCP/IP configuration at startup from a
server. Unless you are instructed by your ISP, leave this field set to Server. When
configured as a server, the ZyWALL provides TCP/IP configuration for the clients.
When set as a server, fill in the IP Pool Starting Address and Pool Size fields.
Select Relay to have the ZyWALL forward DHCP requests to another DHCP
server. When set to Relay, fill in the DHCP Server Address field.

Select None to stop the ZyWALL from acting as a DHCP server. When you select
None, you must have another DHCP server on your WLAN, or else the computers
must be manually configured.

IP Pool Starting

This field specifies the first of the contiguous addresses in the IP address pool.

Address

Pool Size This field specifies the size, or count of the IP address pool.

DHCP Server Type the IP address of the DHCP server to which you want the ZyWALL to relay

Address DHCP requests. Use dotted decimal notation. Alternatively, click the right mouse
button to copy and/or paste the IP address.

DHCP WINS Type the IP address of the WINS (Windows Internet Naming Service) server that

Server 1, 2 you want to send to the DHCP clients. The WINS server keeps a mapping table of

the computer names on your network and the IP addresses that they are currently
using.

Filter (IP/MAC

Dynamic IP/MAC
binding

Binding

Drop packets that | Select this to allow traffic only from devices on the WLAN which have received an
do not match IP address from the ZyWALL. This is done by allowing traffic only from devices on
static IP or the WLAN with specific combinations of IP and MAC addresses. These IP

addresses are dynamically assigned by the ZyWALL or manually set using static
DHCP.

See the Static DHCP screen for a list of static IP/MAC address combinations. See
the DHCP Table available from the Home screen for a list of dynamically assigned
IP addresses (and their corresponding MAC addresses).

Exempt packets
in this IP address
range.
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Set the ZyWALL to allow packets from the WLAN with source IP addresses within
a specified range. This allows packets even when their IP and MAC addresses do
not match those specified in the Static DHCP screen or DHCP Table.

Type this range of IP addresses in the From and To fields.
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Table 54 NETWORK > WLAN (continued)

LABEL

Windows
Networking
(NetBIOS over
TCP/IP)

DESCRIPTION

NetBIOS (Network Basic Input/Output System) are TCP or UDP packets that
enable a computer to connect to and communicate with a LAN. For some dial-up
services such as PPPoE or PPTP, NetBIOS packets cause unwanted calls.
However it may sometimes be necessary to allow NetBIOS packets to pass
through to the WAN in order to find a computer on the WAN.

Allow between
WLAN and LAN

Select this check box to forward NetBIOS packets from the WLAN to the LAN and
from the LAN to the WLAN.

Clear this check box to block all NetBIOS packets going from the LAN to the WLAN
and from the WLAN to the LAN.

Allow between
WLAN and WAN
1

Select this check box to forward NetBIOS packets from the WLAN to WAN 1 and
from WAN 1 to the WLAN.

Clear this check box to block all NetBIOS packets going from the WLAN to WAN 1
and from WAN 1 to the WLAN.

Allow between
WLAN and WAN
2

Select this check box to forward NetBIOS packets from the WLAN to WAN 2 and
from WAN 2 to the WLAN.

Clear this check box to block all NetBIOS packets going from the WLAN to WAN 2
and from WAN 2 to the WLAN.

Allow between
WLAN and DMZ

Select this check box to forward NetBIOS packets from the WLAN to the DMZ and
from the DMZ to the WLAN. If your firewall is enabled with the default policy set to
block WLAN to DMZ traffic and DMZ to WLAN traffic, you also need to configure
WLAN to DMZ and DMZ to WLAN firewall rules that forward NetBIOS traffic.
Clear this check box to block all NetBIOS packets going from the WLAN to the
DMZ and from the DMZ to the WLAN.

Apply

Click Apply to save your changes back to the ZyWALL.

Reset

Click Reset to begin configuring this screen afresh.

11.3 WLAN Static DHCP

This table allows you to assign I P addresses on the WLAN to specific individual computers
based on their MAC addresses.

To change your ZyWALL’'s WLAN static DHCP settings, click NETWORK >WLAN >
Satic DHCP. The screen appears as shown.
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Figure 123 NETWORK > WLAN > Static DHCP
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The following table describes the labels in this screen.
Table 55 NETWORK > WLAN > Static DHCP

LABEL DESCRIPTION

# This is the index number of the static IP table entry (row).

MAC Address Type the MAC address of a computer on your WLAN.

IP Address Type the IP address that you want to assign to the computer on your WLAN.
Alternatively, click the right mouse button to copy and/or paste the IP address.

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.

11.4 WLAN IP Alias

IP alias allows you to partition a physical network into different logical networks over the
same Ethernet interface.

See Section 7.4 on page 156 for more information on IP alias.

g Make sure that the subnets of the logical networks do not overlap.
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To change your ZyWALL’s P alias settings, click NETWORK >WLAN > |P Alias. The
screen appears as shown.

Figure 124 NETWORK > WLAN > IP Alias
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The following table describes the labels in this screen.
Table 56 NETWORK > WLAN > IP Alias

LABEL DESCRIPTION

Enable IP Alias 1, | Select the check box to configure another WLAN network for the ZyWALL.
2

IP Address Enter the IP address of your ZyWALL in dotted decimal notation.

Alternatively, click the right mouse button to copy and/or paste the IP address.

IP Subnet Mask Your ZyWALL will automatically calculate the subnet mask based on the IP
address that you assign. Unless you are implementing subnetting, use the subnet
mask computed by the ZyWALL.

RIP Direction RIP (Routing Information Protocol, RFC 1058 and RFC 1389) allows a router to
exchange routing information with other routers. The RIP Direction field controls
the sending and receiving of RIP packets. Select the RIP direction from Both/In
Only/Out Only/None. When set to Both or Out Only, the ZyWALL will broadcast
its routing table periodically. When set to Both or In Only, it will incorporate the
RIP information that it receives; when set to None, it will not send any RIP packets
and will ignore any RIP packets received.

RIP Version The RIP Version field controls the format and the broadcasting method of the RIP
packets that the ZyWALL sends (it recognizes both formats when receiving). RIP-
1 is universally supported but RIP-2 carries more information. RIP-1 is probably
adequate for most networks, unless you have an unusual network topology. Both
RIP-2B and RIP-2M sends the routing data in RIP-2 format; the difference being
that RIP-2B uses subnet broadcasting while RIP-2M uses multicasting.
Multicasting can reduce the load on non-router machines since they generally do
not listen to the RIP multicast address and so will not receive the RIP packets.
However, if one router uses multicasting, then all routers on your network must
use multicasting, also. By default, RIP direction is set to Both and the Version set
to RIP-1.
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Table 56 NETWORK > WLAN > IP Alias (continued)

LABEL DESCRIPTION
Apply Click Apply to save your changes back to the ZyWALL.
Reset Click Reset to begin configuring this screen afresh.

11.5 WLAN Port Roles

Use the Port Roles screen to set ports as part of the LAN, DMZ and/or WLAN interface.

Connect wireless LAN Access Points (APs) to WLAN interfacesto extend the ZyWALL's
wireless LAN coverage. The WLAN port role allowsthe ZyWALL's firewall to treat traffic
from connected APs as part of the ZyWALL’s WLAN. You can specify firewall rules for

traffic going to or from the WLAN. The WLAN includes the ZyWALL’s own WLAN and the
Ethernet portsin the WLAN port role.

The following figure shows the ZyWALL with awireless card installed and an AP connected
to an Ethernet port in the WLAN port role.

Figure 125 WLAN Port Role Example
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See Section 7.5 on page 158 for more information on port roles.

To change your ZyWALL’s port role settings, click NETWORK >WLAN > Port Roles. The
screen appears as shown.

The radio buttons correspond to Ethernet ports on the front panel of the ZyWALL. On the

ZyWALL 70, ports 1 to 4 are all DMZ ports by default. On the ZyWALL 5 or ZyWALL 35,
ports1to 4 are all LAN ports by default.

Your changes are also reflected in the LAN and/or DMZ Port Roles screen.
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Figure 126 NETWORK > WLAN > Port Roles

WLAN

Port Roles Setup

Static DHCP IP Alias

The following table describes the labels in this screen.
Table 57 NETWORK > WLAN > Port Roles

LABEL

DESCRIPTION

LAN

Select a port's LAN radio button to use the port as part of the LAN. The port will
use the LAN IP address.

DMZ

Select a port's DMZ radio button to use the port as part of the DMZ. The port will
use the DMZ IP address.

WLAN

Select a port's WLAN radio button to use the port as part of the WLAN.
The port will use the WLAN IP address.

Apply

Click Apply to save your changes back to the ZyWALL.

Reset

Click Reset to begin configuring this screen afresh.

After you change the LAN/DMZ/WLAN port roles and click Apply, please wait for few
seconds until the following screen appears. Click Return to go back to the Port Roles screen.

Figure 127 NETWORK > WLAN > Port Roles: Change Complete

WLAN
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12.1 Overview

In this section you can enable your wireless card and configure wireless security. You can
configure the ZyWALL to use data encryption and user authentication methods to help protect
data transmitted on your network and to ensure only devices with permission to access your
network can do so.

The following diagram shows authenticated wirel ess devices transmitting encrypted dataon a

wireless network which an unauthenticated device cannot access.

Figure 128 WLAN Overview

12.1.1 What You Can Do in the Wireless Screens

» Usethe Wireless Card screen (Section 12.2 on page 232) to configure wireless network
Ssettings such as wireless security for the ZyWALL.

» Usethe MAC Filter screen (Section 12.3 on page 243) to set the ZyWALL to allow or
disallow access to devices on your wireless network based on their MAC address.

12.1.2 What You Need to Know

Wireless Security

Wireless security isvital to your network to protect wireless communication between wireless
stations, access points and other wireless devices.
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The figure below shows the possible wireless security levels on your ZyWALL.

Figure 129 ZyWALL Wireless Security Levels
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If you do not enable any wireless security on your ZyWALL, your network is accessible to any
wireless networking device that is within range.

ESSID

ESSID (Extended Service Set | Dentity) identifiesthe Service Set with which awireless station
isassociated. If you hide the ESSID, then the ZyWALL cannot be seen when awireless client
scansfor local APs. The trade-off for the extra security of “hiding” the ZyWALL may be
inconvenience for somevalid WLAN clients.

MAC Address Filtering

This gives exclusive access to specific devices or excludes specific devices from accessing the
ZyWALL based on the device’'s MAC address.

WEP Encryption

WEP (Wired Equivalent Privacy) as specified in the IEEE 802.11 standard provides methods
for both data encryption and wireless station authentication. WEP provides a mechanism for
encrypting data using encryption keys. Both the AP and the wireless stations must use the
same WEP key to encrypt and decrypt data. Your ZyWALL allows you to configure up to four
64-bit or 128-bit WEP keys, but only one key can be used at any one time.

IEEE 802.1x

The |EEE 802.1x standard outlines enhanced security methods for both the authentication of
wireless stations and encryption key management. Authentication can be done using the local
user database internal to the ZyWALL (authenticate up to 32 users) or an external RADIUS
server for an unlimited number of users.

To use 802.1x you need the following.
» A computer with an |EEE 802.11b wireless LAN card.

» A computer equipped with aweb browser (with JavaScript enabled) and/or Telnet.

» A wireless station must be running | EEE 802.1x-compliant software. Currently, thisis
offered in Windows XP.
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» An optional network RADIUS server for remote user authentication and accounting.

EAP Authentication

EAP (Extensible Authentication Protocol) is an authentication protocol that runs on top of the
| EEE 802.1x transport mechanism in order to support multiple types of user authentication. By
using EAP to interact with an EAP-compatible RADIUS server, the access point helps a
wireless station and a RADIUS server perform authentication.

The type of authentication you use depends on the RADIUS server or the AP.

Your ZyWALL supports EAP-MD5 (Message-Digest Algorithm 5) with the local user
database.

RADIUS

A RADIUS (Remote Authentication Dial In User Service) server enables user authentication,
authorization and accounting. RADIUS is based on a client-sever model that supports
authentication and accounting, where the access point is the client and the server is the
RADIUS server. The RADIUS server handles the following tasks among others:
* Authentication
Determines the identity of the users.
» Accounting
Keeps track of the client’s network activity.

WPA

Wi-Fi Protected Access (WPA) is asubset of the |IEEE 802.11i standard. Key differences
between WPA and WEP are user authentication and improved data encryption.

Choosing an Encryption Method

» Use WPA security if you have WPA-aware wireless clients and a RADIUS server. WPA
has user authentication and improved data encryption over WEP.

» Use WPA-PSK if you have WPA-aware wireless clients but no RADIUS server.

* If you don't have WPA-aware wireless clients, then use WEP key encrypting. A higher bit
key offers better security at athroughput trade-off. You can use Passphrase to
automatically generate 64-bit or 128-bit WEP keys or manually enter 64-bit, 128-bit or
256-bit WEP keys.

Choosing an Authentication Method

* Use RADIUS authentication if you have aRADIUS server.

» Usethe Local User Database if you have less than 32 wireless clients in your network.
You can't use the ZyWAL L's Local User Database for WPA authentication purposes since
the Local User Database uses EAP-M D5 which cannot be used to generate keys.

* If you don't have an external RADIUS server you should use WPA-PSK (WPA-Pre-
Shared Key) that only requires asingle (identical) password entered into each access
point, wireless gateway and wireless client. Aslong as the passwords match, a client will
be granted accessto a WLAN.
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Finding Out More
» See Section 12.4 on page 244 for technical details on wireless security.

12.2 Wireless Card

The wireless card provides wireless functionality to your ZyWALL.

g Turn the ZyWALL off before you install or remove the wireless LAN card. See
the product specifications chapter for a list of compatible ZyXEL WLAN cards
(and the WLAN security features each card supports) and how to install a
WLAN card.

,@ You can install either a ZyWALL Turbo Card or a wireless card or a 3G card,
but not both at the same time. When you have a wireless card or 3G card
installed, you cannot use the anti-virus and IDP features.

If you are configuring the ZyWALL from a computer connected to the wireless LAN and you
change the ZyWALL’s ESSID or security settings, you will lose your wireless connection
when you press Apply to confirm. You must then change the wireless settings of your
computer to match the ZyWALL’s new settings.

Click WIRELESS > Wi-Fi > Wireless Card to open the Wireless Card screen. The screen
varies according to the security features you select.

Figure 130 WIRELESS > Wi-Fi > Wireless Card: No Security

Wireless Card MAC Filter
¥ Enable Wireless Card

Wireless Card Installed

ESSID |zyxEL

Bridge to iWLAN vi(Note: device will reboat if another option is choosed)

™ Hide ESSID

Channel ID iChanneI-DB 243TMHZ vi

[ RTs/oTS Threshald ! (0~ 2432)

[~ Fragmentation Threshald |2432 (256 ~ 2432)

Security iNo Security _V_I
osly et |
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The following table describes the labelsin this screen.
Table 58 WIRELESS > Wi-Fi > Wireless Card: No Security

LABEL

DESCRIPTION

Enable
Wireless Card

The wireless LAN through a wireless LAN card is turned off by default, before you
enable the wireless LAN you should configure some security by setting MAC filters
and/or 802.1x security; otherwise your wireless LAN will be vulnerable upon enabling
it. Select the check box to enable the wireless LAN.

Wireless Card

This field displays whether or not a compatible ZyXEL wireless LAN card is installed.

ESSID

(Extended Service Set IDentity) The ESSID identifies the Service Set with which a
wireless station is associated. Wireless stations associating to the access point (AP)
must have the same ESSID. Enter a descriptive name (up to 32 printable 7-bit ASCII
characters) for the wireless LAN.

Bridge to Select LAN to use the wireless card as part of the LAN.

Select DMZ to use the wireless card as part of the DMZ.

Select WLAN to use the wireless card as part of the WLAN.

The ZyWALL restarts after you change the wireless card setting.

Note: If you set the wireless card to be part of the LAN or DMZ, you
can still use wireless access. The firewall will treat the wireless
card as part of the LAN or DMZ respectively.

Hide ESSID Select this to hide the ESSID in the outgoing beacon frame so a station cannot obtain
the ESSID through scanning.

Channel ID This allows you to set the operating frequency/channel depending on your particular
region. Select a channel from the drop-down list box.

RTS/CTS Use RTS/CTS to reduce data collisions on the wireless network if you have wireless

Threshold clients that are associated with the same AP but out of range of one another. When

enabled, a wireless client sends an RTS (Request To Send) and then waits for a CTS
(Clear To Send) before it transmits. This stops wireless clients from transmitting
packets at the same time (and causing data collisions).

A wireless client sends an RTS for all packets larger than the number (of bytes) that
you enter here. Set the RTS/CTS equal to or higher than the fragmentation threshold
to turn RTS/CTS off.

Fragmentatio
n Threshold

This is the threshold (number of bytes) for the fragmentation boundary for directed
messages. It is the maximum data fragment size that can be sent.
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12.2.1 Static WEP

Table 58 WIRELESS > Wi-Fi > Wireless Card: No Security (continued)

LABEL

DESCRIPTION

Security

Select one of the security settings.
No Security

Static WEP

WPA-PSK

WPA

802.1x + Dynamic WEP

802.1x + Static WEP

802.1x + No WEP

No Access 802.1x + Static WEP
No Access 802.1x + No WEP

Select No Security to allow wireless stations to communicate with the access points
without any data encryption. Otherwise, select the security you need and see the
following sections for more information.

Note: The installed ZyXEL WLAN card may not support all of the
WLAN security features you can configure in the ZyWALL.

Please see the product specifications chapter for a table of
compatible ZyXEL WLAN cards and the WLAN security features
each card supports.

Apply

Click Apply to save your changes back to the ZyWALL.

Reset

234

Click Reset to begin configuring this screen afresh.

Static WEP provides amechanism for encrypting data using encryption keys. Both the AP and
the wireless stations must use the same WEP key to encrypt and decrypt data. Your ZyWALL
allowsyou to configure up to four 64-bit or 128-bit WEP keys, but only one key can be used at

any onetime.

In order to configure and enable WEP encryption, click WIRELESS > Wi-Fi > Wireless
Card to display the Wireless Card screen. Select Static WEP from the Security list.
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Figure 131 WIRELESS > Wi-Fi > Wireless Card: Static WEP

Wireless Card MACL Filter

¥ Enable Wireless Card
Wireless Card
ESSID

Bridge to
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I RTs/CTS

I Fragrmentation

Security

WEP Encryption

o Key 1
o Key 2
‘" Key 3
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Static WEP x|
Bé-hit WEP ¥

G4-bit WEP: Enter 5 characters or 10 digit ("0-9", "A-F") for each Key(1-4),
128-bit WEP: Enter 13 characters or 26 digit ("0-9", "A-F") for each Key[1-4),
[Select one WEP key as an active key to encrypt wireless data transmission.)

|=0000000000

|nx0000000000

|nx0000000000

|px0000000000

Reset |

The following table describes the wireless LAN security labelsin this screen.
Table 59 WIRELESS > Wi-Fi > Wireless Card: Static WEP

LABEL DESCRIPTION

Security Select Static WEP from the drop-down list.

WEP WEP (Wired Equivalent Privacy) provides data encryption to prevent unauthorized
Encryption wireless stations from accessing data transmitted over the wireless network.

Select 64-bit WEP or 128-bit WEP to enable data encryption.

key.

key.

Key 1 to Key 4 | If you chose 64-bit WEP in the WEP Encryption field, then enter any 5 characters
(ASCII string) or 10 hexadecimal characters ("0-9", "A-F") preceded by Ox for each

If you chose 128-bit WEP in the WEP Encryption field, then enter 13 characters
(ASCII string) or 26 hexadecimal characters ("0-9", "A-F") preceded by Ox for each

There are four data encryption keys to secure your data from eavesdropping by
unauthorized wireless users. The values for the keys must be set up exactly the same
on the access points as they are on the wireless stations.

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.

12.2.2 WPA-PSK

Click WIRELESS > Wi-Fi > Wireless Card to display the Wireless Card screen. Select
WPA-PSK from the Security list.
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Figure 132 WIRELESS > Wi-Fi > Wireless Card: WPA-PSK

Wireless Card

LEent

¥ Enable Wireless Card

MAC Filter

wireless Card Installed
ESSID JzyxEL
Bridge to IWLAN 'I(Note: device will reboat if another option is choosed)
I Hide E=SID
Channel ID r(m
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™ Fragmentation Threshald |2432 (256 ~ 2432)
Security |wPa-psk =
Pre-Shared Key |qwer1234
Refuthentication Timer 1300 {Seconds)
Idle Timeout 3600 (Seconds)
WPA Group Key Update Timer 100 [Seconds)

Reset |

The following wireless LAN security fields become available when you select WPA-PSK in

the Security drop

down list-box.

Table 60 WIRELESS > Wi-Fi > Wireless Card: WPA-PSK

LABEL

DESCRIPTION

Security

Select WPA-PSK from the drop-down list.

Pre-Shared Key

The encryption mechanisms used for WPA and WPA-PSK are the same. The only
difference between the two is that WPA-PSK uses a simple common password,
instead of user-specific credentials.

Type a pre-shared key from 8 to 63 case-sensitive ASCII characters (including
spaces and symbols).

ReAuthentication
Timer (Seconds)

Specify how often wireless stations have to resend user names and passwords in
order to stay connected. Enter a time interval between 10 and 65535 seconds.

If wireless station authentication is done using a RADIUS server, the
reauthentication timer on the RADIUS server has priority.

Idle Timeout
(Seconds)

The ZyWALL automatically disconnects a wireless station from the wireless
network after a period of inactivity. The wireless station needs to send the
username and password again before it can use the wireless network again. Some
wireless clients may prompt users for a username and password; other clients may
use saved login credentials. In either case, there is usually a short delay while the
wireless client logs in to the wireless network again.

This value is usually smaller when the wireless network is keeping track of how
much time each wireless station is connected to the wireless network (for example,
using an authentication server). If the wireless network is not keeping track of this
information, you can usually set this value higher to reduce the number of delays
caused by logging in again.

WPA Group Key
Update Timer

The WPA Group Key Update Timer is the rate at which the AP (if using WPA-
PSK key management) or RADIUS server (if using WPA key management) sends

(Seconds) a new group key out to all clients. The re-keying process is the WPA equivalent of
automatically changing the WEP key for an AP and all stations in a WLAN on a
periodic basis. Setting of the WPA Group Key Update Timer is also supported in
WPA-PSK mode.

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.
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12.2.3 WPA

Click WIRELESS > Wi-Fi > Wireless Card to display the Wireless Card screen. Select
WPA from the Security list.

Figure 133 WIRELESS > Wi-Fi > Wireless Card: WPA

Wireless Card

¥ Enable Wireless Card

Wireless Card Installed

ESSID |zyxEL

Bridge to IWLAN 'i(Note: device will reboat if another option is choosed)
™ Hide ESSID

Channel ID W
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Security iWPA _v_!
Reauthentication Timer 1800 [Secands)

Idle Timeout SE00 (Seconds)
&uthentication Databases RADIUS

WPA Group Key Update Timer 1800 [Secands)

MAC Filter

Reset |

The following wireless LAN security fields become available when you select WPA in the
Security drop down list-box.

Table 61 WIRELESS > Wi-Fi > Wireless Card: WPA

LABEL

DESCRIPTION

Security

Select WPA from the drop-down list.

ReAuthentication
Timer (Seconds)

Specify how often wireless stations have to resend user names and passwords in
order to stay connected. Enter a time interval between 10 and 65535 seconds.

If wireless station authentication is done using a RADIUS server, the
reauthentication timer on the RADIUS server has priority.

Idle Timeout
(Seconds)

The ZyWALL automatically disconnects a wireless station from the wireless
network after a period of inactivity. The wireless station needs to send the
username and password again before it can use the wireless network again. Some
wireless clients may prompt users for a username and password; other clients may
use saved login credentials. In either case, there is usually a short delay while the
wireless client logs in to the wireless network again.

This value is usually smaller when the wireless network is keeping track of how
much time each wireless station is connected to the wireless network (for example,
using an authentication server). If the wireless network is not keeping track of this
information, you can usually set this value higher to reduce the number of delays
caused by logging in again.

Authentication
Databases

Click RADIUS to go to the RADIUS screen where you can configure the ZyWALL
to check an external RADIUS server.

WPA Group Key
Update Timer
(Seconds)

The WPA Group Key Update Timer is the rate at which the AP (if using WPA-
PSK key management) or RADIUS server (if using WPA key management) sends
a new group key out to all clients. The re-keying process is the WPA equivalent of
automatically changing the WEP key for an AP and all stations in a WLAN on a
periodic basis. Setting of the WPA Group Key Update Timer is also supported in
WPA-PSK mode.
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Table 61 WIRELESS > Wi-Fi > Wireless Card: WPA (continued)

LABEL DESCRIPTION
Apply Click Apply to save your changes back to the ZyWALL.
Reset Click Reset to begin configuring this screen afresh.

12.2.4 |EEE 802.1x + Dynamic WEP

Click WIRELESS > Wi-Fi > Wireless Card to display the Wireless Card screen. Select

802.1x + Dynamic WEP from the Security list.

Figure 134 WIRELESS > Wi-Fi > Wireless Card: 802.1x + Dynamic WEP

Wireless Card MAC Filter

¥ Enable Wireless Card

Wireless Card Installed

ESSID |zyxEL

Bridge to IWLAN 'I(Note: device will reboat if another option is choosed)
™ Hide ESSID

Channel ID m
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Security iSD2.1x + Dynamic WEP ;‘
Refuthentication Timer 1800 (Seconds)

Idle Tirmeout 3600 (Seconds)
futhentication Databases RaDIUS

[abit =]

Dynamic WEP key Exchange

Reset |

Thefollowing wireless LAN security fields become available when you select 802.1x +
Dynamic WEP in the Security drop down list-box.

Table 62 WIRELESS > Wi-Fi > Wireless Card: 802.1x + Dynamic WEP

LABEL

DESCRIPTION

Security

Select 802.1x + Dynamic WEP from the drop-down list.

ReAuthentication
Timer (Seconds)

Specify how often wireless stations have to resend user names and passwords in
order to stay connected. Enter a time interval between 10 and 65535 seconds.

If wireless station authentication is done using a RADIUS server, the
reauthentication timer on the RADIUS server has priority.

Idle Timeout
(Seconds)

The ZyWALL automatically disconnects a wireless station from the wireless
network after a period of inactivity. The wireless station needs to send the
username and password again before it can use the wireless network again. Some
wireless clients may prompt users for a username and password; other clients may
use saved login credentials. In either case, there is usually a short delay while the
wireless client logs in to the wireless network again.

This value is usually smaller when the wireless network is keeping track of how
much time each wireless station is connected to the wireless network (for example,
using an authentication server). If the wireless network is not keeping track of this
information, you can usually set this value higher to reduce the number of delays
caused by logging in again.
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Table 62 WIRELESS > Wi-Fi > Wireless Card: 802.1x + Dynamic WEP

LABEL DESCRIPTION

Authentication Click RADIUS to go to the RADIUS screen where you can configure the ZyWALL
Databases to check an external RADIUS server.

Dynamic WEP Select 64-bit WEP or 128-bit WEP to enable data encryption.

Key Exchange

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.

12.2.5 IEEE 802.1x + Static WEP

Click WIRELESS > Wi-Fi > Wireless Card to display the Wireless Card screen. Select
802.1x + Satic WEP from the Security list.

Figure 135 WIRELESS > Wi-Fi > Wireless Card: 802.1x + Static WEP

Wireless Card

Security
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ESSID |zyxEL
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Thefollowing wireless LAN security fields become available when you select 802.1x + Static
WEP in the Security drop down list-box.

Table 63 WIRELESS > Wi-Fi > Wireless Card: 802.1x + Static WEP

LABEL

DESCRIPTION

Security

Select 802.1x + Static WEP from the drop-down list.

WEP Encryption

WEP (Wired Equivalent Privacy) provides data encryption to prevent unauthorized
wireless stations from accessing data transmitted over the wireless network.
Select 64-bit WEP or 128-bit WEP to enable data encryption.
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Table 63 WIRELESS > Wi-Fi > Wireless Card: 802.1x + Static WEP (continued)

LABEL

DESCRIPTION

Key 1 to Key 4

If you chose 64-bit WEP in the WEP Encryption field, then enter any 5 characters
(ASCII string) or 10 hexadecimal characters ("0-9", "A-F") preceded by Ox for each
key.

If you chose 128-bit WEP in the WEP Encryption field, then enter 13 characters
(ASCII string) or 26 hexadecimal characters ("0-9", "A-F") preceded by Ox for each
key.

There are four data encryption keys to secure your data from eavesdropping by
unauthorized wireless users. The values for the keys must be set up exactly the
same on the access points as they are on the wireless stations.

ReAuthenticatio
n Timer
(Seconds)

Specify how often wireless stations have to resend user names and passwords in
order to stay connected. Enter a time interval between 10 and 65535 seconds.

If wireless station authentication is done using a RADIUS server, the
reauthentication timer on the RADIUS server has priority.

Idle Timeout
(Seconds)

The ZyWALL automatically disconnects a wireless station from the wireless network
after a period of inactivity. The wireless station needs to send the username and
password again before it can use the wireless network again. Some wireless clients
may prompt users for a username and password; other clients may use saved login
credentials. In either case, there is usually a short delay while the wireless client
logs in to the wireless network again.

This value is usually smaller when the wireless network is keeping track of how
much time each wireless station is connected to the wireless network (for example,
using an authentication server). If the wireless network is not keeping track of this
information, you can usually set this value higher to reduce the number of delays
caused by logging in again.

Authentication
Databases

Click Local User to go to the Local User Database screen where you can view
and/or edit the list of users and passwords. Click RADIUS to go to the RADIUS
screen where you can configure the ZyWALL to check an external RADIUS server.

Apply

Click Apply to save your changes back to the ZyWALL.

Reset

Click Reset to begin configuring this screen afresh.

12.2.6 IEEE 802.1x + No WEP

Click WIRELESS > Wi-Fi > Wireless Card to display the Wireless Card screen. Select
802.1x + No WEP from the Security list.
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Figure 136 WIRELESS > Wi-Fi > Wireless Card: 802.1x + No WEP
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The following wireless LAN security fields become available when you select 802.1x + No
WEP in the Security drop down list-box.

Table 64 WIRELESS > Wi-Fi > Wireless Card: 802.1x + No WEP

LABEL DESCRIPTION

Security Select 802.1x + No WEP from the drop-down list.

ReAuthenticatio | Specify how often wireless stations have to resend user names and passwords in

n Timer order to stay connected. Enter a time interval between 10 and 65535 seconds.

(Seconds) If wireless station authentication is done using a RADIUS server, the
reauthentication timer on the RADIUS server has priority.

Idle Timeout The ZyWALL automatically disconnects a wireless station from the wireless network

(Seconds) after a period of inactivity. The wireless station needs to send the username and
password again before it can use the wireless network again. Some wireless clients
may prompt users for a username and password; other clients may use saved login
credentials. In either case, there is usually a short delay while the wireless client
logs in to the wireless network again.
This value is usually smaller when the wireless network is keeping track of how
much time each wireless station is connected to the wireless network (for example,
using an authentication server). If the wireless network is not keeping track of this
information, you can usually set this value higher to reduce the number of delays
caused by logging in again.

Authentication Click Local User to go to the Local User Database screen where you can view

Databases and/or edit the list of users and passwords. Click RADIUS to go to the RADIUS
screen where you can configure the ZyWALL to check an external RADIUS server.

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.

12.2.7 No Access 802.1x + Static WEP

Click WIRELESS > Wi-Fi > Wireless Card to display the Wireless Card screen. Select No
Access 802.1x + Static WEP to deny all wireless stations access to your wired network and
allow wireless stations to communicate with the ZyWALL using static WEP keys for data

encryption.
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Figure 137 WIRELESS > Wi-Fi > Wireless Card: No Access 802.1x + Static WEP
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The following wireless LAN security fields become available when you select No Access
802.1x + Static WEP in the Security drop down list-box.

Table 65 WIRELESS > Wi-Fi > Wireless Card: No Access 802.1x + Static WEP

LABEL DESCRIPTION

Security Select No Access 802.1x + Static WEP from the drop-down list.

WEP WEP (Wired Equivalent Privacy) provides data encryption to prevent unauthorized
Encryption wireless stations from accessing data transmitted over the wireless network.

Select 64-bit WEP or 128-bit WEP to enable data encryption.

Key 1 to Key 4 | If you chose 64-bit WEP in the WEP Encryption field, then enter any 5 characters
(ASCII string) or 10 hexadecimal characters ("0-9", "A-F") preceded by Ox for each
key.

If you chose 128-bit WEP in the WEP Encryption field, then enter 13 characters
(ASCII string) or 26 hexadecimal characters ("0-9", "A-F") preceded by Ox for each
key.

There are four data encryption keys to secure your data from eavesdropping by
unauthorized wireless users. The values for the keys must be set up exactly the same
on the access points as they are on the wireless stations.

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.

12.2.8 No Access 802.1x + No WEP

Click the NETWORK >WIRELESS CARD or NETWORK > Wi-Fi to display the
Wireless Card screen. Select No Access 802.1x + No WEP to deny all wireless stations

access to your wired network and block all wireless stations from communicating with the
ZyWALL.
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12.3 MAC Filter

The MAC filter screen alows you to configure the ZyWALL to give exclusive access to
specific devices (Allow Association) or exclude specific devices from accessing the
ZyWALL (Deny Association). You need to know the MAC addresses of the devicesto
configure this screen.

To change your ZyWALL’s MAC filter settings, click WIRELESS > Wi-Fi > MAC Filter.
The screen appears as shown.

Figure 138 WIRELESS > Wi-Fi > MAC Filter

" active
Association & allow " Deny
MAC Address

[«]
7]

Apply | Reszet |

The following table describes the labels in this menu.
Table 66 WIRELESS > Wi-Fi > MAC Filter

LABEL DESCRIPTION

Active Select or clear the check box to enable or disable MAC address filtering.

Enable MAC address filtering to have the router allow or deny access to wireless
stations based on MAC addresses. Disable MAC address filtering to have the router not
perform MAC filtering on the wireless stations.

Association | Define the filter action for the list of MAC addresses in the MAC address filter table.
Select Deny to block access to the router, MAC addresses not listed will be allowed to
access the router. Select Allow to permit access to the router, MAC addresses not
listed will be denied access to the router.

# This is the index number of the MAC address.

User Name | Enter a descriptive name for the MAC address.

MAC Enter the MAC addresses (in XX:XX:XX:XX:XX:XX format) of the wireless stations that

Address are allowed or denied access to the ZyWALL in these address fields.

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.
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12.4 Technical Reference

IRADIUS

RADIUS user is a simple package exchange in which your ZyWALL acts as a message relay
between the wireless station and the network RADIUS server. See RFC 2138 and RFC 2139
for more on RADIUS.

Types of RADIUS Messages

The following types of RADIUS messages are exchanged between the access point and the
RADIUS server for user authentication:
* Access-Request
Sent by an access point requesting authentication.
» Access-Rgect
Sent by a RADIUS server rejecting access.
* Access-Accept
Sent by a RADIUS server allowing access.
» Access-Challenge
Sent by a RADIUS server requesting more information in order to allow access. The
access point sends a proper response from the user and then sends another Access-Reguest
message.
The following types of RADIUS messages are exchanged between the access point and the
RADIUS server for user accounting:
» Accounting-Request
Sent by the access point requesting accounting.
» Accounting-Response
Sent by the RADIUS server to indicate that it has started or stopped accounting.

In order to ensure network security, the access point and the RADIUS server use a shared
secret key, which is a password, they both know. The key is not sent over the network. In
addition to the shared key, password information exchanged is also encrypted to protect the
network from unauthorized access.

EAP Authentication

244

Thefollowing figure shows an overview of authentication when you specify aRADIUS server

ON your access point.
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Figure 139 EAP Authentication
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The details below provide a general description of how |EEE 802.1x EAP authentication
works.

» The wireless station sends a start message to the ZyWALL.

» The ZyWALL sends arequest identity message to the wireless station for identity
information.

» Thewireless station replies with identity information, including user name and password.

» The RADIUS server checks the user information against its user profile database and
determines whether or not to authenticate the wireless station.

WPA

Wi-Fi Protected Access (WPA) isasubset of the |IEEE 802.11i standard. Key differences
between WPA and WEP are user authentication and improved data encryption.

User Authentication

WPA applies |EEE 802.1x and Extensible Authentication Protocol (EAP) to authenticate
wireless clients using an external RADIUS database.

Encryption

WPA improves data encryption by using Temporal Key Integrity Protocol (TKIP), Message
Integrity Check (MIC) and |EEE 802.1x.

Temporal Key Integrity Protocol (TKIP) uses 128-bit keys that are dynamically generated and
distributed by the authentication server. It includes a per-packet key mixing function, a
Message Integrity Check (MIC) named Michael, an extended initialization vector (1V) with
sequencing rules, and a re-keying mechanism.

TKIP regularly changes and rotates the encryption keys so that the same encryption key is
never used twice. The RADIUS server distributes a Pairwise Master Key (PMK) key to the AP
that then sets up akey hierarchy and management system, using the pair-wise key to
dynamically generate unique data encryption keys to encrypt every data packet that is
wirelessly communicated between the AP and the wireless clients. This all happensin the
background automatically.
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The Message Integrity Check (MIC) is designed to prevent an attacker from capturing data
packets, altering them and resending them. The MIC provides a strong mathematical function
in which the receiver and the transmitter each compute and then compare the MIC. If they do
not match, it is assumed that the data has been tampered with and the packet is dropped.

By generating unique data encryption keys for every data packet and by creating an integrity
checking mechanism (MIC), TKIP makes it much more difficult to decode data on a Wi-Fi
network than WEP, making it difficult for an intruder to break into the network.

The encryption mechanisms used for WPA and WPA-PSK are the same. The only difference
between the two is that WPA-PSK uses a simple common password, instead of user-specific
credentials. The common-password approach makes WPA-PSK susceptible to brute-force
password-guessing attacks but it's still an improvement over WEP as it employs an easier-to-
use, consistent, single, alphanumeric password.

WPA-PSK Application
A WPA-PSK application looks as follows.

1 First enter identical passwords into the AP and all wireless clients. The Pre-Shared Key
(PSK) must consist of between 8 and 63 ASCII characters (including spaces and
symbols).

2 The AP checks each client's password and (only) alowsit to join the network if it
matches its password.

3 The AP derives and distributes keys to the wireless clients.

4 The AP and wireless clients use the TKIP encryption process to encrypt data exchanged
between them.

Figure 140 WPA-PSK Authentication

Internet

-/

WPA with RADIUS Application

You need the | P address of the RADIUS server, its port number (default is 1812), and the
RADIUS shared secret. A WPA application example with an external RADIUS server looks
asfollows. "A" isthe RADIUS server. "DS" is the distribution system.

1 The AP passes the wireless client's authentication request to the RADIUS server.
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2 The RADIUS server then checks the user's identification against its database and grants
or denies network access accordingly.

3 The RADIUS server distributes a Pairwise Master Key (PMK) key to the AP that then
sets up akey hierarchy and management system, using the pair-wise key to dynamically
generate unigue data encryption keys to encrypt every data packet that is wirelessly
communicated between the AP and the wireless clients.

Figure 141 WPA with RADIUS Application Example
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Wireless Client WPA Supplicants

A wireless client supplicant is the software that runs on an operating system instructing the
wireless client how to use WPA. At the time of writing, the most widely available supplicants
are the WPA patch for Windows XP, Funk Software's Odyssey client, and Meetinghouse Data
Communications AEGIS client.

The Windows XP patch is a free download that adds WPA capability to Windows XP's built-
in"Zero Configuration" wireless client. However, you must run Windows XP to use it.
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Firewall Screens

This chapter shows you how to configure your ZyWALL's firewall.

13.1 Overview

A firewall is a system that enforces an access-control policy between two networks. It is
generally a mechanism used to protect atrusted network from an untrusted network.

The ZyWALL physically separatesthe LAN, DMZ, WLAN and the WAN and acts as a secure
gateway for all data passing between the networks. The ZyWALL protects against Denial of
Service (DoY) attacks, prevents theft, destruction and modification of data, and logs events.

Enablethefirewall to protect your LAN computers from attacks by hackers on the Internet and
control access between the LAN, DMZ, WLAN and WAN. By default the firewall:

« dlowstraffic that originates from your LAN computersto go to all of the networks.

* blocks traffic that originates on the other networks from going to the LAN.

« adlowstraffic that originates on the WLAN to go to the WAN.

 adlowstraffic that originates on the WAN to go to the DMZ and protects your DMZ
computers against DoS attacks.

» alows VPN traffic between any of the networks.

Thefollowing figureillustrates the default firewall action. User A can initiate an IM (Instant
Messaging) session from the LAN to the WAN (1). Return traffic for this session is also
allowed (2). However other traffic initiated from the WAN is blocked (3 and 4).

Figure 142 Default Firewall Action
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Your customized rules take precedence and override the ZyWALL’s default settings. The
ZyWALL checksthe source | P address, destination | P address and | P protocol type of network
traffic against the firewall rules (in the order you list them). When the traffic matches arule,
the ZyWALL takes the action specified in the rule.
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13.1.1 What You Can Do Using the Firewall Screens

» Usethe Default Rule screens (Section 13.4 on page 256) to configure general firewall
settings when the ZyWALLL is set to router mode or bridge mode.

» Usethe Rule Summary screens (Section 13.5 on page 259) to configure firewall rules.

» Usethe Anti-Probing screen (Section 13.6 on page 263) to specify which of the
ZyWALL s interfaces will respond to Ping requests and whether or not the ZyWALL isto
respond to probing for unused ports.

» Usethe Threshold (Section 13.7 on page 264) screen to configure DoS thresholds and
actions to be taken when athreshold is reached

» Usethe Service (Section 13.8 on page 266) screen to configure custom servicesfor usein
firewall rules or view the servicesthat are predefined in the ZyWALL.

13.1.2 What You Need To Know About the ZyWALL Firewall

Packet Direction

Packets have source and destination address headers. You can set what the ZyWALL does
with packets traveling in a specific direction (including going to/coming from a VPN tunnel)
that do not match any of the firewall rules. See also Packet Direction on page 252.

Asymmetrical Routes

Asymmetrical routesonly apply if you have another gateway on your LAN, the ZyWALL isin
Router mode, and the firewall is enabled. If return traffic is routed through the LAN gateway
(instead of the ZyWALL), then the ZyWALL may reset the ‘incomplete’ connection. When
you enable asymmetrical routes, interface to same interface (for example WAN 1 to WAN 1,
VPN to VPN and so on) traffic is not checked by the firewall. See Asymmetrical Routes and
IP Alias on page 274 for information on how to use IP alias instead of asymmetrical routes.

13.1.3 Before You Begin

Before you configure the firewall, you must first decide if the ZyWALL will act asaRouter
or aBridge. When the ZyWALL isin Bridge mode, the firewall is transparent to your
network. You do not have to reconfigure existing network configurations.

13.2 Firewall Rules Example

Suppose that your company decidesto block all of the LAN users from using IRC (Internet
Relay Chat) through the Internet. To do this, you would configure aLAN to WAN firewall
rule that blocks IRC traffic from any source | P address from going to any destination address.
You do not need to specify a schedule since you need the firewall rule to always be in effect.
The following figure shows the results of this rule.
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Figure 143 Blocking All LAN to WAN IRC Traffic Example
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Your firewall would have the following configuration.
Table 67 Blocking All LAN to WAN IRC Traffic Example

# SOURCE | RESTINATIO | SCHEDULE | SERVICE | ACTION
1 Any Any Any IRC Drop
Default | Any Any Any Any Allow

e Thefirst row blocks LAN access to the IRC service on the WAN.

» Thesecond row isthefirewall’s default policy that allowsal traffic from the LAN to goto
the WAN.

The ZyWALL appliesthe firewall rulesin order. So for this example, when the ZyWALL
receivestraffic from the LAN, it checks it against the first rule. If the traffic matches (if it is
IRC traffic) the firewall takes the action in the rule (drop) and stops checking the firewall
rules. Any traffic that does not match the first firewall rule will match the default rule and the
ZyWALL forwardsit.

Now suppose that your company wantsto let the CEO use IRC. You can configureaLAN to
WAN firewall rulethat allows IRC traffic from the | P address of the CEO’s compuiter. In order
to make sure that the CEO’s computer always uses the same | P address, make sure it either:

* hasastatic |P address,

* or you configure a static DHCP entry for it so the ZyWALL aways assigns it the same IP
address (see Section 7.3 on page 155 for information on static DHCP).

Now you configureaLAN to WAN firewall rule that allows IRC traffic from the | P address of
the CEO’s computer (192.168.1.7 for example) to go to any destination address. You do not
need to specify a schedule since you want the firewall rule to always be in effect. The
following figure shows the results of your two custom rules.
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Figure 144 Limited LAN to WAN IRC Traffic Example
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Your firewall would have the following configuration.

Table 68 Limited LAN to WAN IRC Traffic Example
# source | RESTINATIO ' sciepuLE | SERVICE | ACTION
1 192.168.1.7 | Any Any IRC Allow
2 Any Any Any IRC Drop
Default | Any Any Any Any Allow

» Thefirst row alowsthe LAN computer at IP address 192.168.1.7 to access the IRC
service on the WAN.

* The second row blocks LAN access to the IRC service on the WAN.

e Thethird row is (still) the firewall’s default policy of alowing al traffic from the LAN to
go to the WAN.

The rule for the CEO must come before the rule that blocks all LAN to WAN IRC traffic. If
therulethat blocks all LAN to WAN IRC traffic camefirst, the CEO’s IRC traffic would
match that rule and the ZyWALL would drop it and not check any other firewall rules.

13.3 The Firewall Default Rule Screen

Click SECURITY > FIREWALL to open the Default Rule screen.
Use this screen to configure general firewall settings when the ZyWALL isin Router mode.
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Figure 145 SECURITY > FIREWALL > Default Rule (Router Mode)
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The following table describes the |abels in this screen.
Table 69 SECURITY > FIREWALL > Default Rule (Router Mode)

LABEL

DESCRIPTION

0-100%

This bar displays the percentage of the ZyWALL's firewall rules storage space that
is currently in use. When the storage space is almost full, you should consider
deleting unnecessary firewall rules before adding more firewall rules.

Enable Firewall

Select this check box to activate the firewall. The ZyWALL performs access control
and protects against Denial of Service (DoS) attacks when the firewall is activated.

Note: When you activate the firewall, all current connections through
the ZyWALL are dropped when you apply your changes.

Allow
Asymmetrical
Route

If an alternate gateway on the LAN has an IP address in the same subnet as the
ZyWALL'’s LAN IP address, return traffic may not go through the ZyWALL. This is
called an asymmetrical or “triangle” route. This causes the ZyWALL to reset the
connection, as the connection has not been acknowledged.

Select this check box to have the ZyWALL permit the use of asymmetrical route
topology on the network (not reset the connection).

Note: Allowing asymmetrical routes may let traffic from the WAN go
directly to the LAN without passing through the ZyWALL. A
better solution is to use IP alias to put the ZyWALL and the
backup gateway on separate subnets. See Section 13.9 on
page 271 for an example.
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Table 69 SECURITY > FIREWALL > Default Rule (Router Mode) (continued)

LABEL

DESCRIPTION

From, To

The firewall rules are grouped by the direction of packet travel. The number of rules
for each packet direction displays. Click Edit to go to a summary screen of the rules
for that packet direction.

Here are some example descriptions of the directions of travel.

From LAN To LAN means packets traveling from a computer on one LAN subnet to
a computer on another LAN subnet on the LAN interface of the ZyWALL or the
ZyWALL itself. The ZyWALL does not apply the firewall to packets traveling from a
LAN computer to another LAN computer on the same subnet.

From VPN means traffic that came into the ZyWALL through a VPN tunnel and is
going to the selected “to” interface. For example, From VPN To LAN specifies the
VPN traffic that is going to the LAN. The ZyWALL applies the firewall to the traffic
after decrypting it.

To VPN is traffic that comes in through the selected “from” interface and goes out
through any VPN tunnel. For example, From LAN To VPN specifies the traffic that
is coming from the LAN and going out through a VPN tunnel. The ZyWALL applies
the firewall to the traffic before encrypting it.

From VPN To VPN means traffic that comes in through a VPN tunnel and goes out
through (another) VPN tunnel or terminates at the ZyWALL. This is the case when
the ZyWALL is the hub in a hub-and-spoke VPN. This is also the case if you allow
someone to use a service (like Telnet or HTTP) through a VPN tunnel to manage
the ZyWALL. The ZyWALL applies the firewall to the traffic after decrypting it.

Note: The VPN connection directions apply to the traffic going to or
from the ZyWALL’s VPN tunnels. They do not apply to other
VPN traffic for which the ZyWALL is not one of the gateways
(VPN pass-through traffic).

Use the drop-down list box to set the firewall's default actions based on the direction
of travel of packets.

Select Drop to silently discard the packets without sending a TCP reset packet or
an ICMP destination-unreachable message to the sender.

Select Reject to deny the packets and send a TCP reset packet (for a TCP packet)
or an ICMP destination-unreachable message (for a UDP packet) to the sender.

Select Permit to allow the passage of the packets.

The firewall rules for the WAN port with a higher route priority also apply to the dial
backup connection.

Log

Select the check box next to a direction of packet travel to create a log when the
configured action is taken for packets that are traveling in that direction and do not
match any of your customized rules.

Apply

Click Apply to save your changes back to the ZyWALL.

Reset

Click Reset to begin configuring this screen afresh.

13.4 The Firewall Default Rule (Bridge Mode) Screen

Click SECURITY > FIREWALL to open the Default Rule screen.
Use this screen to configure general firewall settings when the ZyWALL isin Bridge mode.
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Figure 146 SECURITY > FIREWALL > Default Rule (Bridge Mode)
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The following table describes the |abels in this screen.
Table 70 SECURITY > FIREWALL > Default Rule (Bridge Mode)
LABEL DESCRIPTION

0-100% This bar displays the percentage of the ZyWALL's firewall rules storage space that
is currently in use. When the storage space is almost full, you should consider
deleting unnecessary firewall rules before adding more firewall rules.

WAN1

Enable Firewall | Select this check box to activate the firewall. The ZyWALL performs access control
and protects against Denial of Service (DoS) attacks when the firewall is activated.

Note: When you activate the firewall, all current connections through
the ZyWALL are dropped when you apply your changes.
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Table 70 SECURITY > FIREWALL > Default Rule (Bridge Mode) (continued)

LABEL

DESCRIPTION

From, To

The firewall rules are grouped by the direction of packet travel. The number of rules
for each packet direction displays. Click Edit to go to a summary screen of the rules
for that packet direction.

Here are some example descriptions of the directions of travel.

From LAN To LAN means packets traveling from a computer on one LAN subnet to
a computer on another LAN subnet on the LAN interface of the ZyWALL or the
ZyWALL itself. The ZyWALL does not apply the firewall to packets traveling from a
LAN computer to another LAN computer on the same subnet.

From VPN means traffic that came into the ZyWALL through a VPN tunnel and is
going to the selected “to” interface. For example, From VPN To LAN specifies the
VPN traffic that is going to the LAN. The ZyWALL applies the firewall to the traffic
after decrypting it.

To VPN is traffic that comes in through the selected “from” interface and goes out
through any VPN tunnel. For example, From LAN To VPN specifies the traffic that
is coming from the LAN and going out through a VPN tunnel. The ZyWALL applies
the firewall to the traffic before encrypting it.

From VPN To VPN means traffic that comes in through a VPN tunnel and goes out
through (another) VPN tunnel or terminates at the ZyWALL. This is the case when
the ZyWALL is the hub in a hub-and-spoke VPN. This is also the case if you allow
someone to use a service (like Telnet or HTTP) through a VPN tunnel to manage
the ZyWALL. The ZyWALL applies the firewall to the traffic after decrypting it.

Note: The VPN connection directions apply to the traffic going to or
from the ZyWALL’s VPN tunnels. They do not apply to other
VPN traffic for which the ZyWALL is not one of the gateways
(VPN pass-through traffic).

Use the drop-down list box to set the firewall's default actions based on the direction
of travel of packets.

Select Drop to silently discard the packets without sending a TCP reset packet or
an ICMP destination-unreachable message to the sender.

Select Reject to deny the packets and send a TCP reset packet (for a TCP packet)
or an ICMP destination-unreachable message (for a UDP packet) to the sender.

Select Permit to allow the passage of the packets.

The firewall rules for the WAN port with a higher route priority also apply to the dial
backup connection.

Log

Select the check box next to a direction of packet travel to create a log when the
configured action is taken for packets that are traveling in that direction and do not
match any of your customized rules.

Log Broadcast
Frame (Bridge
mode only)

Select this to create a log for any broadcast frames traveling in the selected
direction. Many of these logs in a short time period could indicate a broadcast storm.
A broadcast storm occurs when a packet triggers multiple responses from all hosts
on a network or when computers attempt to respond to a host that never replies. As
a result, duplicated packets are continuously created and circulated in the network,
thus reducing network performance or even rendering it inoperable. A broadcast
storm can be caused by an attack on the network, an incorrect network topology
(such as a bridge loop) or a malfunctioning network device.

Apply

Click Apply to save your changes back to the ZyWALL.

Reset

Click Reset to begin configuring this screen afresh.
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13.5 The Firewall Rule Summary Screen

Click SECURITY > FIREWALL > Rule Summary to open the screen. This screen displays
alist of the configured firewall rules.

/g The ordering of your rules is very important as rules are applied in the order
that they are listed.

See Section 13.1 on page 251 for more information about the firewall.

Figure 147 SECURITY > FIREWALL > Rule Summary
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The following table describes the labels in this screen.
Table 71 SECURITY > FIREWALL > Rule Summary

LABEL

DESCRIPTION

Packet Direction

Use the drop-down list boxes and click Refresh to select a direction of travel of
packets for which you want to display firewall rules.

Note: The VPN connection directions apply to the traffic going to or
from the ZyWALL'’s VPN tunnels. They do not apply to other
VPN traffic for which the ZyWALL is not one of the gateways
(VPN pass-through traffic).

+-

In the heading row, click + to expand or - to collapse the Source Address,
Destination Address and Service Type drop down lists for all of the displayed
rules.

Default Policy

This field displays the default action you selected in the Default Rule screen for the
packet direction displayed.

The following fields summarize the rules you have created that apply to traffic traveling in the selected
packet direction. The firewall rules that you configure (summarized below) take priority over the
general firewall action settings above.

# This is your firewall rule number. The ordering of your rules is important as rules are
applied in turn. Click + to expand or - to collapse the Source Address, Destination
Address and Service Type drop down lists.

Name This is the name of the firewall rule.

Active This field displays whether a firewall is turned on (Y) or not (N). Click the setting to

change it.
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Table 71 SECURITY > FIREWALL > Rule Summary

LABEL

DESCRIPTION

Source Address

This drop-down list box displays the source addresses or ranges of addresses to
which this firewall rule applies. Please note that a blank source or destination
address is equivalent to Any.

Destination
Address

This drop-down list box displays the destination addresses or ranges of addresses
to which this firewall rule applies. Please note that a blank source or destination
address is equivalent to Any.

Service Type

This drop-down list box displays the services to which this firewall rule applies.
Custom services have an * before the name. See Appendix B on page 783 for a list
of common services.

Action This field displays whether the firewall silently discards packets (Drop), discards
packets and sends a TCP reset packet or an ICMP destination-unreachable
message to the sender (Reject) or allows the passage of packets (Permit).

Sch. This field tells you whether a schedule is specified (Yes) or not (No).

Log This field shows you whether a log is created when packets match this rule (Yes) or
not (No).

Modify Click the edit icon to go to the screen where you can edit the rule.

Click the delete icon to delete an existing firewall rule. A window displays asking you
to confirm that you want to delete the firewall rule. Note that subsequent firewall
rules move up by one when you take this action.

Click the move icon, type an index number, and press Enter to move the rule to the
number that you typed. The ordering of your rules is important as they are applied in
order of their numbering.

Click the insert icon to display the screen where you can configure a new firewall
rule. The insert icon at the top of the row creates the new firewall rule before the
others. The individual firewall rule insert icons create a new firewall rule after the
row’s firewall rule.

13.5.1 The Firewall Edit Rule Screen

In the Rule Summary screen, click the edit icon or the insert icon to display the Firewall Edit
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Rule screen.

Use this screen to create or edit afirewall rule. Refer to the following table for information on

the labels.

See Section 13.1 on page 251 for more information about the firewall.
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Figure 148 SECURITY > FIREWALL > Rule Summary > Edit

FIREWALL - EDIT RULE

I

Edit Source Address

Ay Addresz v |

[ct2] oty |

Edit Destination Address

Ay Address v |

| _moity |

Edit Service

*ECHD REPLYICHP: Type: 0fCodde: 0)
FECHD REGQUEST{ICMP: Type: S/Code: 0)
Ayl

Any(TCR)

Any(UDF)

Any(IChP)
AMMEN_COTCP:S180)
AUTH(TCP:113)

BGP(TCR:178)
BOOTP_CLIEMT{UDP:E5)
BOOTP_SERVER{UDF:ET)
CU-SEEME(TCPAIDP: 7645, 24052)
DMS(TCRUDP:53)

FINGER(TCP:78)

FTP(TCP:20,21)

Edit Schedule

P lowl

Actions When Matched
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The following table describes the label s in this screen.
Table 72 SECURITY > FIREWALL > Rule Summary > Edit

LABEL DESCRIPTION

Rule Name Enter a descriptive name of up to 31 printable ASCII characters (except Extended
ASCII characters) for the firewall rule. Spaces are allowed.

Edit Source/

Destination

Address

Address Type Do you want your rule to apply to packets with a particular (single) IP, a range of IP

addresses (for example 192.168.1.10 to 192.169.1.50), a subnet or any IP
address? Select an option from the drop-down list box that includes: Single
Address, Range Address, Subnet Address and Any Address.

Start IP Address

Enter the single IP address or the starting IP address in a range here.

End IP Address

Enter the ending IP address in a range here.

Subnet Mask

Enter the subnet mask here, if applicable.

Add Click Add to add a new address to the Source or Destination Address(es) box.
You can add multiple addresses, ranges of addresses, and/or subnets.

Modify To edit an existing source or destination address, select it from the box and click
Modify.

Delete Highlight an existing source or destination address from the Source or
Destination Address(es) box and click Delete to remove it.

Edit Service

Available/ Highlight a service from the Available Services box on the left, then click >> to

Selected add it to the Selected Service(s) box on the right. To remove a service, highlight it

Services in the Selected Service(s) box on the right, then click <<.
Custom services have an * before the name.
Next to the name of a service, two fields appear in brackets. The first field indicates
the IP protocol type (TCP, UDP, or ICMP). The second field indicates the IP port
number that defines the service. (Note that there may be more than one IP
protocol type). For example, look at the DNS entry, (UDP/TCP:53) means UDP
port 53 and TCP port 53. Click the Service link to go to the Service screen where
you can configure custom service ports. See Appendix B on page 783 for a list of
commonly used services and port numbers.
You can use the [CTRL] key and select multiple services at once.

Edit Schedule

Day to Apply Select everyday or the day(s) of the week to apply the rule.

Time of Day to
Apply (24-Hour

Select All Day or enter the start and end times in the hour-minute format to apply
the rule.

Format)

Actions When

Matched

Log Packet This field determines if a log for packets that match the rule is created (Yes) or not
Information When | (No). Go to the Log Settings page and select the Access Control logs category
Matched to have the ZyWALL record these logs.

Send Alert Select the check box to have the ZyWALL generate an alert when the rule is
Message to matched.

Administrator
When Matched
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Table 72 SECURITY > FIREWALL > Rule Summary > Edit

LABEL

DESCRIPTION

Action for
Matched Packets

Use the drop-down list box to select what the firewall is to do with packets that
match this rule.

Select Drop to silently discard the packets without sending a TCP reset packet or
an ICMP destination-unreachable message to the sender.

Select Reject to deny the packets and send a TCP reset packet (for a TCP packet)
or an ICMP destination-unreachable message (for a UDP packet) to the sender.

Select Permit to allow the passage of the packets.

Note: You also need to configure NAT port forwarding (or full
featured NAT address mapping rules) if you want to allow
computers on the WAN to access devices on the LAN.

Note: You may also need to configure the remote management
settings if you want to allow a WAN computer to manage the
ZyWALL or restrict management from the LAN.

Apply

Click Apply to save your customized settings and exit this screen.

Cancel

Click Cancel to exit this screen without saving.

13.6 The Anti-Probing Screen

Click SECURITY > FIREWALL > Anti-Probing to open the following screen. Configure
this screen to help keep the ZyWALL hidden from probing attempts. You can specify which of
the ZyWALL'sinterfaces will respond to Ping requests and whether or not the ZyWALL isto
respond to probing for unused ports.

Figure 149 SECURITY > FIREWALL > Anti-Probing

Default Rule

Respond to PING on [V Lan V¥ wani ¥ wanz ¥ omz ¥ owian

" Do not respond to requests for unauthorized services,

Rule Summary | Anti-Probing | Threshold Service

Apply | Reset |
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The following table describes the labelsin this screen.
Table 73 SECURITY > FIREWALL > Anti-Probing

LABEL DESCRIPTION
Respond to PING | Select the check boxes of the interfaces that you want to reply to incoming Ping
on requests.

Clear an interface’s check box to have the ZyWALL not respond to any Ping
requests that come into that interface.

Do not respond to
requests for
unauthorized
services.

Select this option to prevent hackers from finding the ZyWALL by probing for
unused ports. If you select this option, the ZyWALL will not respond to port
request(s) for unused ports, thus leaving the unused ports and the ZyWALL
unseen. If this option is not selected, the ZyWALL will reply with an ICMP port
unreachable packet for a port probe on its unused UDP ports and a TCP reset
packet for a port probe on its unused TCP ports.

Note that the probing packets must first traverse the ZyWALL's firewall rule
checks before reaching this anti-probing mechanism. Therefore if a firewall rule
stops a probing packet, the ZyWALL reacts based on the firewall rule to either
send a TCP reset packet for a blocked TCP packet (or an ICMP port-unreachable
packet for a blocked UDP packets) or just drop the packets without sending a
response packet.

Apply

Click Apply to save your changes back to the ZyWALL.

Reset

Click Reset to begin configuring this screen afresh.

13.7 The Firewall Thresholds Screen

For DoS attacks, the ZyWALL uses thresholds to determine when to start dropping sessions
that do not become fully established (half-open sessions). These thresholds apply globally to
al sessions. See Threshold Values on page 275 for more information on DoS thresholds.

Click SECURITY > FIREWALL > Threshold to bring up the next screen. The global
values specified for the threshold and timeout apply to al TCP connections.

Figure 150 SECURITY > FIREWALL > Threshold

Default Rule

Disable Dos attack Protection on

Rule Summary Anti-Probing Threshold Service

I otan T iwant T owanz T omz T owean T wen

P g

264

One Minute Low IBEI sessions per minute
One Minute High !100 sessions per minute
Maxirnurm Incomplete Low IBU_ SE55i0NS
Maxirmum Incomplets High 100 cessions

TCP Maximum Incomplete

¢ Delete the oldest half open session when new connection request comes,

- Deny new connection request for I [1=255 minule=)

I3U sessions

Feset I
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The following table describes the labelsin this screen.
Table 74 SECURITY > FIREWALL > Threshold

LABEL

DESCRIPTION

Disable DoS Attack
Protection on

Select the check boxes of any interfaces (or all VPN tunnels) for which you want
the ZyWALL to not use the Denial of Service protection thresholds. This disables
DoS protection on the selected interface (or all VPN tunnels).

You may want to disable DoS protection for an interface if the ZyWALL is treating
valid traffic as DoS attacks. Another option would be to raise the thresholds.

Denial of Service
Thresholds

The ZyWALL measures both the total number of existing half-open sessions and
the rate of session establishment attempts. Both TCP and UDP half-open
sessions are counted in the total number and rate measurements. Measurements
are made once a minute.

One Minute Low

This is the rate of new half-open sessions per minute that causes the firewall to
stop deleting half-open sessions. The ZyWALL continues to delete half-open
sessions as necessary, until the rate of new connection attempts drops below this
number.

One Minute High

This is the rate of new half-open sessions per minute that causes the firewall to
start deleting half-open sessions. When the rate of new connection attempts rises
above this number, the ZyWALL deletes half-open sessions as required to
accommodate new connection attempts.

For example, if you set the one minute high to 100, the ZyWALL starts deleting
half-open sessions when more than 100 session establishment attempts have
been detected in the last minute. It stops deleting half-open sessions when the
number of session establishment attempts detected in a minute goes below the
number set as the one minute low.

Maximum
Incomplete Low

This is the number of existing half-open sessions that causes the firewall to stop
deleting half-open sessions. The ZyWALL continues to delete half-open requests
as necessary, until the number of existing half-open sessions drops below this
number.

Maximum
Incomplete High

This is the number of existing half-open sessions that causes the firewall to start
deleting half-open sessions. When the number of existing half-open sessions
rises above this number, the ZyWALL deletes half-open sessions as required to
accommodate new connection requests. Do not set Maximum Incomplete High
to lower than the current Maximum Incomplete Low number.

For example, if you set the maximum incomplete high to 100, the ZyWALL starts
deleting half-open sessions when the number of existing half-open sessions rises
above 100. It stops deleting half-open sessions when the number of existing half-
open sessions drops below the number set as the maximum incomplete low.

TCP Maximum
Incomplete

An unusually high number of half-open sessions with the same destination host
address could indicate that a DoS attack is being launched against the host.

Specify the number of existing half-open TCP sessions with the same destination
host IP address that causes the firewall to start dropping half-open sessions to
that same destination host IP address. Enter a number between 1 and 256. As a
general rule, you should choose a smaller number for a smaller network, a slower
system or limited bandwidth. The ZyWALL sends alerts whenever the TCP
Maximum Incomplete is exceeded.

Action taken when
TCP Maximum
Incomplete
reached threshold

Select the action that ZyWALL should take when the TCP maximum incomplete
threshold is reached. You can have the ZyWALL either:

Delete the oldest half open session when a new connection request comes.
or

Deny new connection requests for the number of minutes that you specify
(between 1 and 256).

Apply

Click Apply to save your changes back to the ZyWALL.

Reset

Click Reset to begin configuring this screen afresh.
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13.8 The Firewall Services Screen

Click SECURITY

> FIREWALL > Serviceto open the screen as shown next. Use this

screen to configure custom services for usein firewall rules or view the servicesthat are
predefined in the ZyWALL.

Figure 151 SECURITY > FIREWALL > Service

Default Rule Rule Summary Anti-Probing Threshold | Service

Custom Service

| # |  ServiceName | Protocol | Attribute* Modif

nECHO REPLY 1CMP 0/0 = 0
‘ECHO REQUEST 1CMP 5/0 F 0
H‘UPN_NAT_T UDP 4500 & 0

Adld

*attribute: Port Range for TCP/UDE, TypefCode for ICHMP,

Predefined Service

Attribute

1 BLL :

| 2 MR TCP 165535
ENany_Uoe UDP 1~65535

N ey _1cme 1CMP :

BB ammEw_1cq TCP 5190

| & [ TcP 113

| 7 5 TP 179
EleooTr_CLIENT UDP &6

EBeoorp server o 7 -

The following table describes the labels in this screen.
Table 75 SECURITY > FIREWALL > Service

LABEL DESCRIPTION

Custom Service This table shows all configured custom services.

# This is the index number of the custom service.

Service Name This is the name of the service.

Protocol This is the IP protocol type.
If you selected Custom, this is the IP protocol value you entered.

Attribute This is the IP port number or ICMP type and code that defines the service.

Modify Click the edit icon to go to the screen where you can edit the service.
Click the delete icon to remove an existing service. A window displays asking you
to confirm that you want to delete the service. Note that subsequent services
move up by one when you take this action.

Add Click this button to bring up the screen that you use to configure a new custom
service that is not in the predefined list of services.

Predefined This table shows all the services that are already configured for use in firewall

Service rules. See Appendix B on page 783 for a list of common services.

# This is the index number of the predefined service.

Service Name This is the name of the service.
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Table 75 SECURITY > FIREWALL > Service (continued)

LABEL DESCRIPTION
Protocol This is the IP protocol type. There may be more than one IP protocol type.
Attribute This is the IP port number or ICMP type and code that defines the service.

13.8.1 The Firewall Edit Custom Service Screen

Click SECURITY > FIREWALL > Service > Add to display the following screen. Use this
screen to configure a custom service entry not is not predefined in the ZyWALL. See
Appendix B on page 783 for alist of commonly used services and port numbers.

Figure 152 SECURITY > FIREWALL > Service > Add

Service Name |

IP Protocol |TCP3’UDP 'I
Port Range From !D To ID

Cancel |

The following table describes the labelsin this screen.
Table 76 SECURITY > FIREWALL > Service > Add
LABEL DESCRIPTION

Service Name Enter a descriptive name of up to 31 printable ASCII characters (except
Extended ASCII characters) for the custom service. You cannot use the
“(“character. Spaces are allowed.

IP Protocol Choose the IP protocol (TCP, UDP, TCP/UDP, ICMP or Custom) that defines
your customized service from the drop down list box.

If you select Custom, specify the protocol’'s number. For example, ICMP is 1,
TCP is 6, UDP is 17 and so on.

Port Range Enter the port number (from 1 to 255) that defines the customized service

To specify one port only, enter the port number in the From field and enter it
again in the To field.

To specify a span of ports, enter the first port in the From field and enter the last
port in the To field.

Type/Code This field is available only when you select ICMP in the IP Protocol field.
The ICMP messages are identified by their types and in some cases codes.

Enter the type number in the Type field and select Code and enter the code
number if any.

Apply Click Apply to save your customized settings and exit this screen.

Cancel Click Cancel to exit this screen without saving.
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13.8.2 My Service Firewall Rule Example
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The following Internet firewall rule example allows a hypothetical My Service connection
from the Internet.

1 Inthe Service screen, click Add to open the Edit Custom Service screen.

Figure 153 My Service Firewall Rule Example: Service
FIREWALL

Default Rule Rule Summary Anti-Probing Threshold

Custom Service

| # | ServiceName | Protocol | Attribute* Modif

2 Configureit asfollows and click Apply.

Figure 154 My Service Firewall Rule Example: Edit Custom Service
FIREWALL - EDIT CUSTOM SERVICE

Custom Service

3 Click Rule Summary. Select WAN1 to L AN from the Packet Direction drop-down list
boxes and click Refresh.

4 Inthe Rule Summary screen, type the index number for where you want to put the rule.
For example, if you type 6, your new rule becomes humber 6 and the previous rule 6 (if
there isone) becomesrule 7.

5 Click Insert at the top of the M adify column to display the firewall rule configuration
screen.
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Figure 155 My Service Firewall Rule Example: Rule Summary

Default Rule |—Fule S_LTITIITIBI‘Y Anti-Probing Threshold Service

Rule Summar

(PacketDirection: [t =] 7o lLan =] Refresh |)

% Source (Destination| X A
sorcorpe et o

WAN1 to LAN - Default Policy : Drop

Modif

szdRme_l v |Any -i |Any vl |EIOOTP_CLIENT(UDP:58) -[ M Nu'_ Ed o 04 @I
‘WZL_RLlle_Z wo | feny =l Jany =] MetB0os(TCRuDR 137139,445) =]l permit| ma (mo | B 10 I &,

6 Enter the name of the firewall rule.

7 Select Any in the Destination Address(es) box and then click Delete.

8 Configure the destination address fields as follows and click Add.

Figure 156 My Service Firewall Rule Example: Rule Edit
Gule Marne IEx1 )
Edit Source Address
Address Editor Source Address(es)
Address Type IAn\; Address vl By
Start IP Address o .0 o .0
End IP Address o . 0 . 0 .0
Subnet Mask o . 0 . 0 . 0
Add | Modify | Delete |
Edit Destination Address

Address Editor Destination Addressies
Address Type IAn\; Address vl 100010-100045
Start IP Address o .0 o .0
End IP Address o . 0 . 0 . 0
Subnet Mask o . 0 . 0 . 0
Waify | Delete |

9 Inthe Edit Rule screen, use the arrows between Available Services and Selected

Service(s) to configure it as follows. Click Apply when you are done.

/g Custom services show up with an * before their names in the Services list box

and the Rule Summary list box.
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Figure 157 My Service Firewall Rule Example: Rule Configuration

FIREWALL - EDIT RULE

Edit Source Address

Ay Addresz v |

| _moity |

Edit Destination Address

Ay Addresz v |

| _moity |

Edit Service

*ECHO REPLY(ICMP: Type: 0/Code: 0)
*ECHO REQUESTHICMP: Type:S/Code: 0)
Ayl Al)

Any(TCP)

Any(UDP

Any(ICMPY

AIMMEN_CERTCP: 5190)
AUTHITER13)

BGP(TCPA79)
BOCTP_CLIENT{UDP:68)
BOOTP_SERVERILDP.G7)
CU-SEEME(TCPADP: 7645 24052)
DMS(TCPAJDP:S3)

FINGER(TCP: 79)

FTP(TCR:20,21)

Edit Schedule

Actions When Matched

I |
i |
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100.040-10.0015

Wy Service(TCPUDP:123)
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Rule 1 allows a My Service connection from the WAN to | P addresses 10.0.0.10 through
10.0.0.15 on the LAN.

Figure 158 My Service Firewall Rule Example: Rule Summary

Default Rule |—Rule Summ;y Anti-Probing Threshold Service

Rule Summar

Packet Direction: I""\‘w"’\N1 x| TolLen =] Refresh |

Source Destination
o¢| Neme [activel RUCE] PRRRECN | seviceTwve  lactonischliol g

WANI to LAN - Default Policy : Drop

|

¥ [any =1[100010- 100015 =] *My Service(TCPUDP123) =] | parmit| Mo | Mo B" o o &

E war rule 1| x| Ay =] | any =] |BOOTP_CLENT(UDP68) ~||permit| Mo (no | B (3 A B,

B qume-_z N [any =] [any v“NetElIOS(TCPJ‘LIDPﬂ3?~139,445) 1 |Fermicl oI tie & @ &,
|

13.9 Technical Reference

This technical reference contains the following sections:

Packet Direction Examples
Asymmetrical Routes
DoS Thresholds

Security Considerations

Packet Direction Examples

Firewall rules are grouped based on the direction of travel of packets to which they apply. This
section gives some examples of why you might configure firewall rules for specific
connection directions.

By default, the ZyWALL alows packets traveling in the following directions.:

* LANtoLAN Theserules specify which computers on the LAN can manage the
ZyWALL (remote management) and communicate between networks or
subnets connected to the LAN interface (IP aias).

Note: You can also configure the remote management settings to
allow only a specific computer to manage the ZyWALL.

 LANto WAN These rules specify which computers on the LAN can access which
1 computers or services connected to WAN 1. See Section 13.2 on page
252 for an example.
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By default, the ZyWALL drops packets traveling in the following directions.

« WAN 1toLAN These rules specify which computers connected to WAN 1 can access
which computers or services on the LAN. For example, you may
create rules to:

» Allow certain types of traffic, such as Lotus Notes database
synchronization, from specific hosts on the Internet to specific
hosts on the LAN.

» Allow public access to a Web server on your protected network.
You could also block certain | P addresses from accessing it.

Note: You also need to configure NAT port forwarding (or full
featured NAT address mapping rules) to allow computers
on the WAN to access devices on the LAN. See Section
22.4.3 on page 442 for an example.

« WANto WAN By default the ZyWALL stops computers connected to WAN1 or
WAN2 from managing the ZyWALL or using the ZyWALL asa
gateway to communicate with other computers on the WAN. You
could configure one of these rulesto allow a WAN computer to
manage the ZyWALL.

Note: You also need to configure the remote management
settings to allow a WAN computer to manage the
ZyWALL.

See Chapter 5 on page 109 for information about packetstraveling to or from the VPN tunnels.

To VPN Packet Direction

The ZyWALL can apply firewall rules to traffic before encrypting it to send through a VPN
tunnel. To VPN meanstraffic that comesin through the selected “from™ interface and goes out
through any of the ZyWALL’s VPN tunnels. For example, From LAN To VPN specifiesthe
traffic that is coming from the LAN and going out through any of the ZyWALL’'s VPN
tunnels.

For example, by default the From LAN To VPN default firewall rule allows traffic from the
LAN computers to go out through any of the ZyWALL’s VPN tunnels. You could configure
the From DM Z To VPN default rule to set the ZyWALL to silently block traffic from the
DMZ computers from going out through any of the ZyWALL’s VPN tunnels.
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Figure 159 From LAN to VPN Example

LAN WAN

From VPN Packet Direction

You can aso apply firewall rulesto traffic that comesin through the ZyWALL’s VPN tunnels.
The ZyWALL decryptsthe VPN traffic and then applies the firewall rules. From VPN means
traffic that came into the ZyWALL through a VPN tunnel and is going to the selected “to”
interface.

For example, by default the firewall allows traffic from any VPN tunnel to go to any of the
ZyWALL's interfaces, the ZyWALL itself and other VPN tunnels. You could edit the From
VPN To LAN default firewall rule to silently block traffic from the VPN tunnels from going
to the LAN computers.

Figure 160 From VPN to LAN Example

LAN

ZyWALL 5/35/70 Series User’'s Guide 273




Chapter 13 Firewall Screens

From VPN To VPN Packet Direction

From VPN To VPN firewall rules apply to traffic that comesin through one of the
ZyWALL’s VPN tunnels and terminates at the ZyWALL (like for remote management) or
goes out through another of the ZyWALL’s VPN tunnels (thisis called hub-and-spoke VPN,
see Section 19.13 on page 385 for details). The ZyWALL decrypts the traffic and applies the
firewall rules before re-encrypting it or allowing the traffic to terminate at the ZyWALL.

In the following example, the From VPN To VPN default firewall rule silently blocks the
traffic that the ZyWALL receives from any VPN tunnel (either A or B) that is destined for the
other VPN tunnel or the ZyWALL itself. VPN traffic destined for the DMZ is allowed
through.

Figure 161 From VPN to VPN Example
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If an alternate gateway on the LAN has an | P address in the same subnet as the ZyWALL'’s
LAN IP address, return traffic may not go through the ZyWALL. Thisiscalled an
asymmetrical or “triangle” route. This causes the ZyWALL to reset the connection, as the
connection has not been acknowledged.

You can have the ZyWALL permit the use of asymmetrical route topology on the network
(not reset the connection).

Allowing asymmetrical routes may let traffic from the WAN go directly to the LAN without
passing through the ZyWALL. A better solution isto use IP diasto put the ZyWALL and the
backup gateway on separate subnets.

Asymmetrical Routes and IP Alias

274

You can use IP dliasinstead of allowing asymmetrical routes. |P Alias allow you to partition
your network into logical sections over the same interface.

By putting your LAN and Gateway A in different subnets, all returning network traffic must
pass through the ZyWALL to your LAN. The following steps describe such a scenario.

1 A computer on the LAN initiates a connection by sending a SYN packet to areceiving
server on the WAN.
2 The ZyWALL reroutes the packet to Gateway A, whichisin Subnet 2.
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3 Thereply from the WAN goesto the ZyWALL.
4 The ZyWALL then sendsit to the computer on the LAN in Subnet 1.

Figure 162 Using IP Alias to Solve the Triangle Route Problem
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DoS Thresholds

For TCP, half-open means that the session has not reached the established state-the TCP three-
way handshake has not yet been completed. Under normal circumstances, the application that
initiates a session sends a SY N (synchronize) packet to the receiving server. The receiver
sends back an ACK (acknowledgment) packet and its own SY N, and then the initiator
responds with an ACK (acknowledgment). After this handshake, a connection is established.

Figure 163 Three-Way Handshake
Client Server

SYN

q—--‘_-""""""—-—--—___,

SYN-ACK -

— | Aex
D

For UDP, half-open means that the firewall has detected no return traffic. An unusually high
number (or arrival rate) of half-open sessions could indicate a DOS attack.

Threshold Values

If everything isworking properly, you probably do not need to change the threshold settings as
the default threshold values should work for most small offices. Tune these parameters when
you believe the ZyWALL has been receiving DoS attacks that are not recorded in the logs or
the logs show that the ZyWALL is classifying normal traffic as DoS attacks. Factors
influencing choices for threshold values are:
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The maximum number of opened sessions.

The minimum capacity of server backlog in your LAN network.
The CPU power of serversin your LAN network.

Network bandwidth.

5 Type of traffic for certain servers.

Reduce the threshold values if your network is slower than average for any of these factors
(especially if you have servers that are slow or handle many tasks and are often busy).

If you often use P2P applications such as file sharing with eMule or eDonkey, it's
recommended that you increase the threshold values since | ots of sessionswill be established
during a small period of time and the ZyWALL may classify them as DoS attacks.

A WDN P

Security Considerations

&5

Incorrectly configuring the firewall may block valid access or introduce security
risks to the ZyWALL and your protected network. Use caution when creating or
deleting firewall rules and test your rules after you configure them.

Consider these security ramifications before creating arule:

1 Doesthisrule stop LAN users from accessing critical resources on the Internet? For
example, if IRC is blocked, are there users that require this service?

2 Isit possible to modify the rule to be more specific? For example, if IRC is blocked for
all users, will arulethat blocks just certain users be more effective?

3 Doesarulethat alows Internet users access to resources on the LAN create a security
vulnerability? For example, if FTP ports (TCP 20, 21) are allowed from the Internet to
the LAN, Internet users may be able to connect to computers with running FTP servers.

4 Doesthisrule conflict with any existing rules?

Once these questions have been answered, adding rulesis simply a matter of entering the
information into the correct fields in the web configurator screens.
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Intrusion Detection and
Prevention (IDP) Screens

14.1 Overview

An IDP system can detect malicious or suspicious packets and respond instantaneously. It can
detect anomalies based on violations of protocol standards (RFCs — Requests for Comments)
or traffic flows and abnormal flows such as port scans.

The following figure represents a typical business network consisting of aLAN, aDMZ
(DeMuilitarized Zone) containing the company web, FTP, mail servers etc., afirewall and/or
NAT router connected to a broadband modem (M) for Internet access.

Figure 164 Network Intrusions

\;..

L
]

1IIQ
-ﬂlQ

N

[ ] —N\ Internet
—_— BT

W e M -/
|!ZA:I

14.1.1 What You Can Do Using the IDP Screens

» Usethe General screen (Section 14.2 on page 279) to enable IDP on the ZyWALL and
choose what traffic flows the ZyWALL checks for intrusions.

» Usethe Signatures screens (Section 14.3 on page 281) to configure the ZyWALL's
signatures. The rules that define how to identify and respond to intrusions are called
signatures.

» Usethe Anomaly screen (Section 14.4 on page 289) to configure the ADP (Anomaly
Detection and Prevention) settings
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» Usethe Update screen (Section 14.5 on page 291) to immediately download or schedule
new signature downloads.

» Usethe Backup & Restore screen (Section 14.6 on page 293) to back up IDP signatures
with your custom configured settings, restore previously saved | DP signatures (with your

custom configured settings) or revert to the original ZSRT-defined signature Active, Log,
Alert and/or Action settings.

14.1.2 What You Need To Know About the ZyWALL IDP

278

Network Intrusions

The ZyWALL Internet Security Appliance is designed to protect against network-based
intrusions. Network-based intrusions have the goal of bringing down anetwork or networks by
attacking computer(s), switch(es), router(s) or modem(s). If aLAN switch is compromised for
example, then the whole LAN is compromised (see Figure 164 on page 277). Typical
“network-based intrusions’ are SQL slammer, Blaster, Nimda, MyDoom etc.

IDP and Interfaces

As packets appear at an interface they are passed to the IDP detection engine, which
determines whether they are malicious or not. If a malicious packet is detected, an actionis
taken. The remaining packets that make up that particular TCP session are also discarded.

You can change the default actions in the Signature and Anomaly screens (Figure 14.3 on
page 281 and Figure 172 on page 290). In the following figure the ZyWALL is set to check
traffic coming from either WAN interface to the LAN.

IIIIII ’

DMZ

Figure 165 Applying IDP to Interfaces
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See Section 14.2 on page 279 for more information on how to apply IDP to ZyWALL
interfaces.
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Finding out More
See Section 14.7 on page 294 for more detailed information on IDP.

14.1.3 Before You Begin

To use IDP on the ZyWALL, you need to insert the ZyWALL Turbo Card into the rear panel
dot of the ZyWALL. Seethe ZyWALL Turbo Card guide for details.

/g Turn the ZyWALL off before you install or remove the ZyWALL Turbo card.

The ZyWALL Turbo Card does not have a MAC address.

14.2 The General Setup Screen

Use this screen to enable IDP on the ZyWALL and choose what traffic flows the ZyWALL
checksfor intrusions.

Click SECURITY > I DP from the navigation panel. General is the first screen as shown in
the following figure.

Figure 166 SECURITY > IDP > General

General Signature Anomaly Update Backup & Restore

General Setup

" Enable Intrusion Detection and Prevention
Turbo Card Installed

LAN WAN 1 wan 2 DMZ WLAN ¥PN
| | | |

| | | |
BT C r r r r r
| wan: [ = = r = =
| wanz [ r r r r r
| oviz o O ) O
| wian [ r r r r r
BT T r r r r r
* Protected Traffic Direction
oy | Feset |

ZyWALL 5/35/70 Series User’'s Guide 279




Chapter 14 Intrusion Detection and Prevention (IDP) Screens

The following table describes the labelsin this screen.
Table 77 SECURITY > IDP > General Setup

LABEL

DESCRIPTION

General Setup

Enable Intrusion
Detection and
Protection

Select this check box to enable IDP on the ZyWALL. When this check box is
cleared the ZyWALL is in IDP “bypass” mode and no IDP checking is done.

Turbo Card

This field displays whether or not a ZyWALL Turbo Card is installed.

Note: You cannot configure and save the IDP and Anti-Virus
screens if the ZyWALL Turbo Card is not installed.

From, To

Select the directions of travel of packets that you want to check. Select or clear
a row or column’s first check box (with the interface label) to select or clear the
interface’s whole row or column.

You could for example have the ZyWALL check packets traveling between the
LAN and the WAN interfaces (From WAN1 to LAN, From WAN2 to LAN, From
LAN To WAN1, and From LAN To WAN2).

Note: Depending on your network topology and traffic load,
selecting every packet direction may affect the ZyWALL's
performance.

From LAN To LAN means packets traveling from a computer on one LAN
subnet to a computer on another LAN subnet via the LAN interface of the
ZyWALL. The ZyWALL does not check packets traveling from a LAN computer
to another LAN computer on the same subnet.

From WAN1 To WAN1 means packets that come in through the WAN 1
interface and the ZyWALL routes back out through the WAN 1 interface.

From VPN means traffic that came into the ZyWALL through a VPN tunnel and
is going to the selected “to” interface. For example, From VPN To LAN
specifies the VPN traffic that is going to the LAN or terminating at the ZyWALL'’s
LAN interface. The ZyWALL checks the traffic after decrypting it.

To VPN is traffic that comes in through the selected “from” interface and goes
out through any VPN tunnel. For example, From LAN To VPN specifies the
traffic that is coming from the LAN and going out through a VPN tunnel. The
ZyWALL checks the traffic before encrypting it.

From VPN To VPN means traffic that comes in through a VPN tunnel and goes
out through (another) VPN tunnel. This is the case when the ZyWALL is the hub
in a hub-and-spoke VPN. The ZyWALL checks the traffic after decrypting it
(before encrypting it again).

Note: The VPN connection directions apply to the traffic going to
or from the ZyWALL'’s VPN tunnels. They do not apply to
other VPN traffic for which the ZyWALL is not one of the
gateways (VPN pass-through traffic).

Apply

Click this button to save your changes back to the ZyWALL.

Reset

Click this button to begin configuring this screen afresh.
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14.3 The Signatures Screen

The rules that define how to identify and respond to intrusions are called “signatures’. Click
SECURITY > IDP > Signaturesto see the ZyWALL’s signatures.

14.3.1 Attack Types

Click SECURITY > IDP > Signature. The Attack Typelist box displays al intrusion types
supported by the ZyWALL. Other coversall intrusion types not covered by other types listed.

To see signatures listed by intrusion type supported by the ZyWAL L, select that type from the
Attack Typelist box.

Table 78 SECURITY > IDP > Signature: Attack Types

TYPE

DESCRIPTION

DoS/DDoS

The goal of Denial of Service (DoS) attacks is not to steal information, but to
disable a device or network on the Internet. A distributed denial-of-service (DDoS)
attack is one in which multiple compromised systems attack a single target,
thereby causing denial of service for users of the targeted system.

Buffer Overflow

A buffer overflow occurs when a program or process tries to store more data in a
buffer (temporary data storage area) than it was intended to hold. The excess
information can overflow into adjacent buffers, corrupting or overwriting the valid
data held in them.

Intruders could run codes in the overflow buffer region to obtain control of the
system, install a backdoor or use the victim to launch attacks on other devices.

Access Control

Access control refers to procedures and controls that limit or detect access.
Access control is used typically to control user access to network resources such
as servers, directories, and files.

Scan

Scan refers to all port, IP or vulnerability scans. Hackers scan ports to find targets.
They may use a TCP connect() call, SYN scanning (half-open scanning), Nmap
etc. After a target has been found, a vulnerability scanner can be used to exploit
exposures.

Trojan Horse

A Trojan horse is a harmful program that's hidden inside apparently harmless
programs or data. It could be used to steal information or remotely control a
device.

P2P

Peer-to-peer (P2P) is where computing devices link directly to each other and can
directly initiate communication with each other; they do not need an intermediary.
A device can be both the client and the server. In the ZyWALL, P2P refers to peer-
to-peer applications such as eMule, eDonkey, BitTorrent, iMesh etc.

IM (Instant Messaging) refers to chat applications. Chat is real-time
communication between two or more users via networks-connected computers.
After you enter a chat (or chat room), any member can type a message that will
appear on the monitors of all the other participants.

Virus/Worm

A computer virus is a small program designed to corrupt and/or alter the operation
of other legitimate programs. A worm is a program that is designed to copy itself
from one computer to another on a network. A worm’s uncontrolled replication
consumes system resources thus slowing or stopping other tasks.

The IDP VirusWorm category refers to network-based viruses and worms. The
Anti-Virus (AV) screen refers to file-based viruses and worms. Refer to the anti-
virus chapter for additional information on file-based anti-virus scanning in the
ZyWALL.

Porn

The ZyWALL can block web sites if their URLs contain certain pornographic
words. It cannot block web pages containing those words if the associated URL
does not.
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Table 78 SECURITY > IDP > Signature: Attack Types (continued)

TYPE DESCRIPTION

Web Attack Web attack signatures refer to attacks on web servers such as IIS (Internet
Information Services).

SPAM Spam is unsolicited "junk" e-mail sent to large numbers of people to promote
products or services. Refer to the anti-spam chapter for more detailed information.

Other This category refers to signatures for attacks that do not fall into the previously
mentioned categories.

14.3.2 Intrusion Severity

Intrusions are assigned a severity level based on the following table. The intrusion severity
level then determines the default signature action.

Table 79 SECURITY > IDP > Signature: Intrusion Severity

SEVERITY DESCRIPTION

Severe These are intrusions that try to run arbitrary code or gain system privileges.

High These are known serious vulnerabilities or intrusions that are probably not false
alarms.

Medium These are medium threats, access control intrusions or intrusions that could be false
alarms.

Low These are mild threats or intrusions that could be false alarms.

Very Low These are possible intrusions caused by traffic such as Ping, trace route, ICMP

queries etc.

14.3.3 Signature Actions

You can enable/disable individual signatures. You can log and/or have an aert sent when
traffic meets a signature criteria. You can also change the default action to be taken when a
packet or stream matches a signature. The following figure and table describes these actions.
Note that in addition to these actions, alog may be generated or an aert sent, if those check
boxes are selected and the signature is enabled.

Table 80 SECURITY > IDP > Signature: Actions

ACTION

DESCRIPTION

No Action

The intrusion is detected but no action is taken.

Drop Packet

The packet is silently discarded.

Drop Session

When the firewall is enabled, subsequent TCP/IP packets belonging to the
same connection are dropped. Neither sender nor receiver are sent TCP RST
packets. If the firewall is not enabled only the packet that matched the
signature is dropped.

Reset Sender

When the firewall is enabled, the TCP/IP connection is silently torn down. Just
the sender is sent TCP RST packets. If the firewall is not enabled only the
packet that matched the signature is dropped.

Reset Receiver

When the firewall is enabled, the TCP/IP connection is silently torn down. Just
the receiver is sent TCP RST packets. If the firewall is not enabled only the
packet that matched the signature is dropped.

Reset Both

When the firewall is enabled, the TCP/IP connection is silently torn down. Both
sender and receiver are sent TCP RST packets. If the firewall is not enabled
only the packet that matched the signature is dropped.
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14.3.4 Configuring The IDP Signatures Screen

Click SECURITY >IDP > Signatureto see the ZyWALL’s “group view” signature screen
where you can view signatures by attack type. To search for signatures based on other criteria
such as signature name or 1D, then click the Switch to query view link to go to the “query

view” screen.

You can take actions on these signatures as described in Section 14.3.3 on page 282. To revert
to the default actions or to save sets of actions, go to the Backup & Restore screen.

Figure 167 SECURITY > IDP > Signature: Group View
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The following table describes the |abels in this screen.
Table 81 SECURITY > IDP > Signature: Group View

LABEL

DESCRIPTION

Signature Groups

Switch to
query view

Click this hyperlink to go to a screen where you can search for signatures based on
criteria other than attack type.

Attack Type

Select the type of signatures you want to view from the list box. See Section 14.3.1 on
page 281 for information on types of signatures.

The table displays the signatures of the type that you selected. Click a column’s
header to sort the entries by that attribute.

Go To

Navigate between signatures found. This field is available only if there are more
signatures than that can be displayed on one screen.

Name

The (read-only) signature name identifies a specific signature targeted at a specific
intrusion. Click the hyperlink for more detailed information on the intrusion.

ID

Each intrusion has a unique identification number. This number may be searched at
myZyXEL.com for more detailed information.

Severity

This field displays the level of threat that the intrusion may pose. See Table 79 on page
282 for more information on intrusion severity.

Platform

This field displays the computer or network device operating system that the intrusion
targets or is vulnerable to the intrusion. These icons represent a Windows operating
system, a UNIX-based operating system and a network device respectively.
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Table 81 SECURITY > IDP > Signature: Group View (continued)
LABEL DESCRIPTION

Active Select the check box in the heading row to automatically select all check boxes and
enable all signatures.

Clear it to clear all entries and disable all signatures on the current page. For example,
you could clear all check boxes for signatures that targets operating systems not